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1. Introduction

This Computer-to-Computer Interoperability Specification document provides information and technical specifications addressing the interoperability aspect of the BOT Data Management System Online Submission Services
. The objective of this document is to provide guidelines and technical specifications for supporting the financial institutions to consume online submission services provided by BOT in regards to the data submission operations.

The remainder of this document is structured into three main sections, as follows:

· Architecture Overview. This section describes the overall architecture and connectivity between computer-to-computer hosts
 and the BOT Online Submission Services.

· Computer-to-Computer Specifications. This section addresses the details interoperability specifications and special requirements for the C2C host to consume the BOT Online Submission Services. 

· Appendix. The appendix section contains the Web Service Description Language
 (WSDL) document describing the details specifications of available web services, and the “simple” sample code demonstrating how to consume the web services from the C2C host.

2. Architecture Overview

The BOT Online Submission Services are implemented based on the web services technology to provide an interface between C2C Host and the BOT Data Management System in regards to the data submission operations. The web services initiative has been adopted as standard interface for computer-to-computer integration for the BOT Data Management System in order to provide an easy integration to many heterogeneous systems used by the financial institutions and other related parties.





Figure 1: Architecture Overview Diagram

The above diagram shows a high-level architecture of a C2C host interoperates with the BOT Online Submission Services using web services request. In general, there are two types of web service requests provided:

· Service Request: This represents the web service call where a Client Application resided in the financial institution’s C2C host performs web service request to the BOT Web Service Server via the BOT specified NSP
 network.
At first, the request from client application is transformed into a SOAP
 request message format via the SOAP client component. The formatted SOAP message is, then, transferred to the BOT Web Service Server via the BOT specified NSP network using the HTTPS protocol. The SOAP server component and the Web Service Server transforms the SOAP message into a specific request format and then forward the request to the BOT Online Submission Services for further processing. The response to the requested service is returned from the BOT Online Submission Services to the Web Service Server and SOAP server component which transforms the response into the SOAP response message format and then forwards the transformed response message to the Client Application via the BOT specified NSP network. The SOAP client component at the C2C host transforms the SOAP response message to specific response format understandable by the Client Application.

The following web service functions are available on the “Service Request” channel:

· Check Dataset Submission Authorization

· Submit XML Dataset File

· Inquiring Submission Status

· Inquiring Submission Requirements

· Inquiring Alert Message(s)

· Retrieving Validation Error Log

· Callback Request: The callback request is an optional service provided by the BOT Online Submission Services to support asynchronous processing where the Client Application can perform other operations after successfully submitting the XML dataset file to the BOT Online Submission Services without the need to repeatedly inquire for the processing result via the “Inquiring Submission Status” service request. If preferred, the financial institutions can request for BOT to send a callback request to the C2C host once the processing of the submitted XML dataset file is completed. 
To receive a callback request, the C2C host resided at the financial institution must enable the web service server to receive the callback web service request based on predefined message format. The processing flow for the callback request scheme is similar to the service request scheme except that the BOT Online Submission Services acts as the web service clients making the web service call to the Web Service Server resided in the C2C host.

Note that the only service function that is available on the “Callback Request” channel is to informing submission status and uploading validation error log (in case of the XML dataset file failed the validation process only).

3. Computer-to-Computer Specifications

This section provides details technical specifications and special requirements for consuming web services functions available on the BOT Online Submission Services. The section is structured in the following way:

· Web Services Implementation & Standards: This addresses the web service implement and other standards adopted by the BOT Online Submission Service.

· Service Requests: This addresses the technical specifications and requirements for consuming each individual web service function classified under the “Service Request” channel. The specification covers a brief functional description, input and output parameters as well as the return value.

· Callback Request: This addresses the technical requirements for the C2C host to enable the web service server for supporting the callback request initiated from the BOT Online Submission Service.

· Security & Authentication: This addresses the security requirements and authentication scheme required for accessing the BOT Online Submission Service.

· Networking: This addresses the network requirements for accessing the BOT Online Submission Service.

3.1 Web Services Implementation & Standards

The web services implementation for BOT Online Submission Services is based on the Microsoft.NET framework. The supported SOAP specification is on version 1.1 which is the current adopted standard. The supported WSDL specification is on version 1.1 which is also the W3C recommendation.

3.2 Service Requests

3.2.1 Dataset Submission Services

3.2.1.1 Check Dataset Submission Authorization

	Service Description

	Web Service Function
	Check Dataset Submission Authorization

	WSDL
	http://servername/WS/DatasetSubmissionServices.asmx?WSDL

	Operation Name
	CheckSubmitAuth

	Service (Port)
	DatasetSubmitServices (DatasetSubmitServicesSoap)

	Usage Note
	The web service function to perform authorization checking before submitting the XML dataset file. 

This function is a prerequisite of the Submit XML Dataset File web service request. The CheckSubmitAuth must be called within xx minutes interval time before Submit Data web service request can be called.

Note: The actual interval time is to be provided.

	Input/Output Parameters & Return Value

	Input Parameters
	· Dataset Type Code (String) : The type of XML dataset file to be submitted

· Dataset Date (Date) : The dataset date (date) for the XML dataset file

Note:  The dataset type code is to be provided.

	Output Parameters
	None

	Return Value
	Verification Result (Integer)

Possible Values:

0

:      Authorized (New Submission)

1

:      Authorized (Resubmission)

Others
:      Unauthorized (specific reason code)

Note: Return value other than 0 and 1 indicates the unauthorized request (with specific reason code as a return value). The actual unauthorized reason codes are to be provided.


3.2.1.2 Submit XML Dataset File

	Service Description

	Web Service Function
	Submit XML Dataset File

	WSDL
	http://servername/WS/DatasetSubmissionServices.asmx?WSDL

	Operation Name
	SubmitData

	Service (Port)
	DatasetSubmitServices (DatasetSubmitServicesSoap)

	Usage Note
	The web service function to submit the XML dataset file. 

This function requires that the CheckSubmitAuth web service request must be called within xx minutes interval time before Submit Data web service request can be called.

Note: 

· The actual interval time is to be provided.

· The SubmitData service returns the reference number that can be used to further inquire on the content verification status of the submitted XML dataset file.

	Input/Output Parameters & Return Value

	Input Parameters
	· Dataset Type Code (String) : The type of XML dataset file to be submitted

· Dataset Date (Date) : The dataset date (date) for the XML dataset file

· File name (String) : The name of the XML dataset file

· File size (Long) : The file size in byte for the XML dataset file

· Data Content (String) : The content of the submitted dataset file encoded in the Base-64 string format.

Note:

· See section 3.4 Security & Authentication for security requirements and other special requirements on how to prepare Data Content of the XML dataset file before submitting to the BOT Online Submission Services.

	Output Parameters
	None

	Return Value
	Reference Number (String) : Reference number from the data submission operation.


3.2.1.3 Inquiring Submission Status

	Service Description

	Web Service Function
	Inquiring Submission Status

	WSDL
	http://servername/WS/DatasetSubmissionServices.asmx?WSDL

	Operation Name
	GetSubmitStatus

	Service (Port)
	DatasetSubmitServices (DatasetSubmitServicesSoap)

	Usage Note
	The web service function to inquire on the status of the submitted XML dataset file. 

	Input/Output Parameters & Return Value

	Input Parameters
	· Reference Number (String) : The reference number of the submitted XML dataset file.

	Output Parameters
	None

	Return Value
	Submission Status (Integer)

Possible Values :

1
:      Received

2
:      Passed basic validation

3
:      Failed basic validation

4
:      Processing by Staging Area

5
:      Passed Processing

6
:      Failed Processing

9
:      Cancelled


3.2.1.4 Retrieving Validation Error Log

	Service Description

	Web Service Function
	Retrieving Validation Error Log

	WSDL
	http://servername/WS/DatasetSubmissionServices.asmx?WSDL

	Operation Name
	GetValidateErrorLog

	Service (Port)
	DatasetSubmitServices (DatasetSubmitServicesSoap)

	Usage Note
	The web service function to retrieve a validation error log file for the specified XML dataset file that failed validation process.

	Input/Output Parameters & Return Value

	Input Parameters
	· Reference Number (String) : The reference number of the submitted XML dataset file.

	Output Parameters
	None

	Return Value
	Validation Error Log File Content (String) : content of the validation error log file encoded in the Base-64 string format.


3.2.2 Submission Requirements Services

3.2.2.1 Inquiring Submission Requirements

	Service Description

	Web Service Function
	Inquiring Submission Requirements

	WSDL
	http://servername/WS/SubmissionRequirementsServices.asmx?WSDL

	Operation Name
	GetSubmitReqs

	Service (Port)
	SubmitReqsServices (SubmitReqsServicesSoap)

	Usage Note
	The web service function to inquire on the submission requirements for the requester’s institution.

Note: The submission requirements information contains list of datasets and associated submission information that are required for submission to BOT.

	Input/Output Parameters & Return Value

	Input Parameters
	None

	Output Parameters
	None

	Return Value
	Submission Requirements (Arrays of dataset submission information record)

The dataset submission information record contains the following data items:

· Dataset Type Code (String) : The type of XML dataset file.
· Dataset Name (String) : The name of dataset.

· Subject Area (String) : Subject area of the dataset.

· Description (String) : Brief description of the dataset.

· Granularity (String) : Granularity of the dataset submission.

· Frequency (String) : Frequency of the dataset submission.

· Abbreviation (String) : Abbreviation of the dataset.


3.2.3 Alert Message Services

3.2.3.1 Inquiring Alert Messages

	Service Description

	Web Service Function
	Inquiring Alert Messages

	WSDL
	http://servername/WS/AlertMessageServices.asmx?WSDL

	Operation Name
	GetAlertMsg

	Service (Port)
	AlertMessageServices (AlertMessageServicesSoap)

	Usage Note
	The web service function to inquire on the alert messages sent to the requester’s institution.

Note: Only the alert messages that is still within effective period can be retrieved.

	Input/Output Parameters & Return Value

	Input Parameters
	None

	Output Parameters
	None

	Return Value
	Alert Messages List (Arrays of alert message record)

The alert message record contains the following data items:

· Message Id (Integer) : Internal reference number for the message.
· Subject (String) : Subject of the message.
· Message Content (String) : Body of the message.


3.3 Callback Request

The Callback Request is the optional service provided by the Bank of Thailand. The objective of the callback request is to allow for the service consumer (in this case, the C2C host) to be able to perform other operations after submitting the XML dataset file to the BOT Online Submission Services without the need to monitor the verification status of the submitted file. But rather, the BOT Online Submission Services will trigger some specific processing at the C2C host to handle a result from processing once the XML dataset file verification process is completed. The concept of the callback request is to enable the BOT Online Submission Services to perform Web Service Request to the registered C2C host to inform on the verification result, and upload the Validation Error Log in case of verification error. 

Following are technical requirements for the C2C host to enable support for the callback request service.

· The C2C host must enable the Web Service Server to support web service request initiated from BOT Online Submission Services. The financial institutions must provide the WSDL document to describe the web service function that will be triggered.

· The web service function to be triggered must conform to following format:

	Input/Output Parameters & Return Value

	Input Parameters
	· Reference Number (String) : The reference number of the submitted XML dataset file.

· Status (Integer) : The status code from the processing of a specified dataset file

Possible Values :

1
:      Received

2
:      Passed basic validation

3
:      Failed basic validation

4
:      Processing by Staging Area

5
:      Passed Processing

6
:      Failed Processing

9
:      Cancelled

·  Validation Error Log (String) : The content of validation error log for specified dataset file in a Base-64 string encoded format (based on a plain text source in Unicode encoding). The empty string will be provided in this parameter field if the status is not “Failed Basic Validation” or “Failed Processing”.

	Output Parameters
	None

	Return Value
	Response Code (Integer) : The value of 0 (zero) should be returned to indicate a successful operation while the value other than 0 indicates failure operation. 


· The web service server resided at C2C host must be enabled for receiving HTTPS request. To allow for the BOT Online Submission Services to validate the web service server to be called after the SSL key exchange process, the X.509 web server certificate must be provided to the Bank of Thailand in advance using one of the following format:

· DER encoded binary X.509 certificate (RSA),

· Base-64 encoded X.509 certificate (RSA),

· Cryptographic Message Syntax Standard PKCS#7 certificate (RSA).

· The authentication/authorization process on the Web Service Server should be based on the Client Certificate scheme. It is recommended that the web service server should validate a client certificate received from the BOT Online Submission Services during the SSL key exchange process against the Bank of Thailand CA Root certificate to ensure validity of the certificate.

· The web service implementation for the Web Service Server must support the SOAP specification version 1.1 as well as the WSDL specification version 1.1. The SOAP document/literal messaging format is preferable. However, the RPC/encoded format is also accepted. 

3.4 Security & Authentication

3.4.1 Authentication & Authorization

The user authentication and authorization process on the BOT Online Submission Services is implemented based on the client certificate authentication approach. The Bank of Thailand will issue a digital Client Certificate to the financial institutions as identification for the C2C host. The Client Application resided at the C2C host must use this digital certificate to establish the SSL connection when initiating the web service request to the BOT Online Submission Services. 

In general, request from a C2C host will be treated similarly to the request from the normal Online Submission user that initiates the request to the Bank of Thailand via the Online Submission Web Application. The Certifier user of the financial institutions can also manage the access right to the C2C host the same way as managing the Online Submission User.

Note: The Client Certificate for C2C host will be issued based on the Personal Information Exchange PKCS #12 (Microsoft PFX) format.

3.4.2 Security Requirements for the XML Dataset File Preparation

To ensure integrity and privacy of the XML dataset content to be submitted to the Bank of Thailand, it is required that the XML dataset file must be transformed into secured format before submitting to the BOT Online Submission Services. The submitted XML data set file must be prepared based on the following processes:

1. The XML dataset file must be compressed using the standard ZLIB compression format.

2. The compressed content from step 1 must be digitally signed using the client certificate for C2C host issued by the Bank of Thailand. The required output format for the digitally signed content must be in the PKCS#7/CMS SignedData
 format. The hash digital signature must be created using the SHA-1 hashing algorithm.

3. The SignedData content must be encrypted using the public key encryption algorithm. The content must be encrypted using a random generated symmetric session key. Then the session key is encrypted again using the public key obtained from the client certificate of the BOT Online Submission Services to ensure that only the Bank of Thailand can read the content of the encrypted message. The required output format for the encrypted content must be in the PKCS#7/CMS EnvelopedData
 format (with data content included).

Note: The client certificate of the BOT Online Submission Services will be issued by the Bank of Thailand to be used for public key encryption purpose only. The key will be provided in one of the following format:

· DER encoded binary X.509 certificate,

· Base-64 encoded X.509 certificate,

· Cryptographic Message Syntax Standard PKCS#7 certificate.

4. The Encrypted content must be encoded using the Base-64 string encoding format before submitting to the BOT Online Submission Services.

3.5 Networking

DMS C2C connection is only available via the BOT specified NSP private network, which is currently being used as the network infrastructure to provide various services to financial institutions, such as the BAHTNET/2 services, and THAICLEAR services, etc. Connection to the DMS C2C Web Services will be done using the existing BOT specified NSP network infrastructure. Financial Institutions can choose to either connect to BOT via the existing network link, or setting up a new connection link to BOT.
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Figure 2 : System network diagram for Computer-to-Computer Connection

Appendix

Appendix A : Web Service Description Language Document

This section provides the WSDL documents for consuming the BOT Online Submission Services. The WSDL document is classified into three service groups as follows:

· WSDL Document for the Dataset Submission Services

	WSDL Document

	<?xml version="1.0" encoding="utf-8"?>
<definitions xmlns:http="http://schemas.xmlsoap.org/wsdl/http/" xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/" xmlns:s="http://www.w3.org/2001/XMLSchema" xmlns:s0="http://www.bot.or.th/DMS" xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/" xmlns:tm="http://microsoft.com/wsdl/mime/textMatching/" xmlns:mime="http://schemas.xmlsoap.org/wsdl/mime/" targetNamespace="http://www.bot.or.th/DMS" xmlns="http://schemas.xmlsoap.org/wsdl/">

<types>


<s:schema elementFormDefault="qualified" targetNamespace="http://www.bot.or.th/DMS">



<s:element name="CheckSubmitAuth">




<s:complexType>





<s:sequence>






<s:element minOccurs="0" maxOccurs="1" name="strDatasetType" type="s:string"/>






<s:element minOccurs="1" maxOccurs="1" name="dtmMeasurementPeriod" type="s:dateTime"/>





</s:sequence>




</s:complexType>



</s:element>



<s:element name="CheckSubmitAuthResponse">




<s:complexType>





<s:sequence>






<s:element minOccurs="1" maxOccurs="1" name="CheckSubmitAuthResult" type="s:int"/>





</s:sequence>




</s:complexType>



</s:element>



<s:element name="SubmitData">




<s:complexType>





<s:sequence>






<s:element minOccurs="0" maxOccurs="1" name="strDatasetType" type="s:string"/>






<s:element minOccurs="1" maxOccurs="1" name="dtmMeasurementPeriod" type="s:dateTime"/>






<s:element minOccurs="0" maxOccurs="1" name="strFileName" type="s:string"/>






<s:element minOccurs="1" maxOccurs="1" name="lngFileLength" type="s:int"/>






<s:element minOccurs="0" maxOccurs="1" name="strDataContent" type="s:string"/>





</s:sequence>




</s:complexType>



</s:element>



<s:element name="SubmitDataResponse">




<s:complexType>





<s:sequence>






<s:element minOccurs="0" maxOccurs="1" name="SubmitDataResult" type="s:string"/>





</s:sequence>




</s:complexType>



</s:element>



<s:element name="GetSubmitStatus">




<s:complexType>





<s:sequence>






<s:element minOccurs="0" maxOccurs="1" name="strRefNum" type="s:string"/>





</s:sequence>




</s:complexType>



</s:element>



<s:element name="GetSubmitStatusResponse">




<s:complexType>





<s:sequence>






<s:element minOccurs="1" maxOccurs="1" name="GetSubmitStatusResult" type="s:int"/>





</s:sequence>




</s:complexType>



</s:element>



<s:element name="GetValidateErrorLog">




<s:complexType>





<s:sequence>






<s:element minOccurs="0" maxOccurs="1" name="strRefNum" type="s:string"/>





</s:sequence>




</s:complexType>



</s:element>



<s:element name="GetValidateErrorLogResponse">




<s:complexType>





<s:sequence>






<s:element minOccurs="0" maxOccurs="1" name="GetValidateErrorLogResult" type="s:string"/>





</s:sequence>




</s:complexType>



</s:element>



<s:element name="int" type="s:int"/>



<s:element name="string" nillable="true" type="s:string"/>


</s:schema>

</types>

<message name="CheckSubmitAuthSoapIn">


<part name="parameters" element="s0:CheckSubmitAuth"/>

</message>

<message name="CheckSubmitAuthSoapOut">


<part name="parameters" element="s0:CheckSubmitAuthResponse"/>

</message>

<message name="SubmitDataSoapIn">


<part name="parameters" element="s0:SubmitData"/>

</message>

<message name="SubmitDataSoapOut">


<part name="parameters" element="s0:SubmitDataResponse"/>

</message>

<message name="GetSubmitStatusSoapIn">


<part name="parameters" element="s0:GetSubmitStatus"/>

</message>

<message name="GetSubmitStatusSoapOut">


<part name="parameters" element="s0:GetSubmitStatusResponse"/>

</message>

<message name="GetValidateErrorLogSoapIn">


<part name="parameters" element="s0:GetValidateErrorLog"/>

</message>

<message name="GetValidateErrorLogSoapOut">


<part name="parameters" element="s0:GetValidateErrorLogResponse"/>

</message>

<message name="CheckSubmitAuthHttpGetIn">


<part name="strDatasetType" type="s:string"/>


<part name="dtmMeasurementPeriod" type="s:string"/>

</message>

<message name="CheckSubmitAuthHttpGetOut">


<part name="Body" element="s0:int"/>

</message>

<message name="SubmitDataHttpGetIn">


<part name="strDatasetType" type="s:string"/>


<part name="dtmMeasurementPeriod" type="s:string"/>


<part name="strFileName" type="s:string"/>


<part name="lngFileLength" type="s:string"/>


<part name="strDataContent" type="s:string"/>

</message>

<message name="SubmitDataHttpGetOut">


<part name="Body" element="s0:string"/>

</message>

<message name="GetSubmitStatusHttpGetIn">


<part name="strRefNum" type="s:string"/>

</message>

<message name="GetSubmitStatusHttpGetOut">


<part name="Body" element="s0:int"/>

</message>

<message name="GetValidateErrorLogHttpGetIn">


<part name="strRefNum" type="s:string"/>

</message>

<message name="GetValidateErrorLogHttpGetOut">


<part name="Body" element="s0:string"/>

</message>

<message name="CheckSubmitAuthHttpPostIn">


<part name="strDatasetType" type="s:string"/>


<part name="dtmMeasurementPeriod" type="s:string"/>

</message>

<message name="CheckSubmitAuthHttpPostOut">


<part name="Body" element="s0:int"/>

</message>

<message name="SubmitDataHttpPostIn">


<part name="strDatasetType" type="s:string"/>


<part name="dtmMeasurementPeriod" type="s:string"/>


<part name="strFileName" type="s:string"/>


<part name="lngFileLength" type="s:string"/>


<part name="strDataContent" type="s:string"/>

</message>

<message name="SubmitDataHttpPostOut">


<part name="Body" element="s0:string"/>

</message>

<message name="GetSubmitStatusHttpPostIn">


<part name="strRefNum" type="s:string"/>

</message>

<message name="GetSubmitStatusHttpPostOut">


<part name="Body" element="s0:int"/>

</message>

<message name="GetValidateErrorLogHttpPostIn">


<part name="strRefNum" type="s:string"/>

</message>

<message name="GetValidateErrorLogHttpPostOut">


<part name="Body" element="s0:string"/>

</message>

<portType name="DatasetSubmitServicesSoap">


<operation name="CheckSubmitAuth">



<input message="s0:CheckSubmitAuthSoapIn"/>



<output message="s0:CheckSubmitAuthSoapOut"/>


</operation>


<operation name="SubmitData">



<input message="s0:SubmitDataSoapIn"/>



<output message="s0:SubmitDataSoapOut"/>


</operation>


<operation name="GetSubmitStatus">



<input message="s0:GetSubmitStatusSoapIn"/>



<output message="s0:GetSubmitStatusSoapOut"/>


</operation>


<operation name="GetValidateErrorLog">



<input message="s0:GetValidateErrorLogSoapIn"/>



<output message="s0:GetValidateErrorLogSoapOut"/>


</operation>

</portType>

<portType name="DatasetSubmitServicesHttpGet">


<operation name="CheckSubmitAuth">



<input message="s0:CheckSubmitAuthHttpGetIn"/>



<output message="s0:CheckSubmitAuthHttpGetOut"/>


</operation>


<operation name="SubmitData">



<input message="s0:SubmitDataHttpGetIn"/>



<output message="s0:SubmitDataHttpGetOut"/>


</operation>


<operation name="GetSubmitStatus">



<input message="s0:GetSubmitStatusHttpGetIn"/>



<output message="s0:GetSubmitStatusHttpGetOut"/>


</operation>


<operation name="GetValidateErrorLog">



<input message="s0:GetValidateErrorLogHttpGetIn"/>



<output message="s0:GetValidateErrorLogHttpGetOut"/>


</operation>

</portType>

<portType name="DatasetSubmitServicesHttpPost">


<operation name="CheckSubmitAuth">



<input message="s0:CheckSubmitAuthHttpPostIn"/>



<output message="s0:CheckSubmitAuthHttpPostOut"/>


</operation>


<operation name="SubmitData">



<input message="s0:SubmitDataHttpPostIn"/>



<output message="s0:SubmitDataHttpPostOut"/>


</operation>


<operation name="GetSubmitStatus">



<input message="s0:GetSubmitStatusHttpPostIn"/>



<output message="s0:GetSubmitStatusHttpPostOut"/>


</operation>


<operation name="GetValidateErrorLog">



<input message="s0:GetValidateErrorLogHttpPostIn"/>



<output message="s0:GetValidateErrorLogHttpPostOut"/>


</operation>

</portType>

<binding name="DatasetSubmitServicesSoap" type="s0:DatasetSubmitServicesSoap">


<soap:binding transport="http://schemas.xmlsoap.org/soap/http" style="document"/>


<operation name="CheckSubmitAuth">



<soap:operation soapAction="http://www.bot.or.th/DMS/CheckSubmitAuth" style="document"/>



<input>




<soap:body use="literal"/>



</input>



<output>




<soap:body use="literal"/>



</output>


</operation>


<operation name="SubmitData">



<soap:operation soapAction="http://www.bot.or.th/DMS/SubmitData" style="document"/>



<input>




<soap:body use="literal"/>



</input>



<output>




<soap:body use="literal"/>



</output>


</operation>


<operation name="GetSubmitStatus">



<soap:operation soapAction="http://www.bot.or.th/DMS/GetSubmitStatus" style="document"/>



<input>




<soap:body use="literal"/>



</input>



<output>




<soap:body use="literal"/>



</output>


</operation>


<operation name="GetValidateErrorLog">



<soap:operation soapAction="http://www.bot.or.th/DMS/GetValidateErrorLog" style="document"/>



<input>




<soap:body use="literal"/>



</input>



<output>




<soap:body use="literal"/>



</output>


</operation>

</binding>

<binding name="DatasetSubmitServicesHttpGet" type="s0:DatasetSubmitServicesHttpGet">


<http:binding verb="GET"/>


<operation name="CheckSubmitAuth">



<http:operation location="/CheckSubmitAuth"/>



<input>




<http:urlEncoded/>



</input>



<output>




<mime:mimeXml part="Body"/>



</output>


</operation>


<operation name="SubmitData">



<http:operation location="/SubmitData"/>



<input>




<http:urlEncoded/>



</input>



<output>




<mime:mimeXml part="Body"/>



</output>


</operation>


<operation name="GetSubmitStatus">



<http:operation location="/GetSubmitStatus"/>



<input>




<http:urlEncoded/>



</input>



<output>




<mime:mimeXml part="Body"/>



</output>


</operation>


<operation name="GetValidateErrorLog">



<http:operation location="/GetValidateErrorLog"/>



<input>




<http:urlEncoded/>



</input>



<output>




<mime:mimeXml part="Body"/>



</output>


</operation>

</binding>

<binding name="DatasetSubmitServicesHttpPost" type="s0:DatasetSubmitServicesHttpPost">


<http:binding verb="POST"/>


<operation name="CheckSubmitAuth">



<http:operation location="/CheckSubmitAuth"/>



<input>




<mime:content type="application/x-www-form-urlencoded"/>



</input>



<output>




<mime:mimeXml part="Body"/>



</output>


</operation>


<operation name="SubmitData">



<http:operation location="/SubmitData"/>



<input>




<mime:content type="application/x-www-form-urlencoded"/>



</input>



<output>




<mime:mimeXml part="Body"/>



</output>


</operation>


<operation name="GetSubmitStatus">



<http:operation location="/GetSubmitStatus"/>



<input>




<mime:content type="application/x-www-form-urlencoded"/>



</input>



<output>




<mime:mimeXml part="Body"/>



</output>


</operation>


<operation name="GetValidateErrorLog">



<http:operation location="/GetValidateErrorLog"/>



<input>




<mime:content type="application/x-www-form-urlencoded"/>



</input>



<output>




<mime:mimeXml part="Body"/>



</output>


</operation>

</binding>

<service name="DatasetSubmitServices">


<port name="DatasetSubmitServicesSoap" binding="s0:DatasetSubmitServicesSoap">



<soap:address location="https://localhost/POCWA01/DatasetSubmissionServices.asmx"/>


</port>


<port name="DatasetSubmitServicesHttpGet" binding="s0:DatasetSubmitServicesHttpGet">



<http:address location="https://localhost/POCWA01/DatasetSubmissionServices.asmx"/>


</port>


<port name="DatasetSubmitServicesHttpPost" binding="s0:DatasetSubmitServicesHttpPost">



<http:address location="https://localhost/POCWA01/DatasetSubmissionServices.asmx"/>


</port>

</service>
</definitions>


· WSDL Document for the Submission Requirements Services

	WSDL Document

	<?xml version="1.0" encoding="utf-8"?>
<definitions xmlns:http="http://schemas.xmlsoap.org/wsdl/http/" xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/" xmlns:s="http://www.w3.org/2001/XMLSchema" xmlns:s0="http://www.bot.or.th/DMS" xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/" xmlns:tm="http://microsoft.com/wsdl/mime/textMatching/" xmlns:mime="http://schemas.xmlsoap.org/wsdl/mime/" targetNamespace="http://www.bot.or.th/DMS" xmlns="http://schemas.xmlsoap.org/wsdl/">

<types>


<s:schema elementFormDefault="qualified" targetNamespace="http://www.bot.or.th/DMS">



<s:element name="GetSubmitReqs">




<s:complexType/>



</s:element>



<s:element name="GetSubmitReqsResponse">




<s:complexType>





<s:sequence>






<s:element minOccurs="0" maxOccurs="1" name="GetSubmitReqsResult" type="s0:ArrayOfSubmissionRequirement"/>





</s:sequence>




</s:complexType>



</s:element>



<s:complexType name="ArrayOfSubmissionRequirement">




<s:sequence>





<s:element minOccurs="0" maxOccurs="unbounded" name="SubmissionRequirement" nillable="true" type="s0:SubmissionRequirement"/>




</s:sequence>



</s:complexType>



<s:complexType name="SubmissionRequirement">




<s:sequence>





<s:element minOccurs="0" maxOccurs="1" name="DatasetTypeCode" type="s:string"/>





<s:element minOccurs="0" maxOccurs="1" name="DatasetName" type="s:string"/>





<s:element minOccurs="0" maxOccurs="1" name="SubjectArea" type="s:string"/>





<s:element minOccurs="0" maxOccurs="1" name="Description" type="s:string"/>





<s:element minOccurs="0" maxOccurs="1" name="Granularity" type="s:string"/>





<s:element minOccurs="0" maxOccurs="1" name="Frequency" type="s:string"/>





<s:element minOccurs="0" maxOccurs="1" name="Abbreviation" type="s:string"/>




</s:sequence>



</s:complexType>



<s:element name="ArrayOfSubmissionRequirement" nillable="true" type="s0:ArrayOfSubmissionRequirement"/>


</s:schema>

</types>

<message name="GetSubmitReqsSoapIn">


<part name="parameters" element="s0:GetSubmitReqs"/>

</message>

<message name="GetSubmitReqsSoapOut">


<part name="parameters" element="s0:GetSubmitReqsResponse"/>

</message>

<message name="GetSubmitReqsHttpGetIn"/>

<message name="GetSubmitReqsHttpGetOut">


<part name="Body" element="s0:ArrayOfSubmissionRequirement"/>

</message>

<message name="GetSubmitReqsHttpPostIn"/>

<message name="GetSubmitReqsHttpPostOut">


<part name="Body" element="s0:ArrayOfSubmissionRequirement"/>

</message>

<portType name="SubmitReqsServicesSoap">


<operation name="GetSubmitReqs">



<input message="s0:GetSubmitReqsSoapIn"/>



<output message="s0:GetSubmitReqsSoapOut"/>


</operation>

</portType>

<portType name="SubmitReqsServicesHttpGet">


<operation name="GetSubmitReqs">



<input message="s0:GetSubmitReqsHttpGetIn"/>



<output message="s0:GetSubmitReqsHttpGetOut"/>


</operation>

</portType>

<portType name="SubmitReqsServicesHttpPost">


<operation name="GetSubmitReqs">



<input message="s0:GetSubmitReqsHttpPostIn"/>



<output message="s0:GetSubmitReqsHttpPostOut"/>


</operation>

</portType>

<binding name="SubmitReqsServicesSoap" type="s0:SubmitReqsServicesSoap">


<soap:binding transport="http://schemas.xmlsoap.org/soap/http" style="document"/>


<operation name="GetSubmitReqs">



<soap:operation soapAction="http://www.bot.or.th/DMS/GetSubmitReqs" style="document"/>



<input>




<soap:body use="literal"/>



</input>



<output>




<soap:body use="literal"/>



</output>


</operation>

</binding>

<binding name="SubmitReqsServicesHttpGet" type="s0:SubmitReqsServicesHttpGet">


<http:binding verb="GET"/>


<operation name="GetSubmitReqs">



<http:operation location="/GetSubmitReqs"/>



<input>




<http:urlEncoded/>



</input>



<output>




<mime:mimeXml part="Body"/>



</output>


</operation>

</binding>

<binding name="SubmitReqsServicesHttpPost" type="s0:SubmitReqsServicesHttpPost">


<http:binding verb="POST"/>


<operation name="GetSubmitReqs">



<http:operation location="/GetSubmitReqs"/>



<input>




<mime:content type="application/x-www-form-urlencoded"/>



</input>



<output>




<mime:mimeXml part="Body"/>



</output>


</operation>

</binding>

<service name="SubmitReqsServices">


<port name="SubmitReqsServicesSoap" binding="s0:SubmitReqsServicesSoap">



<soap:address location="https://localhost/POCWA01/SubmissionRequirementServices.asmx"/>


</port>


<port name="SubmitReqsServicesHttpGet" binding="s0:SubmitReqsServicesHttpGet">



<http:address location="https://localhost/POCWA01/SubmissionRequirementServices.asmx"/>


</port>


<port name="SubmitReqsServicesHttpPost" binding="s0:SubmitReqsServicesHttpPost">



<http:address location="https://localhost/POCWA01/SubmissionRequirementServices.asmx"/>


</port>

</service>
</definitions>


· WSDL Document for the Alert Messages Services

	WSDL Document

	<?xml version="1.0" encoding="utf-8"?>
<definitions xmlns:http="http://schemas.xmlsoap.org/wsdl/http/" xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/" xmlns:s="http://www.w3.org/2001/XMLSchema" xmlns:s0="http://www.bot.or.th/DMS" xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/" xmlns:tm="http://microsoft.com/wsdl/mime/textMatching/" xmlns:mime="http://schemas.xmlsoap.org/wsdl/mime/" targetNamespace="http://www.bot.or.th/DMS" xmlns="http://schemas.xmlsoap.org/wsdl/">

<types>


<s:schema elementFormDefault="qualified" targetNamespace="http://www.bot.or.th/DMS">



<s:element name="GetAlertMsg">




<s:complexType/>



</s:element>



<s:element name="GetAlertMsgResponse">




<s:complexType>





<s:sequence>






<s:element minOccurs="0" maxOccurs="1" name="GetAlertMsgResult" type="s0:ArrayOfAlertMessage"/>





</s:sequence>




</s:complexType>



</s:element>



<s:complexType name="ArrayOfAlertMessage">




<s:sequence>





<s:element minOccurs="0" maxOccurs="unbounded" name="AlertMessage" nillable="true" type="s0:AlertMessage"/>




</s:sequence>



</s:complexType>



<s:complexType name="AlertMessage">




<s:sequence>





<s:element minOccurs="1" maxOccurs="1" name="MessageId" type="s:int"/>





<s:element minOccurs="0" maxOccurs="1" name="Subject" type="s:string"/>





<s:element minOccurs="0" maxOccurs="1" name="MessageContent" type="s:string"/>




</s:sequence>



</s:complexType>



<s:element name="ArrayOfAlertMessage" nillable="true" type="s0:ArrayOfAlertMessage"/>


</s:schema>

</types>

<message name="GetAlertMsgSoapIn">


<part name="parameters" element="s0:GetAlertMsg"/>

</message>

<message name="GetAlertMsgSoapOut">


<part name="parameters" element="s0:GetAlertMsgResponse"/>

</message>

<message name="GetAlertMsgHttpGetIn"/>

<message name="GetAlertMsgHttpGetOut">


<part name="Body" element="s0:ArrayOfAlertMessage"/>

</message>

<message name="GetAlertMsgHttpPostIn"/>

<message name="GetAlertMsgHttpPostOut">


<part name="Body" element="s0:ArrayOfAlertMessage"/>

</message>

<portType name="AlertMessageServicesSoap">


<operation name="GetAlertMsg">



<input message="s0:GetAlertMsgSoapIn"/>



<output message="s0:GetAlertMsgSoapOut"/>


</operation>

</portType>

<portType name="AlertMessageServicesHttpGet">


<operation name="GetAlertMsg">



<input message="s0:GetAlertMsgHttpGetIn"/>



<output message="s0:GetAlertMsgHttpGetOut"/>


</operation>

</portType>

<portType name="AlertMessageServicesHttpPost">


<operation name="GetAlertMsg">



<input message="s0:GetAlertMsgHttpPostIn"/>



<output message="s0:GetAlertMsgHttpPostOut"/>


</operation>

</portType>

<binding name="AlertMessageServicesSoap" type="s0:AlertMessageServicesSoap">


<soap:binding transport="http://schemas.xmlsoap.org/soap/http" style="document"/>


<operation name="GetAlertMsg">



<soap:operation soapAction="http://www.bot.or.th/DMS/GetAlertMsg" style="document"/>



<input>




<soap:body use="literal"/>



</input>



<output>




<soap:body use="literal"/>



</output>


</operation>

</binding>

<binding name="AlertMessageServicesHttpGet" type="s0:AlertMessageServicesHttpGet">


<http:binding verb="GET"/>


<operation name="GetAlertMsg">



<http:operation location="/GetAlertMsg"/>



<input>




<http:urlEncoded/>



</input>



<output>




<mime:mimeXml part="Body"/>



</output>


</operation>

</binding>

<binding name="AlertMessageServicesHttpPost" type="s0:AlertMessageServicesHttpPost">


<http:binding verb="POST"/>


<operation name="GetAlertMsg">



<http:operation location="/GetAlertMsg"/>



<input>




<mime:content type="application/x-www-form-urlencoded"/>



</input>



<output>




<mime:mimeXml part="Body"/>



</output>


</operation>

</binding>

<service name="AlertMessageServices">


<port name="AlertMessageServicesSoap" binding="s0:AlertMessageServicesSoap">



<soap:address location="https://localhost/POCWA01/AlertMessageServices.asmx"/>


</port>


<port name="AlertMessageServicesHttpGet" binding="s0:AlertMessageServicesHttpGet">



<http:address location="https://localhost/POCWA01/AlertMessageServices.asmx"/>


</port>


<port name="AlertMessageServicesHttpPost" binding="s0:AlertMessageServicesHttpPost">



<http:address location="https://localhost/POCWA01/AlertMessageServices.asmx"/>


</port>

</service>
</definitions>


Appendix B : Sample Code

This section provides a simple sample code for consuming the BOT Online Submission Web Service. The sample code is provided as a demonstration for interoperability with the BOT Online Submission Web Service only. No warranty or support will be provided on these demonstration source codes.

The sample source code below demonstrates the Client Application performs the web service request to submit the XML dataset file to the Bank of Thailand using the “SubmitData” web service request. The sample code is created based on the Microsoft VisualBasic development tool. The code has been tested on the Intel-based personal computer running the Microsoft Windows 2000 operating system.

The following are software requirements used by the sample source code.

· Microsoft VisualBasic version 6.0 with Service Pack 5

· Microsoft CAPICOM component version 2.0

· Microsoft SOAP Toolkit version 2.0

· Xceed Streaming Compression Library version 1.0

The Microsoft VisualBasic project must be created with following References setting:

· VisualBasic for Applications

· VisualBasic runtime objects and procedures

· VisualBasic objects and procedures

· OLE Automation

· CAPICOM v2.0 Type Library

· Xceed Streaming Compression Library v1.0

· Microsoft SOAP Type Library

· Microsoft Scripting Runtime

VisualBasic Form
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Source code for frmSubmitDataSet.frm

	Option Explicit

Private Sub btnSubmit_Click()

    txtResult.Text = "Processing please wait..."

    Dim datasetFile As New DatasetFileMgr

    Dim strSubmittedData As String

    Dim strFullFileName As String

    If Right(fiFile.Path, 1) <> "\" Then

        strFullFileName = fiFile.Path & "\" & fiFile.FileName

    Else

        strFullFileName = fiFile.Path & fiFile.FileName

    End If

    strSubmittedData = datasetFile.PrepareSourceData(strFullFileName)

    txtResult.Text = "Return Value : " & SubmitData(txtHost.Text, strSubmittedData, fiFile.FileName, datasetFile.fileLength, txtDatasetType.Text, txtDatasetDate.Text)

    Set datasetFile = Nothing

End Sub

Private Sub diDir_Change()

    fiFile.Path = diDir.Path

End Sub

Private Sub drDrive_Change()

    diDir.Path = drDrive.Drive

End Sub

Private Sub fiFile_Click()

    Dim strFullFileName As String

    If Right(fiFile.Path, 1) <> "\" Then

        strFullFileName = fiFile.Path & "\" & fiFile.FileName

    Else

        strFullFileName = fiFile.Path & fiFile.FileName

    End If

    txtSubmittedFile.Text = strFullFileName

    Call CheckSource

End Sub

Private Sub Form_Load()

    drDrive.Drive = "C"

End Sub

Private Function SubmitData(ByRef strHost As String, ByRef strSource As String, ByRef strFileName, ByRef lngFileLength As Long, ByRef strDataSetType As String, ByRef strDatasetDate As String) As String

On Error GoTo Err

    Dim util As CAPICOM.Utilities

    Set util = New CAPICOM.Utilities

    Dim soapClnt As SoapClient

    Set soapClnt = New SoapClient

    Call soapClnt.mssoapinit(strHost & " DatasetSubmissionServices.asmx?wsdl", " DatasetSubmitServices ", " DatasetSubmitServices ServiceSoap")

    SubmitData = soapClnt.SubmitData(strDataSetType, strDatasetDate, strFileName, lngFileLength, strSource)

    Exit Function

Err:

    SubmitData = Err.Description

End Function

Private Sub CheckSource()

    If (txtDatasetDate.Text <> "") And (txtDatasetType.Text <> "") And (txtHost.Text <> "") And (fiFile.FileName <> "") Then

        btnSubmit.Enabled = True

    Else

        btnSubmit.Enabled = False

    End If

End Sub

Private Sub txtDatasetDate_Change()

    Call CheckSource

End Sub

Private Sub txtDatasetType_Change()

    Call CheckSource

End Sub

Private Sub txtHost_Change()

    Call CheckSource

End Sub


Sample source code for DatasetFileMgr.cls

	Option Explicit

Private Enum enuCompressionFormat

    cfBZip2 = 0

    cfGZip = 1

    cfStandard = 2

    cfZip3 = 3

    cfZLib = 4

    'The next three items are not compression formats. They are compression methods.

    'See the comments in the PrepareCompressionFormat function

    cfBWT = 5   'BurrowsWheeler

    cfDeflate = 6

    cfStore = 7

End Enum

Private lngFileLength As Long

Public Property Get fileLength() As Long

    fileLength = lngFileLength

End Property

Public Function PrepareSourceData(strFileName As String) As String

On Error GoTo Err

    Dim util As CAPICOM.Utilities

    Set util = New CAPICOM.Utilities

    Dim sourceData As String

    Dim fso As New FileSystemObject, sourceFile As File

    Set sourceFile = fso.GetFile(strFileName)

    lngFileLength = sourceFile.Size

    Open strFileName For Binary As #1

    Dim sourceByteArray() As Byte

    ReDim sourceByteArray(lngFileLength)

    Get #1, , sourceByteArray

    Close #1

    Dim strSourceData As String

    strSourceData = util.ByteArrayToBinaryString(sourceByteArray)

    Dim compressedData As String

    ' Compress source data using Zlib

    compressedData = CompressData(strSourceData)

    ' Digitally Sign data

    Dim strSignedData As String

    strSignedData = SignData(compressedData)

    ' Encrypt (Envelope) data

    Dim strEnvelopedData As String

    strEnvelopedData = EnvelopData(strSignedData)

    PrepareSourceData = Base64Encode(strEnvelopedData)

    Exit Function

Err:

    MsgBox Err.Description

End Function

Private Function SignData(ByRef strSource As String) As String

On Error GoTo Err

    Dim signObj As SignedData

    Dim signedStr As String

    Set signObj = New SignedData

    signObj.Content = strSource

    signedStr = signObj.Sign(, False, CAPICOM_ENCODE_BINARY)

    Set signObj = Nothing

    SignData = signedStr

    Exit Function

Err:

    MsgBox Err.Description

End Function

Private Function EnvelopData(ByVal strSource As String) As String

On Error GoTo Err

    'Open the store containing the certificates of

    'the message recipients.

    Dim CertStore As New Store

    CertStore.Open CAPICOM_CURRENT_USER_STORE, "My", CAPICOM_STORE_OPEN_READ_ONLY

    ' Check for an empty certificate store

    If CertStore.Certificates.Count < 1 Then

        MsgBox "There are no recipient certificates available."

        Set CertStore = Nothing

        Exit Function

    End If

    ' Declare and initialize an EnvelopedData object

    Dim Envmessage As New EnvelopedData

    Envmessage.Content = strSource

    Dim i As Integer

    For i = 1 To CertStore.Certificates.Count

        Dim cer As Certificate

        Set cer = CertStore.Certificates.Item(i)

        If InStr(cer.SubjectName, "EFSAdmin2") <> 0 Then

            Envmessage.Recipients.Add cer

        End If

        Set cer = Nothing

    Next i

    '  Set the encryption algorithm and key length. Comment out

    '  or remove the following lines to use the default algorithm

    '  and key length. The triple DES algorithm and 128 bit key

    '  length may not be supported.

    Envmessage.Algorithm.Name = CAPICOM_ENCRYPTION_ALGORITHM_RC4

    Envmessage.Algorithm.KeyLength = CAPICOM_ENCRYPTION_KEY_LENGTH_128_BITS

    'Declare the string that will hold the enveloped message.

    Dim EnvelopedMessage As String

    'Encrypt the message into EnvelopedMessage. The enveloped message

    'string contains everything that an intended recipient will need to

    'decrypt the message, including information on the encryption algorithm 'key length.

    EnvelopedMessage = Envmessage.Encrypt(CAPICOM_ENCODE_BINARY)

    ' Optionally, check the length of the encrypted string to make sure

    ' that the encrypt method worked.

    If Len(EnvelopedMessage) < 1 Then

        MsgBox "no message encrypted. "

    Else

        EnvelopData = EnvelopedMessage

    End If

    ' Release the EncryptedData object and the Store object.

    Set Envmessage = Nothing

    Set CertStore = Nothing

    Exit Function

Err:

    MsgBox Err.Description

End Function

Private Function CompressData(ByRef sourceStr As String) As String

On Error GoTo Err

    Dim xCompressor As XceedStreamingCompression

    Dim i As Long

    Dim lErrorNumber As Long

    'Create an instance of the Xceed Streaming Compression

    Set xCompressor = New XceedStreamingCompression

    With xCompressor

        'Create and prepare the compression format (GZip, ZLib, ...)

        If PrepareCompressionFormat(xCompressor, cfZLib) Then

                'Compress the ascii string, specifying that (True parameter)

                'this is the end of data (there will be no more calls to Compress).

                CompressData = .Compress(sourceStr, True)

        End If

    End With

    'Deallocate the Compression object. The Compression object will free

    'the CompressionFormat object.

    Set xCompressor = Nothing

    Exit Function

Err:

    MsgBox Err.Description

End Function

Private Function PrepareCompressionFormat(ByRef xCompressor As XceedStreamingCompression, ByRef format As enuCompressionFormat) As Boolean

On Error GoTo Err

    'We use one variable for each encoding format to simplify the programming

    '(code completion). Only one of these will be used at a time (according to

    'the chosen encoding method in the combo box).

    'To see an example of how it could be done without all these declarations,

    'consult the Manager sample application.

    Dim xBZip2Format As XceedBZip2CompressionFormat

    Dim xGZipFormat As XceedGZipCompressionFormat

    Dim xStdFormat As XceedStandardCompressionFormat

    Dim xZip3Format As XceedZip3CompressionFormat

    Dim xZLibFormat As XceedZLibCompressionFormat

    Dim xBWTMethod As XceedBWTCompressionMethod

    Dim xDeflateMethod As XceedDeflateCompressionMethod

    Dim xStoreMethod As XceedStoreCompressionMethod

    Dim bPrepareOK As Boolean

    bPrepareOK = True

        Select Case format

            Case cfBZip2

                Set xBZip2Format = New XceedBZip2CompressionFormat

                'Here, we would set the properties if needed

                'Set the compression format of the compressor object

                'received as a parameter of this function.

                Set xCompressor.CompressionFormat = xBZip2Format

                'Free the temporary compression format. The previous assignation adding

                'a reference to the compression format object, this object will effectively

                'be freed by the xCompressor object when it will be freed.

                Set xBZip2Format = Nothing

            Case cfGZip

                Set xGZipFormat = New XceedGZipCompressionFormat

                Set xCompressor.CompressionFormat = xGZipFormat

                Set xGZipFormat = Nothing

            Case cfStandard

                Set xStdFormat = New XceedStandardCompressionFormat

                Set xCompressor.CompressionFormat = xStdFormat

                Set xStdFormat = Nothing

            Case cfZip3

                Set xZip3Format = New XceedZip3CompressionFormat

                Set xCompressor.CompressionFormat = xZip3Format

                Set xZip3Format = Nothing

            Case cfZLib

                Set xZLibFormat = New XceedZLibCompressionFormat

                Set xCompressor.CompressionFormat = xZLibFormat

                Set xZLibFormat = Nothing

            'The next three items are not compression formats. They are compression

            'methods that can be assigned to the CompressionFormat property of the

            'Xceed Streaming Compression object. In these cases, the resulting

            'compressed streams will have no formating (no header, footer, checksum, ...)

            Case cfBWT

                Set xBWTMethod = New XceedBWTCompressionMethod

                Set xCompressor.CompressionFormat = xBWTMethod

                Set xBWTMethod = Nothing

            Case cfDeflate

                Set xDeflateMethod = New XceedDeflateCompressionMethod

                Set xCompressor.CompressionFormat = xDeflateMethod

                Set xDeflateMethod = Nothing

            Case cfStore

                'Using Store as the Compression format will produce an output

                'compressed stream identical to the text to compress!

                Set xStoreMethod = New XceedStoreCompressionMethod

                Set xCompressor.CompressionFormat = xStoreMethod

                Set xStoreMethod = Nothing

        End Select

    PrepareCompressionFormat = bPrepareOK

    Exit Function

Err:

    MsgBox Err.Description

    bPrepareOK = False

    PrepareCompressionFormat = bPrepareOK

End Function

Private Sub Class_Initialize()

    Dim s As CAPICOM.Settings

    Set s = New CAPICOM.Settings

    s.EnablePromptForCertificateUI = True

End Sub

Private Function Base64Encode(strSource As String) As String

    Dim util As New CAPICOM.Utilities

    Base64Encode = util.Base64Encode(strSource)

    Set util = Nothing

End Function


















































































































































� The BOT Data Management System Online Submission Services refers to the web services provided by BOT for supporting the data submission operations of the Data Management System. Throughout this document, this will be referring as the “BOT Online Submission Services”.


� The computer-to-computer host refers to the host computer operated by the financial institution that interoperates with the BOT Online Submission Web Service in order to perform data submission operations. Throughout this document, this will be referring as the “C2C host”. 


� Web Service Description Language (WSDL) is the XML-based format that describes web service, listing its methods, the data types used for all parameters and return value, and the supported methods of communication.


� The BOTNET BOT specified NSP is the TCP based extranet network that interconnects between the Bank of Thailand and the financial institutions.


� SOAP (Simple Object Access Protocol) is the XML-based messaging format used to encode the information in the web service request and response messages before sending them over the TCP based network using the HTTP or HTTPS protocols.





� PKCS#7/CMS SignedData : A data content type defined by PKCS #7. This data type consists of any type of content plus encrypted message hashes (digests) of the content for zero or more signers. The resulting hash(es) can be used to confirm who signed the message. These hashes also confirm that the original message has not been modified since the message was signed.


� PKCS#7/CMS EnvelopedData : A data content type defined by PKCS #7 that consists of encrypted content (of any type) and content-encryption keys (for one or more recipients). The combination of encrypted content and encryption key for a recipient is called a digital envelope for that recipient.
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