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Blockchain technology is behind many key
transformation projects in financial services,
and especially in back-office operations
and funds transfers. All of these can
reduce costs of financial transactions
and improve ease of doing business for
banks and customers, thereby improving
productivity of the economy as a whole.
Businesses across the spectrum are today
forced to adapt due to the rapid change
in innovation and technology.
Dr. Veerathai Santiprabhob, Governor of the Bank of Thailand
19 March 2018

DLT Scripless Bond Whitepaper | 02

01 | Executive summary
As part of the mission to prepare its people for
disruptive technologies, Bank of Thailand (BOT) has
started to look at the benefits of distributed ledger
technology (DLT) and blockchain technology.
BOT expects blockchain technology to enable all
stakeholders to have access to the same information,
increasing efficiency and transparency.
BOT has selected the savings bond sales processes
as its first use case. Bonds-related processes are
complex, with many parties participating in the
ecosystem, including selling agents, BOT and the
Thailand Securities Depository, amongst others.
It now takes 15 days for investors to receive their
bonds after receiving allocation.
Once completed, this initiative will help increase
efficiency, whilst also reducing the total operating
costs of the entire system, and it will be developed
later on to form the basis for Thailand’s market
infrastructure for government and corporate
securities. This is one of the world’s first uses of
blockchain technology in the field of government
savings bond sales.

BOT has collaborated with related organizations,
including the Public Debt Management Office
(PDMO), Thailand Securities Depository (TSD)
and selling agents. This was accomplished by
BOT and IBM contributing to the development of
this system using blockchain, and facilitated through
Design Thinking methodology, enabling teams to
understand the challenges and requirements of
all stakeholders.
The DLT Scripless Bond project benefits all
stakeholders. Investors will be able to receive their
bonds faster – it takes 15 days now, and will be
only 2 days in the future. They will also be purchase
bonds up to their full allocation rights from any bank.
Selling agents, TSD and BOT will also be able to
reduce processing time and workloads. Bond issuers
will also be able to manage bond issues faster and
stimulate increased competition between selling
agents. Overall, the system will lead to reduced
operating costs across the entire value chain with
greater security.
This important milestone leads to the digital
economy and society. Based on these key benefits,
blockchain technology can successfully move
the settlement cycle of government savings bonds
from trade date plus 15 days (T+15) toward T+2
with improved management, security, and privacy.
This is the first and important step in a journey of
discovery.
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02 | Introduction

The DLT Scripless Bond Project aimed not only to enable BOT to gain deeper
insights and develop capabilities and the implications of using blockchain
technologies, as well as potential benefits in reducing overall costs to the
industry, as well as maximizing operational process efficiencies.

2.1 Why blockchain?

Blockchain technology promises cheaper, faster, simpler,
and more secure capture of transactions than other
technologies, underpinned by enhanced security and
immutability. Firstly, a transaction is consensually agreed
between network participants and distributed to all parties
who possess the same records as the single source of truth.
This vastly eliminates redundant validation and costs of
reconciliation, resulting in cheaper operating costs for the
ecosystem as a whole.
Secondly, blockchain is also able to transform manual
processes into self-executing ‘smart contracts’ – computer
programs with certain business logic – to automate and
increase operational efficiencies.

Most importantly, record-keeping through blockchain is
immutable, as the history of all transactions is time-stamped
and lodged in ledgers retained by authorized participants
and in general cannot be amended. All participants
in the network can trust the transactional information
once a cryptographically-secure transaction is committed.

2.2 Background

Many central banks have recognized blockchain
technology as a new driver to enable major transformation
in the financial sector. BOT has decided to explore the
implications of using this recent technology on major
functions of the financial system.
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BOT analyzed many use cases and observed that the
Thai government savings bond sales process had
several points of friction that blockchain could potentially
resolve. It is a time-consuming process that relies on
a non-real-time system, has duplicate validation steps,
with manual reconciliation requirements prone to data
errors. Delivery of savings bonds to investors currently
takes 15 days, whilst other government bonds issues
can be delivered in just two days according to market
best practice.

Leveraging the significant experience of IBM in enterprise
blockchain solutions, this collaborative project employed
IBM as a technical partner jointly managing the project
and co-designing and developing solutions with BOT.

2.3 Objectives

The DLT Scripless Bond Project aimed not only to enable
BOT to gain deeper insights and develop capabilities and
the implications of using blockchain technologies, as well
as potential benefits in reducing overall costs to the
industry, as well as maximizing operational process
efficiencies.

Consequently, in early 2018, BOT initiated the DLT
Scripless Bond Project and conducted a proof of concept
around blockchain technology. The project was built
with Hyperledger Fabric, an open-source blockchain
framework implementation, as the foundation of
its prototype to assess potential benefits and business
values which could potentially improve operational
efficiency. The project was driven by BOT and supported
by key industry participants employing their considerable
expertise and experience. Key stakeholders and their
roles/responsibilities in this project are:

In order to identify both weaknesses and opportunities
for blockchain technology, the project prototype was
designed and developed with the following key features:
1. Data integration and bookkeeping: to integrate all
relevant data as the single source of truth and record
all transaction activities
2. Real-time information accessibility: to access
information in near real-time to enable more rapid
analysis and more effective management
3. Smart contracts & automation: to facilitate more
effective operations through smart contracts so as
to maximise reduction of manual intervention.
4. Reports and monitoring: to monitor information
and enable visibility to authorized participants
(on a ‘need-to-know’ basis).

1. Bank of Thailand (BOT): registrar and paying agent
2. Thailand Securities Depository (TSD): Central Securities
Depository (CSD) and ISIN/CFI code registration
3. Public Debt Management Office (PDMO): bond issuer
4. Bangkok Bank (BBL), Kasikorn Bank (KBank),
Krungthai Bank (KTB) and Siam Commercial Bank (SCB):
selling agents
5. Thai Bond Market Association (ThaiBMA): bond symbol
registration
6. IBM: technology partner

If there is sufficient technical and business value,
replacement of the existing government savings bond
sales operations with a blockchain solution might be
considered and scaled out to other types of government
bond services in the future.

Registrar

BOT

IBM

Technology partner

BANKs

PDMO

Bond issuer

Selling agents

TSD

Central Security Depository (CSD)
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2.4 Approach

Design Thinking was one of the methodologies used
in the DLT Scripless Bond project to gain an empathic
understanding of pains and problems in all aspects.
All key stakeholders were engaged to provide their
experiences and motivations.
After brainstorming and discussion, the issues of redundant
validation, data quality, data exchange, and reconciliation
in the processing of government savings bond sales
were uncovered. Major aspects were identified and
targeted for improvement of operational processes and
investor satisfaction: speed of sales transactions, data
quality, and transparency of bond sales information.
After collection of these requirements, a new set of
processes (future state) was developed for government
savings bond sales, forming the basis for the prototype
development.
Another methodology used was agile development.
The prototype was developed in multiple scaled-down
iterations with specific features which were evolved
over time. The development team had to complete each
iteration and made it ready for review periodically so that
the prototype could be adapted, using feedback and
updated requirements of key stakeholders. Developing
the prototype with agile development allowed investigation
of the solution, identified any potential weaknesses,
and updated solution before the completed prototype
was delivered.
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Business requirements were formulated through Design Thinking exercises
with key stakeholders. Ongoing engagement, including feedback and detailed
discussion, developed a more comprehensive understanding of stakeholder
issues, concerns, and expectations relating to the new processes and
potential solution. Using this working model, all key stakeholders agreed to
reduce the savings bond settlement cycle from trade date plus 15 days (T+15)
to T+2, in line with international market best practice.

3.1 Functional scope

The proof of concept was focused on two key processes:
bond registration and bond sales. Bond registration
required digitization of paper documents including bond
profiles and selling criteria according to prospectus applied
to savings bonds. Once these data had been set up and
finalized, they became the basis for a single source of truth
for network participants to proceed to the next steps of the
bond sales process.
Bond sales had four sequential processes: bond sales
and reservation, securities account opening, payments,
and bond depository.
During the sales process, shared information about specific
bonds, such as issuance and remaining amount of sales
could be accessed in real time. All sales transactions would

be validated in smart contracts before being committed to
the network. Bonds could be reserved on a first-come,
first-served basis.
The process of securities account opening was conducted
automatically with smart contracts. Processing of payment
and bond depository were handled externally by existing
systems and Application Programming Interfaces (APIs)
were developed to integrate them with the blockchain
network.
A management dashboard was provided to all stakeholders
for access on a need-to-know basis to all relevant
information and transactional status at every step of
the bond registration and bond sales processes.
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3.2 Process design
Handling multiple and concurrent reservation orders is
a non-trivial requirement and presented opportunities for
innovative approaches from a technology and business
process engineering perspective.
To ensure the reservation order system for government
savings bonds is sufficiently robust, secure, and efficient
for all, it was investigated to see whether or not adjustments
to the remaining amount and allocations to individual
investors was properly captured.
Business requirements were formulated through
Design Thinking exercises with key stakeholders. Ongoing
engagement, including feedback and detailed discussion,
developed a more comprehensive understanding of
stakeholder issues, concerns, and expectations relating
to the new processes and potential solution. Using this
working model, all key stakeholders agreed to reduce
the savings bond settlement cycle from trade date plus
15 days (T+15) to T+2, in line with international market
best practice.
After the Design Thinking workshop and subsequent
participant feedback, the main features considered to be
opportunities for improving process efficiency and
transparency were as follows:

● Single validation: this feature allowed participants to
validate any transaction by using the same validation
requirements set in the smart contracts before
a transaction was committed to a ledger. No more
additional application for validation was required.
● Single source of information: all participants would
be able to access the same information, such as bond
profiles, selling criteria, and remaining amount. The
information was updated near real time and provided
improved transparency for management.
● Common standard within the blockchain network:
one set of standards was adopted for data format,
reference data, and transactional data used in business
processes to improve data quality and remove
inefficiencies from digital business.
● Flexible information management: before the process
of bond depository, all sales transactions were editable
to allow flexibility in timing of processing. Selling agents
could update details as required. Any time a modification
was made, the sales transaction would be digitally
time-stamped and recorded for transaction transparency.
Finally, T+2 processes and all operational improvements
relating to bond registration and bond sales were designed
according to the key elements and considerations
illustrated below:

Figure 3.1: The set of T+2 processes
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-

Figure 3.2: The processes of sales and reservation

3.2.1 Bond registration
Prior to the sales of any government savings bond, the
issuer is required to provide full disclosure of the bond
profile and selling criteria that will be automatically created
as smart contracts. Next, ThaiBMA will assign a unique
bond symbol. After the bond symbol is assigned, the
registrar requests the International Securities Identification
Number (ISIN) and Classification of Financial Instruments
(CFI codes) from a CSD. Finally, at the end of the bond
registration process, the issuer will officially approve the
publication of the relevant information for every stakeholder
to use.
3.2.2 Bond sales (T to T+2)
Sales and reservations (T)
During the sales period, all relevant information for sales,
remaining amount, and purchasing quota for each
individual investor is retrievable in real time. To reserve
a bond allocation, selling agents are required to check
whether there is sufficient quantity available for each
purchase order, and that the order does not exceed
the investor individual purchasing quota.
Once a transaction is processed into the blockchain
network, it will be validated against the selling criteria set
in the smart contracts, to ensure that investors are eligible
for allocation according to the prospectus. If all conditions
and criteria are satisfied, the bonds will be reserved on
a first-come, first-served basis and the remaining amount
(starts with the issuance amount of bonds) will be immediately
offset by the amount purchased. Once committed to the
sales transaction ledger, transactions are visible to the
registrar and CSD for any further action.

Securities account opening (T to T+1)
In the case of new investors, selling agents are required to
provide specific details to open a securities account - this
can be completed whilst making a bond reservation or on
the next day (T+1) but must be done prior to the depository
to enable flexibility for selling agents. Once the information
has been confirmed by selling agents, CSD will be notified
by smart contracts to open securities accounts in real time
and in turn notify the status back to selling agents and
registrar.
Payments (T)
At close of business, the total allocated amount of bonds
and funds will be reconciled to the subscribed orders.
All selling agents will then be notified and required to make
payment to the registrar. The registrar will then transfer
the funds received to the issuer. In this proof of concept,
the funds transfer was performed externally. The payment
status would then be returned to the blockchain network
for next steps.
Bond depository (T+1) and delivery (T+2)
On T+1, CSD will be notified at a fixed time to credit
bonds into investors’ securities accounts and then notify
selling agents of the transaction status. As certain action
is required away from the blockchain network after bonds
are successfully credited into securities accounts,
investors will be able to update their balances with their
selling agents on the next business day (T+2).
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A prototype was developed based on Hyperledger Fabric that allowed
the design to be tested against the hypothesis that had been derived during
the initial discovery phases. This enabled participants and stakeholders
to understand the concept better and also serves as valuable feedback
on areas for further refinement as the project moves to the production phase.

The project studied the functional and non-functional
requirements that a decentralized scripless bond sales and
distribution network needed and sought to develop an initial
design to address them.
In addition, a prototype was developed based on
Hyperledger Fabric that allowed the design to be tested
against the hypothesis that had been derived during the
initial discovery phases. This enabled participants and
stakeholders to understand the concept better and also
serves as valuable feedback on areas for further refinement
as the project moves to the production phase.

4.1 Design considerations

Within the focused areas of this project, bond registration
and bond sales, the solution was designed to consider
the value of blockchain capabilities in the following technical
domains:

• Accessing information on the blockchain network
• Prevention of duplicate reservations of bond sales
and exceeding quota
• High throughput for bond sales and reservations
• Data privacy and cross-channel communication
• Message notification on blockchain
In addition, the non-functional requirements being
considered are as follows:
• Deployment options
• High availability
• Performance

4.2 Key components overview

The set of technologies used in the project made it
possible to digitize bond registration and bond sales
processes in a relatively short period of time. The business
logic for both processes were built as smart contracts and
the bond profiles, sales transactions, and statistics were
tracked on the shared ledger.
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Figure 4.1: Component overview

The prototype was developed using Hyperledger Fabric
and employed an extension layer of Hyperledger Composer
to rapidly prove value of key business requirements.
The Application Programming Interfaces (APIs) which
played a crucial role in the blockchain solution were
implemented as a complementary technology to facilitate
blockchain transaction processing as a whole and make
blockchain capabilities available to all participants.
In addition, Go language was used to develop the prototype
for performance assessment comparison.
Referring to figure 4.1, an overview of the solution
components include:
• Ordering service: one or many ordering nodes,
responsible for creating blocks with arranged transactions
information. In the implemented solution, this service
was shared between the organizations.
• Certificate Authority (CA): a component that governs
identity management based on X.509 certificates.
• Chaincode: an application implementing business logic
of “to-be” process, maintaining shared state database.
• Endorsing peer: receives user transactions from API
Server, executes, and endorses them. Later receives
ordered state updates in the form of blocks from the
ordering service and maintains the state and the ledger.
• Client Application: web-based application that
enables users to interact with the scripless bond
network.

4.3 Technical observations and key findings
4.3.1 Accessing information on the blockchain network
Hyperledger Fabric offers Software Development Kits (SDKs)
in various programming languages such as Node.js or
Java to interact with a blockchain network. Due to the

limited time frame, Node.js packed in Hyperledger
Composer was leveraged to make this development fast
and simple.
Building the prototype with Hyperledger Composer, REST
Server was simply set up in the LoopBack Node.js
framework with Hyperledger Composer Connector, which
automatically generates REST APIs for Hyperledger
Composer to build an engaging web-based application
allowing transactions to be submitted on the business
network.
To work with the APIs for information accessibility,
authentication token was enabled and obtained by using
the user names and passwords of the network users.
ID and expiration time would be assigned when a network
user logged into the web-based application.
To summarize, LoopBack framework was used successfully
to discover and create REST API which had the four
main HTTP methods: GET, POST, PUT, and DELETE,
corresponding to Create, Read, Update, and Delete (CRUD)
from a specific business-network model. This REST API
in JSON format could be used to integrate with the
blockchain network to access information, such as
remaining amount and individual purchasing quota.
However, the REST server was required to update once
a chaincode or business network model was changed.
4.3.2 Prevention of duplicate reservations of bond
sales and exceeding quota
One of the most important factors in designing the
blockchain prototype of government savings bond sales
was to ensure data integrity and to prevent duplications,
which could occur if an attempt were made to reserve the
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same asset in the ledger. The other consideration was to
ensure that bonds sales and reservations did not exceed
the available quota for bond sales. Concerning bond sales
and reservations, each selling agent was required to verify
that the remaining amount was sufficient to accept each
individual for reservations across different sales channels.
Once a selling agent submitted a sales transaction to the
blockchain network, the remaining amount would be offset
by the reserved amount and this deducted amount would
be used as an initial number in calculation for the next
transaction. Thus, the remaining amount must be accurate
even when many concurrent transactions were submitted
simultaneously by selling agents.

This meant that the solution prototype worked correctly
by deducting the accurate number of 15,000 (15 x 1,000)
baht from 100,000 baht.
Hyperledger Fabric uses a concurrency control mechanism
to increase throughput by enabling transactions to execute
in parallel (shown in fig 4.2: concurrency control).
A read-write set is generated once an endorser executes
the transaction. The read set contains a list of unique keys
together with their committed versions of data whilst
the write set contains a list of unique keys and their new
values written in the transaction. Transactions are verified
upon commit to ensure that the data that has been read
is still valid and has not been modified by other transactions
since. Due to the read-write set semantics, this assessment
showed that transactions submitted at the same time
all contain in their read sets the same unique key and
a committed version of remaining amount asset. Once one
of the concurrent transactions was committed to the
ledger, the version of its unique key would be changed
to a new one. For this reason, the other transactions with
the read set containing the previous version of unique key
would be marked as invalid, changes were not applied
to the ledger and the client application would be alerted
to retry the transactions if appropriate.

In the assessment, a new bond issue was created with
an issue size of 100,000 baht. To simulate five selling
agents making reservations, five concurrent transactions
with reserved amounts of 1,000 baht each were submitted
to the blockchain network within one second of each other.
The transactions were allowed to complete and the
subsequent test iterations were started after a one second
pause. Ten iterations were done and assessed.
The assessment revealed that 15 transactions were
committed to the ledger and when checking the remaining
amount, the new value of 85,000 baht was recorded.
Remaining amount
Read

Remaining amount “version 1”
Read

Remaining amount “version 1”
Read
Write
Remaining amount “version 2”

Figure 4.2: Concurrency control
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Fail to create “TransactionDetail” asset
For Txn 2 and Txn 3 due to outdated version

Figure 4.3: Initial design causing MVCC read conflict

4.3.3 High throughput transactions of bond sales and
reservations
During a high demand period, many sales transactions are
likely to be submitted through all sales channels of selling
agents at the same time. However, due to the limits placed
on the amount of bonds issued, bonds will be allocated on
a first-come, first-served basis until any new request
exceeds the available balance. These factors must be
considered in designing the solution. The initial version of
the solution prototype described earlier in the topic of
“4.3.2 Prevention of duplicate reservations of bond sales
and exceeding quota” could not handle the projected
workload as required.
In the initial design, two assets were created:
• “RemainingAmount” - for capturing the outstanding
balance of bond issuance
• “TransactionDetail” - for recording details of each
transaction such as investor name, reserved amount
and bond series.
Whenever a sales transaction was submitted by a selling
agent, an asset of “TransactionDetail” would be created

(add action). Next, the outstanding balance was checked
to ensure that the sale was within limits of bond issued
(read action). Then the value of “RemainingAmount” asset
would be deducted (update action) by the reserved amount
and committed the change to a blockchain network.
During peak load, where multiple bond sales requests were
submitted by multiple selling agents at the same time,
it was observed that the initial design (shown in figure 4.3)
rejected a number of transactions submitted within a short
time frame due to the concurrency control mechanism
used in Hyperledger Fabric to prevent double-spending.
The transactions which were submitted simultaneously
would have had the same value of key and version of the
“RemainingAmount” asset. If one of them was committed
ahead of the others and the value of the version of the
“RemainingAmount” asset was changed to the new
version, the remaining transactions would be rejected
as the transactions tried to update the outdated version.
In order to find the most appropriate solution for solving
this issue, three more alternatives were designed and
assessed as follows:
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Alternative solution #1: checking outstanding balance
This approach modified the way that checks were
performed to prevent selling more than the available
supply of bonds.
Instead of maintaining a running count of the exact
balance of unallocated bonds, the total reserved amount
was recalculated based on all committed transactions
whenever a new transaction was submitted. The reserved
balance was then reconciled against the initial issue
amount to confirm that there were unsold bonds.
This approach worked for a single transaction, but just like
the initial design,it was unable to handle multiple transactions
submitted concurrently.
For example, assume a scenario where the total issue size
was 20,000,000 baht. Five prior sale transactions with
reserved amounts of 1,000,000 baht each have been
committed. Subsequently, three new bond reservation
transactions of 1,000,000 baht each were submitted
concurrently.
For each of the new transactions, the aggregated value of
committed transactions (5,000,000 baht) was compared
against the bond issue size of 20,000,000 baht to ensure
that there were enough unsold bonds.
The result of the outstanding balance calculation was
the same for all the three new transactions prior to

the commitment of any of them. However, once any one
of these new transactions was successfully committed,
the allocated amount would be updated and the two
remaining transactions must be rejected as the version
number they wish to update was no longer the most
current.
Alternative solution #2: par value allocation
This approach stored the number of outstanding bonds
instead of the outstanding issue size. For example,
for an issue size of 10,000,000 baht, the number of bonds
to be sold was 10,000 at a par value of 1,000 baht each.
Therefore, a sale transaction for 50,000 baht would
allocate 50 units of the 10,000 bonds outstanding.
These 50 units would be individually marked out for
the buyer using a random selection process to minimize
the probability of a conflict in the allocation process
if concurrency was to be supported. Those marked units
would not be available for any further transactions.
Several issues were discovered with this approach.
First, it took longer to complete a transaction than
the other designs. Second, due to the random selection
process, there remained a non-zero probability that
the same units were marked for different sale transactions
submitted concurrently. This would still cause a failure
when committing transactions just as in the earlier solution
prototypes.

Figure 4.4: The solution design with par value allocation
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Figure 4.5: The solution design for delta commits

Alternative solution #3: delta commits
To avoid the problem when transactions were submitted
concurrently, the booking and confirmation steps was
performed into two discrete steps. The solution was
designed to use the delta commits approach by committing
each transaction without pre-checking the balance
retained in the “RemainingAmount” asset.
Incoming transactions were created and queued up
with a request status for reservations. Every five seconds,
there was an off-chain application running outside the
blockchain network to call the specific function used for
collecting transactions which were committed during that
time. The total amount of bonds required for reservations
was then calculated from the committed transactions and
checked to see if the remaining amount was sufficient for
those reservations to be confirmed. If bonds were still
available, each committed transaction would be approved
and the remaining amount would be deducted by the
reserved amount of the transaction sequentially.
Although this solution prototype could handle the conflict
found in the other designs, new issues were identified and
needed to be considered. The remaining amount was not
updated in real time because the precise figure would be

confirmed after a transaction was committed, so there
was a time lag between submission of a transaction and
committing it to the blockchain network.
In this case, the selling agent would have to wait for five
seconds to ensure the reservation for the corresponding
investor’s order was confirmed and the respective
transaction was successfully approved. Such a time lag
could be minimized by increasing the frequency of
off-chain balance aggregation calling from the off-chain
application. After testing with real-life workloads,
the system would have had to go through process
iterations and performance fine-tuning to ensure that
the solution capabilities were aligned with the business
requirements and expectations.
4.3.4 Data privacy and cross-channel communication
Security and privacy of data are of critical importance
to preserve the sensitive information of all participants
in the blockchain network. There are several methods
which can be implemented in Hyperledger Fabric
to ensure the data is safe, secure and available to everyone
on need-to-know basis. In the solution prototype,
two mechanisms were used during the assessment;
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Access Control Language (ACL)
Access Control Language (ACL), an authorization that
provides declarative access control in Hyperledger Composer,
is implemented to distinguish different forms of access
by participants or organizations in the blockchain network
by specifying resources to which they are granted access.
In this assessment, data visibility for all users was restricted
with extra access control logic, implemented in smart
contract’s Access Control Lists. Users from selling agent
organizations were able to see only the information related
to them, whilst users from the registrar and CSD could
view all the data in the ledger. The solution prototype with
ACL demonstrated that it was able to control the rights of
each user according to the operations that were defined
in the ACL file.
Channel
A private channel is a separate communication channel
for sharing data with specific participants. Selling agents,
for example, do not want to share their own details of
sales transactions with other selling agents. Based on this
requirement, a private channel was implemented to allow
private data to be used and shared only with specifically
defined participants. The remaining amount was shared
between the selling agents so that they could access
to an identical source for making bond reservations on
a first-come, first-served basis. To enable this, the public
channel, which recorded the remaining amount, was also
implemented in the blockchain network for every selling
agent to access. Figure 4.6 illustrates the concept as
designed.

Thus, the number of communication channels required
depended on the number of selling agents in the network.
The total number of communication channels could be
calculated from the number of selling agent organizations
(n) that had a node plus one => (n) + 1 channels.
The result showed that participants could retrieve
information in those specific channels for which they
were authorized. According to the diagram, the registrar
and CSD were registered for Chaincode 1, which was
the public channel to provide the remaining amount
for checking whether sufficient bonds were available
for reservation. Chaincode 2, however, was used only
by selling agent A, registrar and CSD, because it was
a private channel. The same pattern also applied to
Chaincode 3, where data were privately shared only
between selling agent B, registrar and CSD.
In conclusion, the cross-channel communication and
private channel using a blockchain ledger with a subset
of network for each selling agent functioned properly.
The information was retrievable on a need-to-know basis
and shared only between authorized participants in the
segregated network. This fact proved that Hyperledger
Fabric provides the capabilities of information sharing
with data privacy requirements.
Besides the use of channels, Hyperledger Fabric also
provided other confidentiality mechanisms which were
not explored in this project. For example, the use of

Figure 4.6: Public and private channels
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a private data collection feature offers more granular level
transaction privacy than channels. This feature allows
sensitive data to be stored only in a database that is local
to the designated party and distributed only between other
parties that are relevant to the transaction. References to
the private transactions (but not the actual data itself) are
updated to the public ledger between peers in the network
and serve as verifiable proof of updates. Future work will
consider taking advantage of these features to further
optimize the solution as appropriate.
Remark:
This solution prototype with channels was assessed on
Hyperledger Fabric 1.0 without Hyperledger Composer,
because the Composer version 0.16 does not have
features to allow cross-channel communication.
4.3.5 Message notification on blockchain
To facilitate the ease of doing business, message notification
was implemented to notify relevant participants when
a certain task was complete or required action. The event
mechanism of Hyperledger Composer was used to achieve
this requirement. Events were emitted by the Hyperledger
Fabric Peer and delivered by Composer REST server to
the web-based application over WebSockets. The

assessment found that the publish-subscribe model
provided a reliable channel for message transfer.
Furthermore, the history of message notifications was
stored in an off-chain database to allow participants to
retrieve information when needed later on.
4.3.6 Deployment options
Data security is one of the most critical issues in financial
services. In many cases, there are strict regulatory
compliance requirements to ensure that arrangement for
solutions and data are established on-premise instead of
via cloud. The solution prototype was also deployed
on-premise, in addition to cloud, to ensure that it
performed smoothly and could satisfy the assessment.
Running in an on-premise environment, the prototype was
modified by making minor changes in the same scripts
used on cloud to align it with the configuration in the
data center. In the current setup, Hyperledger Fabric
required two communication ports to be opened per peer,
which were accommodated by firewall rules. Although
performance fine-tuning was still required, the solution
prototype was successfully migrated from cloud to the
on-premise environment and functioned as expected.

Figure 4.7: Design for testing high availability of endorsing policy and Hyperledger Fabric CA
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4.3.7 High availability
In this assessment, the impacts of shutting down certain components of Hyperledger Fabric, including endorsing and ordering
peers and Hyperledger Fabric CA were investigated.
Endorsing peers
The environment for the assessment was set up as shown in figure 4.7. The registrar and CSD were endorsers and each of
them consisted of two peers in “Channel A”. In Hyperledger Fabric, an endorsement policy describes the conditions by which
a transaction can be endorsed. A transaction can only be considered valid if it has been endorsed according to its policy.
In this example, we defined an endorsement policy whereby a minimum of three out of four peers would be the number of
endorsing peers. To assess the lack of availability, each endorsing peer was shut down to investigate its consequence in the
following scenarios. The assessment successfully demonstrated the availability of endorsing peers according to the endorsement
policy.

Scenario
Seq.

Org 1
P0

P1

Org 2
P0

Results

P1

1

Can perform transaction

2

Cannot perform transaction (do not meet endorsement policy requirements)

3

Can perform transaction

4

Cannot perform transaction (do not meet endorsement policy requirements)

5

Cannot perform transaction (do not meet endorsement policy requirements)

6

Cannot perform transaction (do not meet endorsement policy requirements)

7

Cannot perform transaction (do not meet endorsement policy requirements)

8

Data sync automatically and equally

Table 4.1: High availability assessment of endorsement policy

Certificate Authority
The environment for assessing the availability of Hyperledger Fabric CA was identical to that for endorsing peers shown in
figure 4.7. The registrar and CSD both had one Hyperledger Fabric CA and two peers. The assessment found that if one of two
Hyperledger Fabric CA was available, certificate issuance could be performed. In addition, a transaction could proceed, even
though both CAs were not available after a certificate had been issued. The result of scenarios is shown in the table below:

Scenario
Seq.

Org 1
P0

P1

Org 2
P0

P1

CA

Results

CA1 CA2

1

Can perform transaction

2

Can perform transaction

3

Can perform transaction

4

Can perform transaction

5

Can perform transaction

6

Can perform transaction

7

Can perform transaction

8

Can perform transaction

Table 4.2: High availability assessment of Hyperledger Fabric CA
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Ordering peers
According to Figure 4.8, three orderers were set up together with Kafka and Zookeeper. Each component was shut down, based
on scenarios to investigate whether the operation could continue. As shown in the table 4.3, it was found that if at least one of
the ordering peers was active, the approved transactions could be committed to the ledger and the blockchain. In case of
Kafkas, at least two of them must be available in order for the solution prototype to function properly.

Figure 4.8: Design for testing high availability of ordering peers

Scenario
Seq.

Org 1 Org 2
P0

P0

CA
CA1 CA2 O1

Orderer
O2

Kafka
O3

K1

K2

K3

Zookeeper
K4

Z1

Z2

Z3

Results

1

Can perform transaction

2

Can perform transaction

3

Cannot perform transaction

4

Can perform transaction

5

Can perform transaction

6

Can perform transaction

7

Cannot perform transaction

8

Can perform transaction

9

Can perform transaction

10

Can perform transaction

11

Cannot perform transaction

12

Cannot perform transaction

13

Cannot perform transaction

14

Can perform transaction

Table 4.3: High availability assessment of ordering peers
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In summary, Hyperledger Fabric proved its capabilities
to function properly when a subset of endorsing peers
were available to endorse a transaction according to
the endorsement policy. Transactions could be performed
continuously, even if some of Hyperledger Fabric CAs,
Kafkas, Zookeepers, and ordering peers were not
available. Moreover, the data of failed peers could be
synchronized in the channel once they were fully recovered.
Besides SOLO and Kafka which is available out of the box,
the ordering service is designed to be pluggable to support
other implementation forms.

Figure 4.9 is an illustration of one of the tests which showed
that the number of peers affected both average time and
number of transactions that the system can process.
The other consideration was the choice of programming
languages and framework. The prototype developed under
the Hyperledger Composer Framework was evaluated
against that developed using Go Language. The assessment
noted that, within the same period of time, the prototype
developed using Go could process more transactions than
the one developed under the Hyperledger Composer
Framework.

4.3.8 Performance
Government savings bonds can be sold via selling
agents’ branches, ATMs, mobile banking, and internet
banking. Currently, four selling agents operate over 4,000
branches across Thailand. In the worst case scenario,
an excessive number of transactions could be submitted
through those sales channels at the same time and
intensively during a period of high demand. Any solution,
therefore, must be designed to be able to handle extreme
conditions without compromising performance.

For the performance test conducted on-premise, the focus
was on the infrastructure configurations that could
enhance performance, such as storage types, number of
Central Processing Units (CPUs) and memory capacity.
It was observed that the solution prototype developed
using Go performed better by increasing the number of
CPUs, as well as having greater memory size and
changing the consensus algorithm to Kafka/Zookeeper.
It was found that the performance was better than the
SOLO consensus used for development and testing,
as it could handle 1,000 concurrent transactions without
rejecting any transactions.

While the focus of the proof of concept was to address
the functional requirements, a number of performance
tests was executed against the requirements of the project.
The tests were conducted over both a cloud and on-premise
environment.

As the performance results described here are specific
to the nature of the project and setup, it does not aim
to represent the performance potential of the underlying
technology nor does it attempt to be exhaustive in its
scope. Nevertheless, the exercise served as a useful
reference on the performance characteristic of the solution
and enables a better understanding of contributing factors
that could have an impact on performance.

Time (seconds)

Average time

Number of concurrent users

Number of transactions (txn / 5 minutes)

One of the experiments looked at the network topology.
From the experiments, it was observed that the number of
peers had a larger impact on performance, whilst other
factors, such as the number of API instances and block-size
configurations, did not significantly affect performance.

Throughput

Number of concurrent users

Figure 4.9: Charts of performance test regarding numbers of peers
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Topic

Factor

Results

API instance

Number of instance

No significant effect on the performance

Config blocksize

BatchTimeout, MaxMessageCount, PreferredMaxBytes

No significant effect on the performance

Number of node

1 Node

Faster

6 Nodes

Slower

on-cloud

Faster

on-premise

Slower

Hyperledger Composer

Slower

Go language

Faster

SOLO

Support fewer concurrent users

Kafka

Support more concurrent users

Setup
Language
Orderer

Table 4.4: Summary of high availability assessment

Background of Hyperledger Fabric

Hyperledger Fabric is one of the leading implementations of Blockchain in the enterprise space. It is one of the
Hyperledger projects hosted by the Linux Foundation.
Hyperledger Fabric implements a modular architecture allowing modification of important components: consensus
algorithm, identity management functions, cryptographic libraries, transaction processing logic (including
double-spending prevention mechanisms) and many more.
It provides special capabilities to address two major areas of information confidentiality critical to enterprise users:
data protection and identity protection. For data protection, in addition to the typical use of cryptographic methods by
other distributed ledger technologies, Fabric allows the restriction of data distribution between network participants.
Using Channels will restrict data dissemination only to the set of members who are allowed to join the channel. Data
dissemination can be restricted even within the channel utilizing Private Data Collections feature, allowing special
policies restricting subsets of channel members who are supposed to receive transaction’s private data. To protect
identities of the users, Fabric has an Identity Mixer feature, controlling how much user-related information must be
revealed.
Another important aspect of the Hyperledger Fabric architecture is built-in components, implementing Public Key
Infrastructure (PKI) based on X.509 standard. By default, it is used for verification of digital signatures during
transaction execution, and in addition allows custom authorization logic within Smart Contracts.
Refer to the Hyperledger Fabric Documentation for more background information.
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There was a greater feeling of ownership of the DLT Scripless Bond project
and of its outcomes. This was manifested by active and enthusiastic
participation in open forum format by key participants from a wide range
of functional, business and technology backgrounds. The flat-structured
environment also encouraged open dialogue and collective engagement,
which increased levels of trust and motivation.

The major lessons learned and considerations from the DLT
Scripless Bond project are:

Collaboration

As all stakeholders were focused on the same goal, there
was a greater feeling of ownership of the DLT Scripless
Bond project and of its outcomes. This was manifested
by active and enthusiastic participation in open forum
format by key participants from a wide range of functional,
business and technology backgrounds. All project
participants utilized their expertise and experience to
identify obstacles and threats across the government
savings bond sales processes and operations and proactively
sought opportunities offered by blockchain technology to
transform business. Such a dynamic and positive momentum
towards a collaborative working environment was important
in making the project rapidly progress. It was a critical
factor that made the project successful.

Flat hierarchy and empowerment

The flat-structured environment encouraged open
dialogue and collective engagement. Each team member
was empowered, not merely to come up with creative
ideas for change, but also to demonstrate how those ideas
could be implemented in practice in conjunction with all
other team members. This open environment increased
levels of trust and motivation so that practical solutions
and common desired outcomes were achieved within
the aggressive timelines established.

Concurrency in a distributed network

In a distributed network, one of the key challenges is to
ensure that transactional records are updated consistently
across all the different peers in the network. This is more
critical still when further decision-making is dependent
on those updates.
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After a thorough analysis of the solution design, it was
observed that conflicts could occur when concurrent
transactions were attempting to create, update and delete
the same asset of the same remaining amount. This was
a feature in the design to ensure double-spending did not
occur, by allowing the first transaction only to be committed.
Subsequently, any transactions relating to remaining bond
sales and reservations received concurrently for the same
asset would be rejected. Alternative approaches were
assessed and referred to in the section 4.3.3.

Performance and scalability

As the blockchain-based solution must be capable of
handling large volumes and multiple selling channels,
including branches, ATMs, internet and mobile banking
applications, its performance must be consistent and
timely to be able to retrieve the requisite information for
reservation and transaction submission to the system.
In general, decentralized systems may have performance
constraints handling high volume transactions and
workloads as well as extending scalability, and currently,

performance of blockchain-based systems has not
yet been fully researched. In addition, performance
benchmarking of Hyperledger-based solutions still do not
have established methodologies. However, with appropriate
configuration, several factors can enhance the performance
of blockchain-based solutions from the infrastructure
perspective as follows:
• Number of transaction endorsers: many endorsers
required for processing transactions will increase the
number of required cryptographic operations, contrib
uting to the negative effect on transaction throughput.
• Network bandwidth: large number of transactions
will require high network bandwidth within the ordering
service, as well as between the ordering service and
anchor peers for each organization.
• Number of CPU cores: with more CPU cores available
for API servers, endorsement peers and ordering peers
will help to increase transaction throughput.
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02 | The
06
Introduction
future

Defining the framework of structures, policies, procedures, roles and
responsibilities, etc. as well as other business and technical aspects, such as
data management, marketplace interactions, transactions, and smart contracts
deployment will be considered in the establishment of a new governance
framework for managing government and corporate securities markets.
This will include the formulation of standards in the community to support
interoperability across networks.

1. Governance models

2. Legal considerations

Defining the framework of structures, policies, procedures,
roles and responsibilities, etc., as well as other business
and technical aspects, such as data management,
marketplace interactions, transactions, and smart contracts
deployment will be considered in the establishment of
a new governance framework for managing government
and corporate securities markets.

3. Minimum Viable Ecosystem (MVE)

As blockchain brings new approaches for market participants
to interact with one another in the network, governance
models will also adapt to the changing environment, as well
as shape new opportunities.

This will include the formulation of standards in the
community to support interoperability across networks.

Legal issues will be reviewed and formulated in consultation
with related stakeholders, covering all aspects relating to
the above (government models), as well as ensuring all
new business processes and technological innovation,
especially as they relate to production-readiness, such as
operational procedures, service level agreements,
industry-specific regulations, and data sharing regulations.

To turn PoC into production, it is important to maintain the
collaborative approach that has been established, in order
to align current and future participants towards the shared
vision and direction of the markets. In addition, increased
collaboration will enable greater synergies in establishing
robust business processes, gain common/shared benefits
and develop the ecosystem through growth in future projects.
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The MVE of network participants, identified at the
beginning of the project, will be a test of these hypotheses
and capabilities. Gaining further clarity about the MVE
will enable the wider network to properly support
production rollout, enabling businesses to benefit from
the enhanced functionalities earlier, whilst at the same
time balancing both operational and financial risks that
a major transformation in business processes entails.

4. Business and operating models

Work is underway to investigate the impacts of business
and operating models of network participants and will
include, for example, onboarding of network participants,
support, fee structures, etc.
Model designs will factor in the possibility of the
blockchain-based network serving as the core infrastructure
for Thailand’s government and corporate securities
markets and distributing the shared value of all stakeholders
in the ecosystem. Additionally, the potential for single
networks to scale over time, as well as the opportunities
and risks of interconnecting with other networks will also be
considered.

5. Business process re-engineering

Although the core processes of government savings
bond sales have already been designed from the first
Design Thinking workshop, they have been continuously
reengineered in response to participant feedback
for improvement in end-to-end processes. It will remain
vital for all participants to scrutinize every aspect, from
inception to completion, of the core processes, as they
are reengineered on an ongoing basis.
Improvements in business process efficiencies requires
blockchain-based solutions to enable participants
to reduce manual workloads, such as validation and
reconciliation. Solutions are required to deliver high level
of automation without compromising security to facilitate
new business processes.
Prior to moving to production, all participants of the
network will need to review their internal processes
and reengineer as appropriate in order to interoperate
effectively and securely with the blockchain network.
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Introduction

This proof of concept of DLT Scripless Bond project is just the first step that
paves the way for the journey in developing Thailand’s market infrastructure
for government and corporate securities markets in the near future.

The DLT Scripless Bond project has proven that
blockchain technology can drive the business
transformation of government savings bonds.
Its benefits and business values are shared across
stakeholders, providing improved transparency,
higher efficiencies and more effective management
of information.
Blockchain technology also brings a shifting paradigm
of ecosystem services and management. Preparations
for establishing the appropriate governance, business
and operating models for all stakeholders will be
initiated to encourage the expansion of business
networks and incorporate the emergence of new
technologies and opportunities arising from them.

To bring about lasting value, the effective collaboration
of related stakeholders is key. The contribution of all
participants is highly-valued and provides the industry
with greater understanding of business processes in
developing prototypes. BOT and market participants
together recognize there is much work ahead,
in order to overcome the challenges of implementing
a blockchain solution in the real world.
This proof of concept is just the first step that paves
the way for the journey in developing Thailand’s
market infrastructure for government and corporate
securities markets in the near future.
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02 | Glossary
08
Introduction
of terms
Term

Application Programming Interfaces (APIs)
Asset
Bandwidth
Block-size

Blockchain

Explanation

A set of clearly defined methods of communication between various
system components

A technical component in the Hyperledger Fabric business network

representing an equivalent object, tangible or intangible, in the real world
The maximum rate of data transfer across a given path

The volume of a block measured in the number of bytes

Blockchain is an immutable, shared digital ledger, that records transac-

tions between peers in the network through a chain of cryptographically
Certificate Authority
Channel

Classification of Financial Instruments (CFI codes)
Cloud

linked blocks that is distributed to member nodes in the network.

Entity that is assigned to issue, validate and revoke digital certificates

A private “subnet” of communication for two or more network participants
to conduct transactions privately

A global standard to define and describe financial instruments as a
uniform set of codes for all market participants

A set of shared pools of configurable computer system resources and
higher-level services that can be rapidly provisioned with minimal

Commit
Concurrency
Cryptographic
Distributed Ledger
Declarative access control
Design Thinking

management effort over the internet

The action to write a transaction record which confirms the respective
transaction to be final

The mechanism of more than one piece of computer programs to execute
not in order without affecting the final result

A technique or mechanism that enable communicating parties to
exchange information in private

Shared, replicated records of information that is distributed with
consensus

A mechanism to define how resources can be used in a descriptive way

A powerful approach to innovation and brand differentiation, focused on
creating experiences that delight customers. This provided a framework

to understand the use case and target users, define business hypotheses,
Double-spending
Endorsing peer

and create a minimum viable product (MVP) definition.

A potential flaw in a digital cash scheme in which the same single digital
token can be spent more than once

A specialized peer in Hyperledger Fabric which also endorses transactions by receiving a transaction proposal and responds by granting or

Go Language
Hyperledger Composer

denying endorsement. Must hold smart contract.

A programming language developed by Google in 2009 which is a
statically typed, compiled language in the tradition of C

An extensive, open development toolset and framework under the Linux
Foundation’s Hyperledger Project to make developing blockchain

Hyperledger Fabric
International Securities Identification Number (ISIN)
Issuance amount

applications easier

A blockchain framework implementation and one of the Hyperledger
projects hosted by The Linux Foundation

A code that uniquely identifies a specific securities issue
The aggregate sales value of the bond when it is issued
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Term
JSON
Kafka

LoopBack
Minimum Viable Ecosystem (MVE)
Node.js

On-premise

Glossary of terms

Explanation

An open-standard file format that uses human-readable text to transmit
data objects consisting of attribute–value pairs and array data types

A software platform developed by Apache Software Foundation which
provides a unified, high-throughput, low-latency platform for handling
real-time data feeds

An open source REST API framework Node.js framework which is
high-extensible

The minimum set of stakeholders in the ecosystem that should be
included in the pilot to be able to test out the concept.
An asynchronous event driven JavaScript runtime

A mode of system complex with software installed and runs on computers
on the premises (in the building) of the person or organization using the

Open source

software

A type of computer software whose source code is released under a

license in which the copyright holder grants users the rights to study,
Orderer

change, and distribute the software to anyone and for any purpose
Approves the inclusion of transaction blocks into the ledger and

communicates with committing and endorsing peer nodes. Does not
Ordering service
Organization
Peer

Proof of concept

hold smart contract. Does not hold ledger.

The ordering service packages transactions into blocks to be delivered to
peers.

Defined boundaries within a Hyperledger Fabric Blockchain Network

A component in Hyperledger Fabric which maintains ledger and state,
commits transactions and may hold smart contract (chaincode).

A realization of a certain method or idea in order to demonstrate its

feasibility or a demonstration in principle with the aim of verifying that
Prospectus
Prototype

Remaining amount
REST APIs

REST Server

Smart contract
Software Development Kits (SDKs)
SOLO
Transaction throughput
Zookeeper

some concept or theory has practical potential
The offering statement of a particular bond

An early sample, model, or release of a product built to test a concept or
process or to act as a thing to be replicated or learned from

The aggregate sales value left during the sales period of the bond

The Application Programming Interface that provides Representational

State Transfer (REST) protocol communication and data transfer capability
The component that serves as a centralized REST API service provider

Smart contracts are lines of code that are stored on a blockchain and asks
the blockchain to create, delete, modify or return the state of an asset.
A set of software development tools that allows the creation of
applications for a certain software package

Ordering service mechanism that is used by Hyperledger Fabric
developers during development time. It runs as a single node.

The number of transactions that can be conducted per second

A software developed by Apache Software Foundation that offer

centralized service for maintaining configuration information, naming,
providing distributed synchronization, and providing group services
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