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A8 White-label Smart Machine titelvig{Ussnaussiafiliuinisiadas White-label Smart

'
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Machine fiaufjuffisinuanmiiaannisujifiauysznmasuiaisuialssinalnedngoe
wininausinsifuguanudesnumalulagansauwna (Information Technology Risk)
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4.1 A1ANAAY
Tuuseneaduil

“WUsEneugIne” wueAudn guseneussianliiueug mliusznaugsia

n3luinTsLAes White-label Smart Machine sungmuedfgsyuunsgsedy

“IA389 White-label Smart Machine” vunea1u3n Ww3addldnnsatndily
FMTUANNEL 00UNRU YSEDNLERALRUAILVED NUSUIATTHIYEVS 0a01 U uANTBULaNIZAY

v a

%’aﬁnwsﬁamiaﬁ'mwwiauféuiwdaaiswiwq;ﬂﬁummwaﬁwu (Inter-institution Fund

[ YR ¥}
wd‘Ll =%

Transfer System) laidleaniensavianissey ved laisiudaniesdidnnseiindilvusnig

mulave 1Tpmue MsedanwalrassuIATHISYEYSaanTUNTEwRNIEAY

“LATe9BLANVIatind” wu1eAIILIN ANI0LAIIEMTURINGY na Uiy
visnugenduaunte NElduinisarunsanuiiunisldmenuedaednlud 1oy
LASRIDDULEUEABMLULIA (Automatic Teller Machine: ATM) LA3ae N IuansH LU

(Cash Deposit Machine: COM) in3ahnuasnouiuanssluss (Cash Recycling Machine: CRM)

“syuuleuduinedessenineglduinisuesszuy” (Inter-institution Fund
Transfer Systern) MangA3dn szuulouRuMELpE Ty lIUTMTessEUUMNUSENIA

ASEVSHNITABIINAIENITIIUUATEUUNTTT T2 E U8 TR ANAY

“maluladarsauna” (Information Technology: IT) ¥d18A31473

= i

walulaarsawnadidiunldlunisliuinisviednfiugsia Jarsaungquis doya
F8UUUUANIT (operating system) svUuU9U (application system) ssuugIuTeya
(database system) guUnsalnpufinmes (computer hardware) wazsyUULAT U BADANS

(communication) 1Tudy

“Prandassnunaluladansauwa” (Information Technology Risk: IT risk)
WNYANUIT ATIUELND1AATUIINAT LEALULAEANTAUNA TIZINENTENUADIZUUNID

nsufiRnuvesiUseneugsia Tiufmnudesiinaindeaneumislaues (cyber threats)

“SrUUNTBITUNMS LI NISAT 84 White-label Smart Machine” ¥18A77477
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AUsgnaugsniiesliimuusenia sun. 1mevaninaeinisiiugua
AMudssiiumalulaBaisauna (Information Technology Risk) AunQuIE3Ife
sruunItsriunazsioufoinundninasiulsznraduiidudiuse Tnsdeadalid
wlous 1nssu wisseleriTuFUadunsinwaasiuason fuveassuuiisessu
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(1) Msneanusiunslasnduvasszuuwesalnedaas (network security)

JalvifinnsfnerauiiuataendevesssuuinIevedoansvesisuy
spafumsiiuinisiaies White-label Smart Machine uazdayafifudauszuusiaingtn
Wetasdunisyunnudaduananunalaivasiarafinlu wasanunsasesfunsliuinisla
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(1.1) 2aNLUUSLUULAS BUN889a1509958UUNTDITUNISIIUSNI5LAS0Y
White-label Smart Machine ilanusiumilannie 8953089MsLUMENIEUUATBIEEaNS

YAITLUUNTD UNIWUINISHAT8 White-label Smart Machine 8803038 uuWAIaue@0a1saU

(1.2) dvlvidigUnsalsnwirnssiunsaensie wu firewall, intrusion detection

system, intrusion prevention system

(1.3) P5WiauRaNNTITEUURNTSUNISUINNSATaY White-label Smart
Machine flaansgvitimtamanasIsnsnlimulasndy waranunsolemuieanmunalsues

v¥U IP spoofing, man-in-the-middle attack
(2) nM3aruaNn1TLdas (access control)

folwiinsmuaumsthssuuisessumsiuinaiaios White-label
Smart Machine 8t133AnY 11U BIOS 4841383 White-label Smart Machine s¥uuUfdins
(cperating system) ¥UU4U (application) maamuqﬂnscﬁm?aﬂw%aaﬁ LLaqumfﬁ'ﬁ"ﬂm
Anusupsasndy elsarunsihimieiasuutasssuy insesile gunsal wiadeya
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(2.1) USHI59RNISENS NS0 9LaEASIADUNITEUT URIAUAIUENTD

finvual) leelviaenndosiundnmsiiansaumudndu (east privilege) saisinisnuvinu

ey
ar ol o o

wasUSuUgsdvidedeainane uazynATdnsUasuLUategeiiteddny

(2.2) Falilinsyuaunsmueu aiu wasdnldeusiarudmsuntsidids
LRSI
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(2.3) AnlviEinssrymaulasigauifmeuiuuvatedady (multi-factor

u

o o

authentication) dwiumaitfiame vy liauntdnsas (privilege user) W38nsnRa9N
\wiet1eszuzlna (remote access) viall nsgif lamnsodalilinsaudiumssang nlaluusszuu
wiegunsal sesdalilimsvesyiReniuiuiiiisunavesdilsznaugsia sauviadasaniiunis

Uszifiuanuides uwazdnivdnsmuaunnuideserafismenazivinggs
(3) ATTUTINTIANTIINITAIATTZUU (system configuration management)

Solwimarmunmnsgiunsinemiuasaandedus (minimum
security baseline) vasszuufisasunsliuinisiaias White-label Smart Machine agnsdimiaw
Juanednwaldnes wazaeainisinwiamiuiunalasassvesszuusinanlidenndos
fusnasgudifavun (security hardening) wialviiuladnsuudisessunsliuiniaiaios
White-label Smart Machine fnsinwmasiupsUaendenusnsguiiiun wu m3en
M38Uian BIOS weaLA%as White-label Smart Machine T¥ilnasvaende nsaeanlvdl
m3deafiunisys (boot) veaszuuUfiinisengunsalitlildsueynin mstanisléay
(disable) vamaulusunsuvderdnsilildldnu msdeeldinsdansosnsindedeasuas

nmsdeudenldlatuaugn wazmssianliinislestunisdlusteyaddgainviieninuidi
(4) nsshwanuduasuasaievastaya (information security)

FaltinissnwanuiunslaonioveloyadonAiednuIEAUTUAILAY
v890ya ATRUAgNTBYaiaYsEvInNsTudsiuiATete (data-in-transit) uazdeayaiieguu
yuLULaYEoTuinToya (data-at-rest) laveewlaasinsvinsviaeninfian (hard disk) ¥84
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(5) MsfanuguaszuuiaE sz lsieaneuvndlaUes (security monitoring)

FRIALNITRTITTURAL LI LA UBENIUNTA] WEDTEUUATIS U MUINIg
\#384 White-label Smart Machine fiauiiaund wu msfynludnuauedlsilamaunliawmin
(unplanned reboot) NsgniafslusunsuuanUaey uazn1sgnlaufiniaeiedieioans

(network attack) walviansniulewnnisaiiauniviessanaiumslauesleognviunisal

(6) NMFUINITINNTTVBIINIUAZAITNAGBULANTZUY (vulnerability

management and penetration testing)

NS Usziiurealnl (vulnerability assessment) U845 UUNTRISU
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msliUin1asas White-label Smart Machine atnstfaeilas 1 eds uazynadariimaBoundas
ad1afioddny Sruiedaliinnsmageuianssuy (penetration test) Ima@ﬁmmmﬁﬁ

e mdudasy egadyasounquITUUULALITULIAT BT BTN audeiuinTatie
deamensnsas (intemet facing) agnatioetlay 1 adq LLanJﬂﬂ%:d‘ﬁﬂﬂ']’iLUgEJULLUaGE}FJ'NﬁﬁEJﬁ’WﬁmU
Weanmudesdivedyivassuuiisesiumstivinaedes White-label Smart Machine a1aihy
ggsnavasmagnlasiinidluued uenand Fesdlidinszuaumavimsdamaifioudlotos
Tirimuogavmngamussdummidss Wy mafnsemrendudmiuudlaraddvd (patch)

Mdutlagiu msdiumsmanszuulivasndeinndatu msuSulgessuulfiRnisiviuade
() msdawiudayatuiinmansal (logging)

Infuuarasumudeyatiufinmanisaivesssuuitsesiunistiuinig
1383 White-label Smart Machine 1y Tufinn1sidndessuy (access log) wastuiin
M3aiuau (activity log) mmﬁyaLﬁuiagaﬁqndnaéwﬂaamﬁﬂ ielviideyatufinimnisal
finsuduiisame anunsnldfiemuuayaaaeusessesmsdiisar msldnussuuviedeya

susansalidundngiunisvigsnssumedidnvsednd
(8) n3inwANULiuAIUARANBYBATEY White-label Smart Machine

IAINTS L uAsUaRe N BUaes 89 White-label Smart Machine

sfvgunsalin3aviedeans wu router lneogaasfaaniiunig fail

(8.1) Uesfiun1siindan3es White-label Smart Machine uagaunsal
WS 9edes Medamsnmanzey Wwelsstumsigddesiivey wu nsdanslidauwese (port)

dufumagendegunsalililaldenu msmunumsTdamilusyduneia (port security) uag
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Smart Machine (pairing authentication) tetlasiunisdneiuanlaglildsuaugn

(8.2) muaumﬁm‘?ﬂﬂimeﬁm%aa White-label Smart Machine
FreAs Mtz a Lﬁ@{]aﬁﬁumﬁiJLﬁENR]’Iﬂﬂ’l'igﬂamﬁgﬂﬂ'ﬁuﬂiumﬁﬁdﬂixmﬁ (malware)
Wy MsfnddlUsunsutleatilaga (anti-virus) way malware (anti-malware) nsdndalusunsy
auesliianlusunsuiiidueyginvindufianmsavhanuuuiedes White-label Smart

Machine (whitelisting) 370U 3udsedssdninmuaanstesiu malware Iidulagdu

(8.3) HazuuwiafiougUssnaugsnadienies White-label Smart Machine
wingunsailATevudnans gnitndmenieninlaeiivey (physical attack) Lu 1ASe9
White-label Smart Machine gnila gninuse wisgnanssgunsaludantaes niagunsel

wsetedeansgnidensessgunsaliilildsueyan
4.3 n1svarauiun U iR uwann st
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