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This content is for general information purposes only, and should not be used as a substitute for consultation with professional advisors.

This document is made by PricewaterhouseCoopers Consulting (Thailand) Ltd. (the Entity). 

In this document, we may make reference to ‘PricewaterhouseCoopers’ and/or ‘PwC’. As the context requires, ‘PricewaterhouseCoopers’ and/or ‘PwC’ refers to one or 
more of the following; (i) the Entity and/or (ii) one or more entities of the PricewaterhouseCoopers global network. Each entity in the global network is a separate legal 
entity and does not act as an agent of any other entity.

Any reference to ‘PricewaterhouseCoopers Thailand’ or to ‘PwC Thailand’ is a general reference to one or more entities of the PricewaterhouseCoopers network in 
Thailand. 

In instances where a third-party service provider is referred to in this document, that party is an independent contractor and not a member of the 
PricewaterhouseCoopers network.

This document is not intended to create legal relations between us and is therefore subject to contract. 

The information in this document is confidential and proprietary to PwC and may not be disclosed to any third party or otherwise used by you for any purpose other 
than for evaluating the document.
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phansak.s.sethsathira@pwc.com

Phansak Sethsathira

Risk Consulting Partner, 

PwC Thailand

• Phansak is a Thailand Risk Consulting Leader, and responsible for Forensics, Financial Crime, and Risk and

Regulations. He has extensive experiences in enterprise risk management, strategic risk, operational risk, fraud risk,

and compliance risk.

• Phansak holds a MBA emphasis on Operations, Quality and Technology Management, and Marketing. He is also an

active speaker about risk management having spoken at several events and institutions including the Institute of

Internal Auditors of Thailand (IIAT), the Federation of Accounting Professions (FAP), The Securities Exchange

Commission (SEC), Bank of Thailand (BoT), Thai Institute of Directors (IOD), and many listed companies.

• He also prepared articles about good governance, digital trust, crisis management, data governance, GRC, fraud risk

management, and family business governance that were published in the press.
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How can we live in the world of worry
Nearly 40% of CEOs think their company will no longer be economically viable a decade from now, if it continues on its current path
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Volatility Uncertainty Complexity Ambiguity

Disruption

the action of preventing something, especially 

a system, process, or event, from continuing as 

usual or as expected

Source: https://dictionary.cambridge.org/dictionary/english/disruption

Brittle

Anxious

Nonlinear

Incompre-

hensible

Increasing regulatory 

requirements

New strategic risks, rapidly 

changing market developments

Growing public interest in 

companies’ business 

activities

Development of new 

technologies

Business model 

disruption

“Various external factors drive the need for an effective risk management capability linked to strategy”
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Enterprise Risk Management (ERM)
58% of Board members do not receive updates at every meeting on the amount of risk the company is taking
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Our risk perspectives
Don’t let fear drives your risk management
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Two sides of the same coin

Risk and performance issues can be addressed in an integrated way.

How can risk management add value to the business

Boards are demanding more focused and forward-looking risk analysis (hindsight, insight and foresight).

The importance of Chief Risk Officer

CROs are beginning to take their rightful seat at the top table of decision-making. CROs move from ‘gatekeeper’ to business partner.

The payoffs of being a dynamic

Dynamics cite significant payoffs, which range from faster progression through their journey to higher-than-

expected value in areas like better decision making.

Risk and Reward

Organizations need to be able to provide the rewards, recognition and involvement in key 

business decisions that will attract the brightest and best into the risk profession.
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An Enterprise Risk Management
Objective of ERM is to have “a broader view” of key risks.
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Enterprise Risk Management (ERM) is a structured and disciplined approach, applied throughout an enterprise, which is designed to identify and assess risks that 

may affect the entity, and to manage the risks to be within the entity's risk appetite, to provide reasonable assurance that the entity's objectives will be achieved.

Key risks is a risk that can generate significant impact to the organization such as eroding of competitive advantage, changes in market position, lack of or no successor 

for critical position.

Therefore, 10-20 key risks are expected from ERM exercise.
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Strategic Risk versus Operational Risk
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Operational risk Strategic risk

Description Risk that affect an organizations' 

abilities to execute its plan

The uncertainties and untapped 

opportunities embedded in your 

strategic intent and how well they are 

executed

Trigger from Mainly inside Inside and Outside

Areas Arise from errors, defects or 

omissions in process, IT or other 

systems

Strategy, business model, and external 

factors

Risk 

management

Typically managed from within the 

business

Assumptions testing, scenario 

planning, trend analysis, and war 

gaming

Agenda BUs, Risk management,                 

Internal Audit

Boards, C-suite
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Looking for risk in all the wrong places
One of Harvard Business Review (HBR) articles made an analysis and mentioned about a problem with managing risk
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Benefits of integrating risk and business performance
A comprehensive risk management allows senior management to assess the impact of risk management as well as 

opportunities to the business
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An integrated approach to risk and performance management leads to:

• Driving management to provide more transparency on both risk and performance

• More informed decision-making and efficiencies;

• Clear pathways to raise significant risks via escalation and reporting channels that are timely 

and insightful; 

• Enhanced assurance to the Board, Audit/Risk Committees, and the Management; and

• Exploit value opportunities and sharpen your competitive advantages.

Industry analysis

Business strategy

Organizational design

Competitive 

advantage

Direction
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Financial crime / Fraud risk
Financial institutions (FIs) are facing an increasingly complex regulatory landscape with new challenges associated with 

compliance, risk management and reporting.
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• Increased adoption of mobile banking, innovations in payments and acceptability of cryptocurrency globally 

have resulted in a significant growth in transaction volumes.

• Card fraud volume increased by 20% globally since 2017 with an estimated loss amount of:

860,000,000,000 Baht in 2019

• Global losses from payment fraud tripled from 2011 to:

971,700,000,000 Baht in 2020

• COVID-19 further exacerbated fraud, money laundering (ML) and terrorist financing (TF) activities due to:

➢ Surge in online payments during lockdown led to a spike in Card Not Present fraud;

➢ Increase in online real-time payments allowing fraudsters to have a level of anonymity;

➢ Job losses turning some individuals into money mules; or

➢ Surge in social engineering and cyber-crime as people working from home.
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Provide an independent 

assessment & 

assurance

Perform oversight and 

advisory to the BUs
Risk and control owners
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How to win the game
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Pic source: https://yoursoccerhome.com/

A good balance between performance and conformance

1st

Line
2nd

Line
3rd

Line

Information

Manager

Fans/Supporters
Data analysts

(Management)

(Shareholders)
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Many organizations applied the three lines of defense
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The debate gets hotter when a fraud or unwelcome incident is uncovered

Employees said

“management needs to responsible for 
this. It is their jobs!”

Management said

“Fraud and Internal audit teams 
have expertise. They have tools 
and techniques”

Fraud and Internal audit said

“We did not have enough 
manpower. We just made a random 
check. Process owner is the first line 
of defense”



PwC 15

Today’s Trend and Risk Landscape
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In this turbulent business environment, many executives find the need to revise and adapt their strategies and operating 

models at a rapid pace

79%

39%

of business & risk leaders 

report that keeping up with the 

speed of digital and other 

transformations is a 

significant risk management 

challenge

38%

75%

report that their risk function 

is not actively seeking 

external insights to assess 

and monitor risks

of leaders say that having 

technology systems that 

don’t work together is a 

significant risk management 

challenge

of business executive 

respondents say they are 

making better decisions & 

achieving sustained 

outcomes by consulting with 

risk professionals early

74%

22%

are increasing their 

spending toward adding 

technology and digital 

capabilities to the risk 

function workforce

of respondents are realising

benefits from defining or 

resetting risk appetite and 

risk thresholds

Source: PwC 2022 Global Risk Survey

Risk leaders want to enhance visibility into risks across their 

business, but are unsure of how to breakthrough current silos.

Developing a fit-for-purpose ERM program that adapts to the 

ever changing risk landscape is a constant struggle.
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Key questions to consider and the Board’s role to manage risks
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Bringing risk expertise through risk committee 

or risk experts in the organization

Oversight on roles and responsibilities and risk 

appetite

Conversation among risk and audit committees 

and senior management

Promoting risk culture

Supporting with adequate budgets for risk 

management activities

Improving risk information, reporting, data and 

analysis

Board’s role to manage risks
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How to achieve effective risk management 
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A culture across the 

organisation which 

supports: open and 

honest behaviours;

a risk-reward 

mindset; and fosters 

constructive 

challenge

Business strategy 

and decision –

making informed by 

risk appetite 

guidance on the risks 

that matter most at 

the group level

Forward- looking 

and real-time view of 

material risks, 

including predictive 

insights on future/ 

emerging risks

Risk management a

core capability for 

all leaders, supported 

by specialists who 

understand the 

business

Leading technology 

platforms to enable 

real-time view of risk, 

improved business 

decisions and high 

quality customer 

experience

Risks owned and 

managed by the 

BU’s which generate 

them, supported by 

the use of advanced 

analytics, risk models 

and tools

Key Principles: The business has primary ownership and accountability for understanding and managing risk, growth and return trade- offs. 

Risk functions provide support and challenge to the business in achieving these objectives and making decisions. 

Risk Appetite Risk Insights Leadership Technology BU Ownership Culture

An effective risk management operating model should be forward-looking in the management of all risks, while safeguarding the organisation through a robust control 

environment. It should be clear on the most material risks, who is accountable for them and provide some guard rails for managing them. 
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Material risk assessments prioritises Risk Types and 

apply an increased focus on emerging risk areas that 

have a substantive impact on a firm’s ability to meet its 

Base Obligations

Key Risk Fundamentals

Risk  

Methodology
4

Business 

Objectives
1

Requirement 

Inventories 
2

Policies & 

Procedures
5

Control 

Inventories
6

Risk 

Taxonomy
3

Fundamental Risk Elements

WHY do we need to manage risk?

HOW do we evaluate risk? 

WHAT do we use to mitigate risk?

Base Obligations

Base Risk 

Methodology

Base Measures

In addition to having these six Key Risk 

Fundamentals, robust ERM Frameworks also 

identify, define, and outline key Focus Risk Types.

7

Robust ERM Frameworks also Periodically 

Review, Refresh, and Ratify these Risk Elements 

at different frequencies.

Robust ERM Frameworks helps align Base Obligations, 

mature the Base Risk Methodology, and enhance the 

Base Measures as the business landscape and market 

evolves

8

Collection of controls to mitigate risks and 

meet business and regulatory objectives

Established guidelines to outline and 

direct firm operations and expectations

Standardised principles and approach to 

identify and evaluate risk

Comprehensive, common, and stable set 

of risk categories

Repository of rules, laws, and regulation 

expectations

Defined objectives to drive, support, or 

achieve business performance

18
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PwC ERM High level maturity model
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A journey to implement risk management at your organization

Cost

Value

Developing

ProactiveReactive

Potential high 

fixed cost base

Initial

1

2

Developed

3

Integrated

4

Optimised

5

Ongoing evolution in 

technology

Compliance with 

ERM Standards

Initial - Some Risk Management activities are in place, but processes are not formal and 

enterprise-wide. Significant improvements are required, this level of maturity is unlikely to be 

satisfactory to regulators or other stakeholders

Developing - Risk Management criteria in place but not consistently applied. Risk management 

activities are not always holistic and are focused on control oversight. Stakeholders will expect 

focus remediation activities in priority areas.

Developed - Risk Management Framework designed and broadly covers all components. Risk 

management processes and activities are not always communicated or embedded across the 

organisation. Stakeholders expect improvement opportunities to be addressed.

Integrated - Risk Management Framework is well designed and the business strategy and culture 

is appropriately reflected. All the fundamentals are in place and they’re fully embedded. Likely to 

withstand stakeholder scrutiny.

Optimised - Risk Management frameworks and processes are fully embedded, value-adding and 

proactive. The Risk function anticipates and is responsive to change.The function makes use of 

effective business partnering, off or near-shore delivery models and a drawdown pool of specialist 

resource. Efficiency benefits are realised while remaining ahead of stakeholder expectations.

1

2

3

4

5
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Introduction to Risk Culture
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An Overview of Risk Culture
Additionally, Culture is currently top of mind for senior management and its viewed as a critical risk area for companies to 

focus more on in order to execute their strategy, meet business objectives and manage their people and people related risks 

Q: Who is responsible? A: Everyone is!

Board of Directors

● Oversee if the organisation’s Culture aligns with its 

Risk Appetite when making a decision

Management / Supervisors

● Define and develop Risk Appetite and Strategy

● Translate expected behavior into Key Reinforcers, 

enablement, enforcement, deterrence, and reward

● Monitor behavior using Key Risk Indicators (KRIs)

● Communicate and update accordingly

Business Units / Functions

● Perform business processes and make decisions 

guided by the organisation’s Risk Appetite

● Manage risk levels to remain within boundaries

● Escalate concerns / questions to management

Asia Pacific CEOs see key challenges in 

their people experience and culture

Source: PwC: Engage with Clients: Challenges faced 

by CEOs across Asia-Pacific January 2023

About half do not often encourage 

debate or dissent, nor do they 

tolerate small-scale failures.

73% do not often make 

independent strategic decisions for 

their function or division.

Only 41% believe current employee 

behaviours are mostly aligned to 

company values and direction.

Culture is what people do repeatedly when no one 

is watching, i.e., in absence of controls to help 

guide individual or group decision making

Inadequate 

financial 

capability

Ineffective 

Competition

Biases & 

Heuristics

Economic 

Market 

Trends

Information 

Asymmetries

Regulatory 

and Policy 

Changes

Technological

Development

Culture & 

Incentives

Conflict of 

Interest

Drivers of Conduct Risk 

S
tr

u
c

tu
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s

&
 

B
e

h
a

v
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u
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E
n

v
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o
n

m
e

n
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Source: Financial Conduct Authority (FCA)

Conduct Risk arises from actions of an 

organisation or an individual that leads to adverse 

effect on market integrity, stability and customer 

relations

In
h

e
re

n
t
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How does your people strategy differentiate you and tie in with your overall business, operational, and compliance strategy?
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Heightened importance of Risk Culture

BenefitsA journey to building your risk culture

• There is forward looking risk 

management practices

• Using lead data for analysis

• Performing benchmarking to observe 

trends in the market

• There is appropriate governance, 

framework and policies

• Good understanding of risk culture and 

embeds monitoring

• Existence of tools and enables to 

support incident analysis and 

management

• Focuses on remediation activities

• Relies on past data / lagged information

• Adopts backwards looking risk 

assessment processes in the organisation

• Siloed risk management practices

• Largely a ‘tick the box’ culture / mindset

M
a

tu
ri

ty
 L

e
v
e

l

Transformation

Reactive

Proactive

Predictive
Achieve desired positioning, positive 

outcomes and better decision 

making at all levels within the 

organisation.

Minimizes actual and potential losses

that could hamper reputation of the 

organisation

Promotes open culture and 

continuous learning and 

improvement

• Existence of agile conduct / risk 

culture framework

• Strong advocate from Board and 

Senior Management that encourages 

new ideas, solutions and fostering a 

culture to continuously learn

• Dynamic monitoring in place

• Applying predictive methodologies to 

forecast future events

• Aims to prevent the likelihood of a 

breach via early warning signals / 

indicators

• Data driven organisation with 

reliable, recent, accurate and 

meaningful data

• Usage of data & analytics to support 

decision making processes

• Actively engages employees in risk 

identification improvement ideation
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Sustainable
Security

Behaviours

Security 
Governance and 

Compliance

Cyber Threat 
Assessment

Cyber
Crisis

Response

● Promotes ‘best fit’ candidates in hiring, 

review, compensation, and promotion 

processes for a positive work 

environment

● Ensures a people centric business model 

that sets clear expectations, offers 

opportunities to build skill-sets, and 

provides additional support

● Company incentive policies are aligned to the organisation's code of 

conduct

● There is transparency in the way people are rewarded for the work

● Potential conflicts are known and discussed

● Formal and informal mechanisms through 

which behaviour is reinforced and 

consequences are managed

● People take personal ownership and 

accountability for managing risk in their day 

to day roles and decisions

● Stern stance is taken as cases warrant

● Board and senior management form a  

clear approach and structure to oversee 

culture within the organisation

● Senior management proactively monitor 

how culture drives the organisation and 

strive for continuous improvement

● Clear link between strategy, purpose, values, 

behaviours and risk objectives

● A strong and consistent “Tone from the top” 

that aligns with objectives

● Case of “Leading by example” and how 

leaders at all levels role model positive 

behaviour and commitment

● Non-hierarchical and open sharing of info across levels to to create 

awareness and promote a positive organisational culture

● Feedback (+ & -), key actions in response, and progress against them 

are highlighted

Core Competencies of Culture Management
Six different components that make up Culture Management

Communication

Leadership Talent Management

Incentivisation

Accountability

01

02

03

04

05

06

Governance & 

Organisation
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Key takeaways
It’s about time to rethink about your risk management
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• Link risk management into strategy.

• Focus on the things that matter.

• Speed of escalation in anticipating and mitigating risks.

• Transforming disparate data into meaningful information. Use data to help ensure risk 

system is dynamic.

• Start with a deeper assessment of risk and reward across your organization.

• Communicate with relevant stakeholders.

• Build a productive risk culture.
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