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“ส่งเสริมและสนับสนุนให้เกิดการใช้ประโยชน์ข้อมลูส่วนบคุคลอย่างปลอดภยั

และสอดคล้องตามมาตรฐานสากล”

Data ControllerData Subjects Data Processor

Data Collection

Data Storage

Anonymization / 
Pseudonymization

Data Analytics



Lawfulness of 
Processing

Data Security



Lawfulness, Fairness 
And Transparency

Purpose Limitation Data Minimization Accuracy

Storage Limitation Integrity and 
Confidentiality

Accountability



It is all about standards!

GDPR (2018) ISO/IEC 27701:2019 NIST PRIVACY 
FRAMEWORK 1.0 

(2020)

CIPP/A



PDPA Checklist Data Subject Access Request

Data Breach Notification

Data Processing Agreement

Cross-border Data Transfer

Data Protection Officer

Tone from the Top

Privacy Policy / Notices

Consent Form

Record of Processing 
Activities

Special Categories / Lawful 
Basis / Risk Assessment / 
Security Measures / 
Retention Policy







Council

Executive Responsibility
General Purposed 
Committee

Data Protection 
Officer (DPO)
Internal Compliance
Information Compliance 
Team

Heads of Department 
(or equivalent)
Department Compliance

Other processing for a 
University purpose
Individual Responsibility

Tone from the Top



หน้าที'ในการแจง้การ
ประมวลผลขอ้มลูสว่น
บุคคล
(Privacy Policy and 
Notices)

Purposes and Lawful Bases

Conditions of Services

Types of Data and Retention Periods

Transfer of Data

Contact Details

Data Subject Rights















Consent Forms

CONTRACT CONSENT SENSITIVE DATA



Eric J Johnson, Steven Bellman & Gerald L Lohse, Defaults, 
Framing and Privacy: Why Opting In-Opting Out, 13 
MARKETING LETTERS 11 (2002).



Eric J Johnson, Steven Bellman & Gerald L Lohse, Defaults, 
Framing and Privacy: Why Opting In-Opting Out, 13 MARKETING
LETTERS 11 (2002).



หน้าที'ในการเกบ็บนัทกึรายการ
ประมวลผลขอ้มลูสว่นบุคคล
(Record of Processing Activities)

Types of Data

Purposes

Controller Details

Retention Periods

Right and Process to Access

Lawful Bases

Reasons to Reject

Security Measures



Records of Processing Activities

Descriptions Collection Storage Usage Transfer Disposal

Access 
Control

Encryption Availability Backup Recovery Data 
Subjects’ 

Rights



Data Risk Level

Low Limited adverse effect

Moderate Serious adverse effect

High Severe or catastrophic adverse effect



Data Classification

DATA POLICY DATA 
DISCOVERY

DATA 
PROLIFERATION

DATA RISK 
LEVEL

DATA 
PROTECTION



Data Discovery

Assets Processing 
Activities

Entities Vendors



Lawful Basis for Processing 
(GDPR, Art.6) 

ฐานการประมวลผลขอ้มลูสว่นบุคคล
(มาตรา 24 )

Contract

Consent 

Vital Interest 
(To protect health and life of data subjects and third persons)

Legal Obligations 

Public Task
(Usually cases of public authorities) 

Legitimate Interest
(Must be balanced between controller’s interest and data subject 
fundamental rights) 



Legitimate Interest Assessment (LIA)

มาตรา &'

Identify a legitimate interest

purpose
necessary to meet the purposes

Legal basis

Necessity test

Important?
No other way?

Balancing test

Expectation of others
Value-added?

Negative impact?



Data Subject Access Request

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-of-access/

วตัถุประสงคแ์ละฐานการประมวลผล

ประเภทขอ้มลูทีSใช้

ผูร้บัขอ้มลูสว่นบุคคล

รายละเอยีดของประเทศทีSสง่ขอ้มลูรวมถงึมาตรการทีSใช้

ระยะเวลาในการจดัเกบ็ขอ้มลู รวมถงึหลกัเกณฑท์ีSใช้

สทิธขิองเจา้ของขอ้มลู รวมถงึ การเขา้ถงึ, แกไ้ข, ลบ, ระงบั, คดัคา้น, โอน และถอน

สทิธใินการรอ้งเรยีนยงัสาํนกังาน

แหลง่ขอ้มลูตน้ทาง

การประมวลผลอตัโนมตัิ

หนงัสอืรบัรองการประมวลผล

สาํเนาขอ้มลูสว่นบุคคล

ขอ้มลูเพิ<มเตมิ



Data Subject Rights
Right to withdraw 
consent Right to be informed Right of Access

Right to Rectification Right to Erasure Right to Restrict 
Processing

Right to Data 
Portability Right to Object

Right in Relation to 
Automated Decision 
Making and Profiling



Data Breach Notification

https://www.pinterest.com/pin/569916527837730891/



Data Processing 
Agreement Data 

Controller

Data 
Processor

Processing 
only if 
instructed

In the case of 
security 
incident

Prompt 
notification

To what extent
personal data will be 
processed and what if 
there is an accident?



สง่หรอืโอนขอ้มลูสว่น
บุคคลไปยงัต่างประเทศ 
(Cross-border Data 
Transfer)

Transfer

BCR (Binding Corporate Rules)

SCC (Standard Contractual Clauses)

Transit



Roles of DPO

Cooperation With Data Protection 

Supervisory Authority And Other 

Stakeholders

Advisory Activities Monitoring Compliance With The 

Data Protection Framework And 

Internal Regulations

รกัษาความลบั

GDPR, Article 39
PDPA, Section 41



Board/Audit Committee

Senior Management

1st Line

IT

Operation/Business Units

Human Resources

Chief Data Officer

2nd Line

Risk Management

Financial Control

Compliance

Data Protection Officer

Chief Information Security Officer

3rd Line

Internal Audit

DPO as 2nd Line of Defence Model

REGULATORS

EXTERNAL AUDIT

https://www.eciia.eu/wp-content/uploads/2019/11/GDPR-and-corporate-governance-ECIIA-FERMA.pdf

https://www.eciia.eu/wp-content/uploads/2019/11/GDPR-and-corporate-governance-ECIIA-FERMA.pdf




Recruitment (Online Application)

Contact details Eligibility to work in 
the country Roles or Position

Level of Education
Username and 
password for the 
online platform

How you heard 
about the Company

Relatives or friends 
at the Company

Current Work with 
the Company

Work experiences 
with the Group



Recruitment (Voluntary Basis)

What type of 
employment you 
prefer;

When your 
available start 
date is;

Work availability 
such as 
weekends, early 
shift, etc.;

What percentage 
you are willing to 
travel;

Whether you are 
willing to 
relocate;

Work 
experience: job 
title, company, 
location, 
description, 
references from 
previous 
employers;

Education: 
school or 
university, 
degree, field of 
study, overall 
result (GPA);

Skills;

Websites 
(http://);

Proof of 
academic title;

Other 
information 
about yourself 
that you provide 
in a CV;

Whether you 
would like to be 
considered for 
alternative 
positions 
(options yes/no);



Recruitment (Job interview)

Functional/technical and personal 
skills, past experience and 
performance relevant for the 
aspired position, career 
aspirations and plans;

Other information that you 
provide upon request around your 
expected employment benefit 
package, including (base) salary, 
short term incentive, long term 
incentive, options, car allowance, 
expense allowances, pension 
schemes, healthcare benefits and 
other employment benefits;

Further information you may 
decide to disclose, such as 
interests, your interest in the role 
or working, how you currently 
work and collaborate with others, 
development areas, etc.;

Information as observed by 
interviewers in any such interview, 
such as communication style, 
tone, engagement, personality 
traits (curiosity, creativity, etc.), 
team working, collaboration, 
leadership skills, and management 
skills to the extent apparent from 
the interview and relevant to your 
recruitment.

Information as collected by your 
interview panel and compiled into 
a Candidate Evaluation Scorecard 
including technical capabilities, 
personality traits (curiosity, 
creativity, etc.), confidence to hire 
and leadership capability (where 
relevant) to assist the talent 
selection process.

Information as collected during an 
assessment or test as well as a 
business-related simulation.



TDPG2.0

Data 
Classification

Data Policy

Data Discovery

Data Proliferation

Data Risk Level

Data Protection
Special Categories 
/ Sensitive Data

Lawful Basis for 
Processing

Contract

Consent

Vital Interest

Legal Obligation

Public Task
Legitimate Interest

Controllers & 
Processors

Duties & 
Responsibilities

Data Processing 
Agreement

User Requests

Government 
Requests

DPIA (Data 
Protection 
Impact 
Assessment)

Cross-Border 
Data Transfer

Anonymisation



TDPG3.0

Marketing & 
Sales Data Analytics Human 

Resources

Sensitive Data IT Department Procurement

Investment Bank



PDPA - Public Hearing Group 1

Consent Privacy Notice Special Categories

Cross-border Data 
Transfer

ROP / DSAR / 
Breach 
Notification

Security Measures

Data Protection 
Officer Complaint Process



แผนงาน

Existing Rules & Policies Processing Activities Rules, Policies & Forms Training



Chula Data Protection Program 2020-2021
Privacy by Design
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Data Protection Officer

Assign key roles and 
responsibilities for 
privacy management

Personal Data Review

Identify & locate all 
PII and its 
prioritization

Privacy Enquiries & 
Complaints

Establish processes for receiving 
and responding to privacy 
enquiries and complaints

Monitor & Review

Measure our 
performance against 
this privacy plan

Reporting Mechanism
Ensure senior management 
are routinely informed 
about privacy issues

Data Flow & Mapping
Develop & maintain 
processes around PII 
collection

Right to Access & 
Rectification

Establish processes for data 
subjects to promptly and easily 
access and correct their personal 
information

Breach Response Plan
Create a data breach 
response plan

Privacy Policy & Training
Ensure staffs 
understand their 
privacy obligations 
and roles

Implement Risk Management
identify, assess and 
manage privacy risks 
across the business

Compliance Documentation
Document compliance with 
privacy obligations, including 
keeping records on privacy 
process reviews, breaches and 
complaints

Audit & Adjust
Use the results of 
evaluations to 
improve privacy 
processes

PROJECT
START

Q3
Tone from the Top

Q4
Records of Processing 

Activities

Q1
DPO Framework

Q2
Monitor & Review



Q/A

piyabutr.b@chula.ac.th


