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API Specification

Provider API BOT API
+ E‘= 443, 33001 =
2 B8 e —
1 o e o :

Micro Services
i 26 oy
+ E((;)) 443 {e}
o API Key Certificate Externet ‘ Storage

3

Encrypted Data Response

Extranet API
Gateway

sUuuy APl 2asswIasuhlszinelng

mﬁumaunwﬁwmuiumn%au@iaszmwaaﬁmﬁ"m"ﬁayaﬁ'u FASHIdsEInd lne (5UN.) HI%
5211 Data Acquisition and Publication (DAP) API asiansiase Certificate fisusoalag Trusted
Third-party Certificate Authority (CA) MiHmMan@sgIuduauLaaasiy (18027001) T9fagiiusassu
Certificate aonlag USwn no@aavia lad $11@ (Thai Digital ID Co.,Ltd. — TDID) uaz INET (Internet

Thailand) 19% Certificate Authority 81 2al#@ada sUnN. a29%In

v & U ¥ o v o [ 1Y . A o & A
I@Umiawa;&auu ;daoﬁ]z@laammslmwa"lwmjagamsJ Library 11119 5UN. Wi BaLiln
M IRaTayaLLY RSA WAz AES256 lagau1Tnasilyaa Library H1unnemsin BOT Website

(URL : https://www.bot.or.th/th/our-services/data-acquisition-publication/da-and-standard/data-

submission-dmsdalregistration-dap-juristic.html)
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A ¥ A
318019 API Ylelﬁ‘]J‘Sﬂ'l‘i

Environment Channel URL

Production Internet https://gateway-mtls.api.bot.or.th

Extranet https://gateway-extranet-mtls.api.x-bot.or.th

IWT Internet https://gateway-mtls-iwt.api.bot.or.th

Extranet https://gateway-extranet-mtls-iwt.api.xtest-bot.or.th

API Endpoint ‘ Internet Extranet

API — DA Submission Requirement

/dap/da-submission-requirements

/

/

API| — DA Submission Validate

/dap/da-submission-validate

/

/

API| — DA Submission

/dap/da-submission

/

/

AP| — DA Submission FASP Ticket

/dap/da-submission-fasp-ticket

AP| — DA Submission FASP

/dap/da-submission-fasp

API| — DA Submission Logs

/dap/da-submission-logs

API| — DA Submission Error Log

/dap/da-submission-error-log

API — DA Cross Validation Groups

/dap/da-cross-validation-groups

API — DA Cross Validation Logs

/dap/da-cross-validation-logs

API — DA Cross Validation Error Log

/dap/da-cross-validation-error-log

API — DP All Published Reports

/dap/dp-all-published-reports

API — DP Published Reports

/dap/dp-published-reports

AP| — DP Report File

/dap/dp-report-file

API — DAP BOT Public Certificate

/dap/dap-bot-public-certificate
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ll. Authentication (ﬂ’liﬁﬁ%ﬁﬁ")m%)

Tuns5anld APl asdnIdasaiunisanzidon inuszuy BOT API

® Production : https://portal.api.bot.or.th

® |WT : https://portal-iwt.api.bot.or.th

1. Certificate: 1UTUTAIBLANNTORNA LN HUIUAIAWINTWOIANIHUITILA LaaINzLTuwny
321y BOT API

2. HTTP Header: HTTP Header 7ile3ua1nn1sasnzifion BOT API tial#luns Request API

® Authorization

- handler =
handler.ClientCertificates.Add
handler.5=1Protocols = S=1Pr

HttpClient client = HttpCli

client .[EFEUltREQUEE.tHEEII'.?EFS Add e
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System Requirement

Operating System

® \Windows Server 2012 — 64 bits

® |inux Version ﬁl Support .NET Core 3.1 WHuduly

Hardware

e RAM lidnin 16 GB

Vo EXX o a 2 ~ Y
® CPU Vl,m’m’n Dual Core 1.8 GHz (Yld%"ll%ﬂ%lﬂll YN mINwu% Server Gﬁdadﬁﬂiwiﬂ’ﬁm{l,%

LANNZRY)

Software

® Library “DAEncryptionLib.dIl’ ATUN. IBLWILW BOT Website https://www.bot.or.th/th/our-

services/data-acquisition-publication/da-and-standard/data-submission-dmsda/registration-dap-

juristic.html (fniunaidana Wsiausstaya)

Network

® |nternet

©)
©)

Port 443

& %30 Production 14 URL: gateway-mtls.api.bot.or.th %daﬁuﬂiﬂ Resolve DNS Name
l¢a1n Public DNS Domain

§193U IWT 19 URL: gateway-mtls-iwt.api.bot.or.th $9813130 Resolve DNS Name ‘léf
91N Public DNS Domain

WINLA304 Server %@%ﬂé@hdﬂi&ﬂﬂﬁ@%ﬁd P 1iNa 1w sUn. Guiiun1arin White

List

® Extranet

Port 443

o o o 4 4

& %31 Production 14 URL: gateway-extranet-mtls.api.x-bot.or.th 5311 Client Machine
duaas fix host Va3 gateway-extranet-mtls.x-api.bot.or.th 143 1P Address

192.168.197.156
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o o o , , 4 oA .
O &w3u IWT 1% URL: gateway-extranet-mtls-iwt.api.xtest-bot.or.th 53N Client Machine

duudag fix host Va3 gateway-extranet-mtls-iwt.api.xtest-bot.or.th 1185 1P Address

192.168.197.152

5. Bandwidth

®  RONUBNILIWAIINDIUILLAUVUNA Bandwidth maam%aﬂhmnn;d”lﬁu‘%mﬂﬁl,ﬁmwaﬁ'uﬂ%mm

PaNaN

U

naaluds sun. uazaoUARNALIZULNUEL Y BassmTumMTIn

® @la19iizunns Bandwidth LLﬂzL’]ﬂﬂ%ﬂ'ﬁﬁG“ﬂ/a%lﬂ 1 lef§I(ﬂil(?’]'ﬁ’mLﬂ%ﬂ?iﬁd“ﬂ/a%lﬂﬂ’]ﬂlﬁ

A o X
Sauluaat

O File Size 1 GB

L ' . a X ' )
%&I’TUL%@' : nitﬁmmwagamwﬁaama Internet LIRIBNILWNYUANANNKRBILUUUDI Traffic

Tumuzin
Bandwidth Estimated File Transfer Time (Minutes)
FASP Normal (TCP)

1 Mbps 144 144.8
2 Mbps 71.7 72.5
10 Mbps 14.3 15
15 Mbps 9.6 10.2
20 Mbps 7.2 7.8
100 Mbps N/A 1.6
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V.

1.

Sequence Diagram

DA Normal Submission

API Normal Submission

% Encryption BOT API
Provider Library Internet/Extranet
| | I
I | I
| Prepare Data | |
| |
— | |
I I I
| Processed Data |
>

| | I
| Encrypted Data | :
I | I
I Validate Meta Data ”IL API Submission Validate
| |
| ! I
I 5% = - = - - 400Bad Request _ _ ___ 1
I I I
I 200 OK |
(i " TT oo 1
| _ | |
I Submit Data (Encrypted) H APl Submission
[ | g
: : | Processing
| | «
| | I
I 400 Bad Request |
I XK =mmmmmm s el 1
I I |

_____ Reference Number |
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2. DA FASP Submission

API FASP Submission

.J- APl Submission FASP

|
| Processing

% Aspera Encryption BOT API Aspera
SDK Library Internet Only Server
Provider

| I T | I
| I | | I
| Prepare Data I | | I
: I | | I
I | | I
| | | | I
I Processed Data b| i [
| I | | I
I Encrypted Data I I |
[ ol L Sl r===-=---=- 9 | I
| I | | I
| Start Aspera SDK I'-l | | |
| I | | I
| ' : | | I
l Get FASP Ticket | pH APl Submission FASP Ticket ||
| I | | I
| 400 Bad Request | I |
| Xommmmmm - - it |====----- 1 |
| | | | I
. FASP Ticket _ |_ _______. ] |
| I | | I
Start Transfer | | | |
g | | I
l I Ti If fil l

| I ransfer file
I | | ’JI

| 1

Submit FASP Meta da I I
I
I
I
I
I
I
I
I
I
I
I
1
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3. DA View Submission Logs

Organization

API| Submission Logs

Encryption
Library

BOT API

Get Submission ths with Criteria

——— 7=

|
Submission Logs List

I
Get Error Logs
By Reference Number

APl Submission Logs

¥ __

Error Logs File

400 Bad Request

|
Decrypt File |
|

Decrypted File

T AT T T A

N S

Frocessing

Data Acquisition & Publication API Specification
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4. DP Download Published Report

API| Published Reports

Encryption
) Library BOT API
Provider
I [ |
| Get Published Report |
| with Criteria! h:- API Published Reports
| I
I I |
Fublished Reports List
oo
I Reference Number HL API Report File
I I |
I I | Processing
I I : |
I I
I I |
| 400 Bad Request |
I >< I |
I T |
Report File (Encrypted
< - - ReportFile Encrypted) |
I I I
| Decrypt File | |
I |
Ii Decrypted File :
I |
I I
I |

Data Acquisition & Publication API Specification
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V. API - Information

NoRLBEANILTIN% BOT API Lﬁaslﬂumsﬁ'ail”agamﬂ'ﬁ:uu Data Acquisition

Require Field Description

® M: Mandatory field.
® (C: Mandatary field with condition.

® (O: Optional.

1. API - DA Submission Requirement

API ﬁm%’umu‘%ungs’]sazuﬁé‘miumsa’wmLL@iazmﬂ’am AAUNALRITONANIET TUN. G2

_— U

A A

U
IWRTATDYA I@]alvl,&if{i’]Lﬂuﬁaal,‘%'mnﬂﬂ%'aﬁauda (BunnydindasnIdwmIaTadaa)

® HTTP Method:

HTTP Method GET

® Response HTTP Status Code:

Code ‘ Description

200 OK (Success)

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests

500 Internal Server Error

® Response Body

Description Example

Dataset.Id String 20 Sﬁ'a"q A aya DS_000006
Dataset.Name String 500 %a“q@"ﬁaga Data Entity Account
Detail
Dataset.Description String 500 | Mwaziduazadays Toyanuaziduaay N
Dataset.Abbreviation String 20 %a ] aqmﬁaya DER_CACD
Dataset.SubjectArea.ld Integer TRRRIT DU aua 99999

14
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Dataset.SubjectArea.Name String 500 %aﬁ’;"ﬁa‘*ﬁaga RDT Credit
Dataset.SubjectArea.Description | String 500 | Moazldwaiitatays iagaaw,‘?j{a
Dataset.EntityGroup.ld String 20 TR Entity Group EN_000001
Dataset.EntityGroup.Name String 500 %a Entity Group Account
Dataset.EntityGroup.Description | String 500 NuazLdua Entity Account
Group
Dataset.Granularity.ld String 20 W‘"ammﬁmaalﬁa‘*ﬂ”ﬂya MT
Dataset.Granularity.Name String 500 %aﬂmuﬁm a\‘iL‘L{a“ﬁa;ila Monthly
Dataset.Frequency.ld String 20 ﬁﬁammﬁmsdﬁaga MT
Dataset.Frequency.Name String 500 %ammﬁim‘iﬁ%dﬁaya Monthly
Dataset.Security.Id Integer vaawlseanudays | 9
Dataset.Security.Name String 500 %ammﬂaa@ﬁ'ﬂﬁaya Certificate
Provider.ld String 40 TAFBIANT 999
Provider.Name String 500 %aaa inT Example Bank
Provider.NameTH String 500 %aaa Snsasn bng SUAINAFAL 31NA
EffectiveDate DateTime TufSudu 2022-01-01T00:00:00
EndDate DateTime Tuifuge null
[
{
"Dataset": {

"ld": "DS_000006",
"Name": "Data Entity Account Detail",
"Description": "ﬁagm’mauﬁmﬁ’m‘,mﬂ“,
"Abbreviation": "DER_CACD",
"SubjectArea": {
"ld": 999,
"Name": "RDT Credit",
"Description": "ﬁagaﬁm‘%"a"
2
"Granularity": {
"ld": "MT",
"Name": "Monthly"
2
"Frequency": {
"ld": "MT",
"Name": "Monthly"

15
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3
"Security": {
"Id": 9,

"Name": "Certificate"

2
"Provider": {
"ld": "999",
"Name": "Example Bank",
"NameTH": "SU101INaRaU Fna"
I3
"EffectiveDate": "2022-01-01T00:00:00",
"EndDate": null,

1l

® Sample Code:

client.GetAsync("hittps:// rfpartner/da

16
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2. API - DA Submission Validate

API 83Ul Tl1n139379 Meta Data nawfzasToyar1% APl — Submission

® HTTP Method:

HTTP Method POST

® Request Body:

Data Require

Description

Example

Length

datasetld

String

40

TARTATDNA
9 U

DS_000006

measurementPeriod

DateTime

fuﬁmaaamﬁm&a

2021-06-30T00:00:00

submissionType

String

‘]h:l,ﬂ“/]ﬂﬁ‘idd"ﬁ’a%la

A

® A — Adjustment

® N — Normal

adjustReasonld Integer C iﬁamqwa“ﬂadmi null
Adjustment
® 1 — Incorrect
data reporting
® 2 System
error
® 3 — Customer
request
® 4 — Auditor
request
® 5-BOT

request

adjustSubject String 500 C WaTaradmy wi Country to Invest

Adjustment

adjustContent String 4000 C Wan11adns wi Country to Invest

Frynaafi 12345678
970 GR il GB

Adjustment

17
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® Response HTTP Status Code:

Code Description

200 OK (Success)

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests
500 Internal Server Error

® Sample Code:

o bj =
datasetId =

measurementPeriod Jat 821, 6, 38),
submissionType =

rt.serializeObject( }» Encoding.UTF8, “ap

response = client.PostAs

StatusCodel}( Jres .StatusCode
string

18
Data Acquisition & Publication API Specification



3. API -DA Submission

API ﬁﬂ%?ﬂlﬂ%ﬂ’l‘iéﬂfl’agaﬁ’sﬂ HTTP Protocol (multipart/form-data)

® HTTP Method:

HTTP Method POST

® Request Form Data:

Data

Length

Require

Description

Example

file File M "LWﬁﬂTa;ilaﬁ@Taamida
datasetld String 40 M WRTATEYA DS_000006
measurementPeriod | DateTime M j"uﬁmaaamifaqﬂa 2021-06-30T00:00:00
submissionType String 1 M Uszinnmdsdays A
® A — Adjustment
® N - Normal
adjustReasonld Integer C iﬁamqwa“ﬂadmi 1
Adjustment
® 1 — Incorrect
data reporting
® 2 System
error
® 3 — Customer
request
® 4 — Auditor
request
® 5-BOT
request
adjustSubject String 500 WataradImy Adjust wi Country to Invest
adjustContent String 4000 Lf:a%'l"lladﬂ’ﬁ Adjust wi Country to Invest
Frynaafi 12345678
97N GR 1ilu GB

Data Acquisition & Publication API Specification
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® Response HTTP Status Code:

Code ‘ Description

200 OK (Success)

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests

500 Internal Server Error

® Response Data:

Data Type Data Length Description Example

Reference Number long L8 Reference lumida"lﬁ]a&a 12345

Body JSON Example

12345

Sample Code:

JAdd(sc, "fi
.Add(
.Add({
LAdd(

response = client.PostAsync("https:// fp n", mc};

{response.5tatusCo
response.Content.ReadAs5tringh

20
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4. API - DA Submission FASP Ticket

AP dnwiulElun1sva Ticket LNadITaYAHUN1 Aspera (Protocol FASP- File Transfer

Aspera) (** L3N 289N Internet L1N1b)

® HTTP Method:

HTTP Method POST

® Request Body:

Data Require Description Example
Length
datasetld String 40 M WaTATaYS DS_000006
measurementPeriod | DateTime M fuﬁomﬁaga 2022-01-31700:00:00
submissionType DateTime M Uszinnmdsdays A
® A — Adjustment
® N - Normal
adjustReasonld Integer C iﬁamqwa“ﬂadmi 1
Adjustment
® 1 — Incorrect
data reporting
® 2 - System
error
® 3 — Customer
request
® 4 — Auditor
request
® 5-BOT
request
adjustSubject String 500 C WataradImy wi Country to Invest
Adjustment
adjustContent String 4000 C Lf:a%'l"lladﬂ’ﬁ wi Country to Invest
Adjustment frynaafi 12345678
97N GR 1ilu GB
fileName String 200 0 Fo'lns null
fileLocation String 500 (0] “ﬁla%i"ﬂa\‘ivl,wguu Aspera | null

Data Acquisition & Publication API Specification
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Request Body JSON Example
{

"datasetld": "DS_000006",

"measurementPeriod": "2022-01-31T00:00:00",

"submissionType": "A",

"adjustReasonld": 1,

"adjustSubject": "w o Country to Invest "

"adjustContent": "Wrila Country to Invest E%'tylty’na“nﬁ 12345678 910 GR il GB",
"fileName": null,

"fileLocation": null

}

® Response HTTP Status Code:

Code ‘ Description

200 OK (Success)
204 No Content
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
429 Too Many Requests
500 Internal Server Error

® Response Body:

Description Example

transfer_specs Object An array of transfer specifications
Array that are allowed by the specified
tokens.
transfer_spec Object The transfer specification.
paths Object Array of JSON objects containing
Array source and, if specified, destination
paths.
source String The path for the source file or
directory, relative to the source root.

22
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destination

String

Destination path for the file or
directory that is being transferred,
relative to the destination root. If no
destination is specified, the content

is transferred to the destination root.

source_root String The source root directory of the files.
destination_root String 500 The destination root directory. /DataFileAP1/249549
token String The token string. ATM3_AEAO2fsqmQJjW3E
KWaNw7EcSaE_9RtWYYIP
kL_leHuPmrAAHzdOdwBR
6iAKODh21161t0_3MTA
direction String For uploads, the value is send.
cipher String The weakest cipher that is allowed aes-256
for the transfer.
Tags Object Tags. null
rate_policy_allowed | String The most aggressive rate policy that | fixed
is allowed for the transfer.
rate_policy String The congestion control behavior. fair
target_rate_kbps Integer The desired speed of the transfer, in | 100000
Kbps.
min_rate_kbps Integer The minimum transfer rate, in Kbps. 0
remote_host String IP or fully qualified domain name of apift-iwt.bot.or.th
the remote server.
remote_user String The system user that authenticates johndoe
the SSH connection for the transfer,
derived from the request
authentication method.
sshfp String The node's SSH fingerprint, if it is null
configured in the node's aspera.conf.
ssh_port Integer The server's TCP port that is 33001
listening for SSH connections.
FASP® initiates transfers through
SSH.
fasp_port Integer The UDP port for FASP to use. The 33001

default value works for most
situations; however, it can be
changed to satisfy firewall

requirements.

Data Acquisition & Publication API Specification
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http_fallback Boolean If set to true, the transfer attempts false

an HTTP or HTTPS transfer if FASP

transfer errors.

https_fallback_port | Integer The port that is used for HTTPS 0

transfers.

Response Body JSON Example

{

"transfer_specs": [
{
"transfer_spec": {
"paths™: ],
"source_root": ",
"destination_root": "/DataFileAP1/249549",
"token":
"ATM3_AEAO2fsgmQJjW3EKWaNw7EcSaE_9RtWYYIPkL_leHuPmrAAHzdOdwBR6IAKODh21161t0_3MTA",
"direction": "send",
"cipher": "aes-256",
"tags™: null,
"rate_policy_allowed": "fixed",
"rate_policy": "fair",
"target_rate_kbps": 100000,
"min_rate_kbps": 0,
"remote_host": "apift-iwt.bot.or.th",
"remote_user": "johndoe",
"sshfp": null,
"ssh_port": 33001,
"fasp_port": 33001,
"http_fallback": false,
"https_fallback_port": 0

24
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® Sample Code:

c:bj =

datasetld = "D5_
measurementPeriod =

issionType =

response

Writeline
ritelLine(

Data Acquisition & Publication API Specification
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5. API - DA Submission FASP
API ésulglun1sds Meta Data %ﬁi‘iﬁ]’mddﬁagaﬁhu Aspera (Protocol FASP- File Transfer

Aspera) §1139 (** l&3WN12B8INTY Internet Y1)

® HTTP Method:

HTTP Method POST

® Request Body:

Data Req. Description Example
Length
datasetld String 40 M | sagadaya DS_000006
measurementPeriod | DateTime M fu‘ﬁ'omﬁa%la 2021-06-
30T00:00:00
submissionType DateTime 1 M | deziannidstaya N

® A — Adjustment

® N — Normal

adjustReasonld Integer C ‘sﬁam@lwamadmi Adjustment | null

® 1 — Incorrect data
reporting

® 2 — System error

® 3 — Customer request

® 4 — Auditor request

® 5 - BOT request

adjustSubject String 500 C WaTarad4my Adjustment null
adjustContent String 8000 C Lf:am’uadmi Adjustment null
fileName String 200 M| Balns Wdnasau.xml.bot
fileLocation String 500 M ﬁa%i"ﬂ adlndun Aspera /dev/fs-api/999999
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Request Body JSON Example

{

"datasetld": "DS_000006",
"measurementPeriod": "2021-06-30T00:00:00",
"submissionType": "N",

"adjustReasonld": null,

"adjustSubject": null,

"adjustContent": null,

"fileName": "lWanasay.xml.bot "

"fileLocation": "/dev/fs-api/999999"

® Response HTTP Status Code:

Code ‘ Description

200 OK (Success)

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests
500 Internal Server Error

® Response Data:

Data Type Data Length Description Example

Reference Number long L8 Reference msﬁa’ﬁa;&a 12345

Response Body JSON Example

12345
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® Sample Code:

surementPeriod =
submissionType = "N",

fileName =
fileLocation

WriteLine
riteline(
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6. API- DA Submission Logs

API ﬁ’]%%ﬁJl"ﬂ%ﬂ’ﬁ@]iTﬂﬁﬂﬂﬂﬂ’]%tﬂﬂ‘iﬁ\‘i“f}’agﬂ LLﬂZﬁﬂ’]%Zﬂ?iﬂ‘iZ&l’)ﬂNﬂ“ﬁ@Hﬂ

® HTTP Method:

HTTP Method POST

® Request Body:

Data Data Require Description Example

Type Length

datasetldList String 40 0 Array SRETATDYN DS_000006,
Array DS_000086
measurementPeriodFrom | DateTime M i‘uﬁmawmﬁm&aﬁ'uﬁu 2022-01-
31T00:00:00
measurementPeriodTo DateTime 0 fuﬁmaaamﬁm&aﬁwuq@ null
submitFrom DateTime 0 TuisetayaFudn 2022-01-
30T08:56:05.779Z
submitTo DateTime O fuﬁ §97 auR §uq@1 2022-04-
30T08:56:05.779Z
submissionType String 1 0 Array U3ztAnNn13&s AN
Array Toua

® A — Adjustment

® N — Normal

status Integer o) Array TAREOUSMNIEY | 1,2,3,5,6,9

Array ﬁa;&a

® 1 — Received

® 2 - Passed
Basic Validation

® 3 - Failed
Basic Validation

® 5 - Passed
Complex
Processing

® {6 — Failed
Complex

Processing

® 9 - Cancelled
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refNo

Long

Array

O Array L8 Reference

Number

null

Request Body JSON Example

{

"datasetldList": [
"DS_000006",
"DS_000086"

1,

"measurementPeriodFrom":

"2022-01-31T00:00:00",

"measurementPeriodTo": null,
"submitFrom": "2022-01-30T08:56:05.779Z,
"submitTo": "2022-04-30T08:56:05.779Z",

"submitType": [
llAll‘
llNll

"status": [

—_

© o O w N

"refNo": null

® Response HTTP Status Code:

Code Description

200 OK (Success)

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests
500 Internal Server Error
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Response Body:

Data Type Data Description Example
Length
RefNo Long L8 Reference 11111
Number
MeasurementPeriod DateTime i”uﬁ'a'mqj”aaga 2022-01-31T00:00:00
Dataset.!d String 20 WRTATBYA DS_000006
Dataset.Name String 500 %a‘*gm)”a%m Data Entity Account Detail
Dataset.Description String 500 MNuasldsagatoys | Teyansazduadyan
Dataset.Abbreviation String 20 %aﬂa’g@ﬁaga DER_CACD
Dataset.SubjectArea.ld Integer WanTatoys 99999
Dataset.SubjectArea.Name String 500 Tetatayas RDT Credit
Dataset.SubjectArea.Description | String 500 NUALLDIARITD “ﬁ”agaﬁm‘fjia
TR
U
Dataset.EntityGroup.Id String 20 A& Entity Group EN_000001
Dataset.EntityGroup.Name String 500 oh) Entity Group Account
Dataset.EntityGroup.Description String 500 Nuazdea Entity Account
Group
Dataset.Granularity.ld String 20 ‘m”am’mﬁmauﬁa MT
SRR
U
Dataset.Granularity.Name String 500 Taauhvadiie Monthly
SRR
U
Dataset.Frequency.ld String 20 TAFAMNDNTH MT
SRR
U
Dataset.Frequency.Name String 500 TaaMudnNIas Monthly
SRR
U
Dataset.Security.ld Integer saaaNdaaany | 9
SR
u
Dataset.Security.Name String 500 Taanulaeans Certificate
SR
u
Provider.ld String 40 TARBIANT 999
Provider.Name String 500 %"aaaﬁm Example Bank
Provider.NameTH String 500 %aaaﬁﬂsmmvlmy SUWIANINAFAL TN
Status.Id Integer TRARROIUSNIR 5
SR
u
Status.Description String 500 NuAzLBLa Passed Complex
amu:msaa"ﬁa%la Processing
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Status.Timestamp DateTime LIRLAIRD WS 2022-02-02T22:10:17

81gAVBINIE

Toya
Submission.Type String 1 dszinnmsssdays | N
Submission.TypeName String 50 FoUsziannisas Normal

Toua
Submission.TimeStamp DateTime Lm’m’ﬁddﬂ'ﬁ];&ﬂ 2022-02-13T14:33:43
Submission.By String 100 %aﬁdaﬁaya John Doe
Submission.Uid String 100 Username ;‘Td\‘l johndoe

Toya
Submission.Channel String 20 ﬁaaﬂﬂaﬂﬁdaﬁaga internet

(Internet %30

Extranet)
Submission.FileName String 200 %GVLW§ MCRD999 20220131_CA

CD.csv.bot

Submission.FileSize Long 29 WA B 494693

$1)) Bytes
Submission.Adjustment.Subject | String 500 WaTamy Null

Adjustment
Submission.Adjustment.Content String 8000 Lf‘tam‘swa:lﬁm Null

N3 Adjustment
Submission.Adjustment.Reason.| | Integer ‘m”am@mami Null
d Adjustment
Submission.Adjustment.Reason. String 500 %am@lwami Null
Name Adjustment
EmptyDataset Boolean ’ﬁ'a;&a’j'lm%avl,aj false

Response Body JSON Example

[

"RefNo": 11111,

"Dataset": {

"SubjectArea": {

"ld": "DS_000006",

"MeasurementPeriod": "2022-01-31T00:00:00",

"Name": "Data Entity Account Detail",
"Description™: "JayasnuaziduasyI”,
"Abbreviation": "DER_CACD",
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"ld": 99999,
"Name": "RDT Credit",
"Description": "ﬂ’aga ?ml,‘%ia",
I3
"EntityGroup": {
"ld": "EN_000001",
"Name": "Account”,
"Description": "Account”,
I3
"Granularity": {
"ld": "MT",
"Name": "Monthly"
I3
"Frequency": {
"ld": "MT",
"Name": "Monthly"

2
"Security": {

"ld": 9,

"Name": "Certificate"
}

b
"Provider": {
"Id": "999",
"Name": "Example Bank",

"NameTH": "s#1A1INagal 31Na"

2

"Status": {
"ld": 5,
"Description": "Passed Complex Processing",
"Timestamp": "2022-02-02T722:10:17"

2

"Submission": {
"Type": "N",
"TypeName": "Normal",
"TimeStamp": "2022-02-13T14:33:43",
"By": "John Doe ",
"Uid": "johndoe",

"Channel": "Internet",
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1

"FileName": "MCRD999_20220131_CACD.csv.bot",
"FileSize": 494693,

"Adjustment": null

"EmptyDataset": false

® Sample Code:

obj =

iz

submit
status

setIdList = Li.

tas
ieasurementPeriodFrom
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7. API - DA Submission Error Log
API §%3ul5ln13 Download Error Log 389miasdayn las Error Log fiazldTuazaglu

gﬂLmuﬁl,iﬁﬁ'mzﬁamamﬁaﬁagaﬁw Appendix A: MINIAR - DIATARTONAHY

DAEncryptionLib.dll

® HTTP Method:

HTTP Method GET

® Request Query String:

Name Data Type ‘ Data Length Require Description Example

refNo Long M L8 Reference Number 12345

® Response HTTP Status Code:

Code ‘ Description

200 OK (Success)

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests

500 Internal Server Error

® Sample Code:

refo = 16K
response client.GetAsy

£.WritelLinef s¢ Status {response.5tatusCode}({( Jresponse.StatusCode}

tent.Headers.ContentDisposition.FileName}", Fi
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8. API - DA Cross Validation Groups
API ﬁ%ﬂ%%’ﬂﬂﬁﬂ%‘ﬂﬂgswa:lﬁm ﬂﬁjmaamﬁmmaamm’mmﬁayja (Cross Validation)
& o

) A Aa A a @ fo & W a < \ ad
7]\‘]%N@V]VﬂOaﬂqﬂuﬂ’]‘ﬂ\‘iuwﬁﬂﬁa’]wqﬁﬂLs&lﬂ%]vl:@] I@]Ui“ﬁ]’uﬂu@aﬁL'iﬂﬂnﬂﬂﬁ@ﬂaua\‘] (LBWIENTIUN

ADINIAUATRENGNVDINIATINTDL LW INNTATONR)

® HTTP Method:

HTTP Method GET

® Response HTTP Status Code:

Code ‘ Description

200 OK (Success)

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests

500 Internal Server Error

® Response Body

Name Data Type Data Description Example
Length

Id String 10 wyaﬂq'wmimwaau 6
Name String 100 %aﬂﬁiwmim’maau DMS BLS vs RDT OTDM
Description | String 255 S'lslazlﬁmﬂ@;wﬂ’ﬁmmaau Balance sheet (Credit) with RDT Credit
[

{

"ld": "6",

"Name": " DMS BLS vs RDT OTDM ",
"Description": " Balance sheet (Credit) with RDT Credit "
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® Sample Code:

client.GetAsyn

WritelLine(
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9. API-DA Cross Validation Logs

API ﬁm%’ﬂﬂumimnaauamu:m‘sm’maau Cross Validation

® HTTP Method:

HTTP Method POST

® Request Body:

mwaam:mwg@

%

maganﬂ Version

Data Data Description Example
Type Length
validationGroupld String 10 Array NENUBINT3 1,6,7
Array AIIFDUITHINTLA
Toya
measurementPeriodFrom | DateTime Fufloradoyaisudu | 2022-01-31T00:00:00
measurementPeriodTo DateTime fuﬁaa@ﬁagaéuq@ 2022-03-31T00:00:00
processFrom DateTime j"uﬁmwaam}”a;da 2022-01-31T00:00:00
Suen
processTo DateTime fuﬁm’a% U auR 2022-04-01T00:00:00
éuq@
status Integer Array TARFDIUZNNT 23, 25, 26
Array AIIFDUITHINTA
Toua
® 23 — Waiting
for Related
Sets
® 25— Passed
Cross
Validation
® 26 — Failed
Cross
Validation
refNo String Array L8 Cross XR202201310001,
Array Reference Number XR202201310002,
XR202201310003
isAllVersion Boolean True — Lﬁlagwami true
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False — Lﬁag}wams
ATIINOUFIFAVDIIIA

%

VU
U

Request Body JSON Example

{

"validationGroupld": [
nqn
"G
wp
1,
"measurementPeriodFrom": "2022-01-31T00:00:00",
"measurementPeriodTo": "2022-03-31T00:00:00",
"processFrom": "2022-01-31T00:00:00",
"processTo": "2022-04-01T00:00:00",
"status": [
23,
25,
26
1,
"refNo": [
"XR202201310001",
"XR202201310002",
"XR202101310003"
1,

"isAllVersion": true

® Response HTTP Status Code:

Code Description

200 OK (Success)

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests
500 Internal Server Error
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Response Body

Description

Example

RefNo String 20 Cross Reference XR202201310001
Number

MeasurementPeriod DateTime {uﬁa'mj”a;ga 2022-01-31700:00:00

VersionNo Integer LA IUsznans 1

Provider.ld String 40 TAFBIANT 999

Provider.Name String 500 %aaaﬁm Example Bank

Provider.NameTH String 500 %aaaﬁmﬂﬁwﬂﬂﬂ TWINTNaRDY (fﬁﬂﬁ?ﬂ)

ValidationGroup.Id String 10 ﬁﬁamjs\lmﬁmnaau 6

ValidationGroup.Name String 100 %amjumsmmaau DMS BLS vs RDT OTDM

ValidationGroup.Description | String 255 ﬁmanﬁﬂﬂﬂ@;&m”ﬁ Balance sheet (Credit) with
§33F0Y RDT Credit

Status.Id Integer TARFEDIUZNNT 23
§33F0Y

Status.Description String 50 NUNDUARIIUENT Waiting for Related Sets
§37IRDU

Status.Timestamp DateTime LIRNEDIWENIT 2022-02-23T14:07:42.637
§37IRU

Frequency.ld String 20 SPRAMUAMS MT
§37IRDU

Frequency.Name String 500 %am’mﬁmim’maau Monthly

Response Body JSON Example

[

"VersionNo": 1,
"Provider": {

"d": 999",

2

"d": 6"

"RefNo": " XR202201310001",
"MeasurementPeriod": "2022-01-31T00:00:00",

"Name": "Example Bank.",

"ValidationGroup™: {

"NameTH": "S#1A13NaAFaY 31Na"
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"Name": "DMS BLS vs RDT OTDM ",
"Description": "Balance sheet (Credit) with RDT Credit"
3
"Status™: {
"ld": 23,
"Description": "Waiting for Related Sets",
"Timestamp": "2022-02-23T14:07:42.637"
I3
"Frequency": {
"ld": "MT",
"Name": "Monthly"
}
}
]

® Sample Code:

validationGroupId =
urementPeriodFrom
ntPeriodTo

rt.SerializeObject{obj), Encoding.UTF8,

client.PostAsync(

(response.StatusCode}({(
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10. API — DA Cross Validation Error Log
API §135ulglun1s Download Cross Validation Error Log 983n13 Cross Validation a8 Error

Log ﬁa:vl,@ﬁ'mzaglilujgﬂLmuﬁLiTﬁ‘sﬁ'aazéTamamﬁ'ﬁifagaﬁm Appendix A: NMSNTAF -

NOATRATNANT DAENcryptionLib.dIl

® HTTP Method:

HTTP Method GET

® Request Query String:

Name Data Type Data Require Description Example

Length

refNo String 20 M Cross Reference Number XR202201310001

® Response HTTP Status Code:

Code ‘ Description

200 OK (Success)

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests

500 Internal Server Error

® Sample Code:

refNo =
response = client.GetAsyn

sponse Status {response.StatusCode}({( Jresponse.StatusCode

tent .Headers . ContentDisposition.FileName}”, FileM
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11. APl - DP All Published Reports
API a%m%’umﬂ%‘ﬂﬂgﬁUa:lfé'ﬂ@ma\‘mmmﬁwmﬁaaﬁmaﬂﬁ%’u AUNAZTUIEINUINN

sun. dosianenu laslidududeasonnnaess (Sonnsdindasnsdumaianonm)

® HTTP Method:

HTTP Method GET

® Response HTTP Status Code:

Code ‘ Description

200 OK (Success)

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests

500 Internal Server Error

® Response Body

Data Type Data Description Example
Length

Report.ld String 20 TRAETILH RPT_000001
Report.Name String 500 %aiwmu Report Example
Report.Description String 500 NUALLDIATIHIU Report Example
Report.Abbreviation String 100 %asiaiwd'm RPT_EXAMPLE
Report.ReportArea.ld Integer TAE Report Area 99999
Report.ReportArea.Name String 500 %a Report Area Report Area Example
Report.ReportArea.Description String 500 NoazLBea Report Area Report Area Example
Report.ReportGroup.ld Integer TRE Report Group 99999
Report.ReportGroup.Name String 500 %a Report Group Report Group Example
Report.ReportGroup.Description | String 500 NoazLBea Report Group | Report Group Example
Report.PublishFrequency.ld String 20 w”ammﬁmaasmmu MT
Report.PublishFrequency.Name | String 500 ‘%‘ammﬁ'm 237890 Monthly
Provider.ld String 40 JARBIANT 999
Provider.Name String 500 %aaaﬁﬂs Example Bank
Provider.NameTH String 500 %aaaﬁﬂsmmvlmy SUIANINAFAL $1N6
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Response Body JSON Example

[

"Report": {
"ld": "RPT_000001",
"Name": "Report Example",
"Description™: "Report Example",
"Abbreviation": "RPT_EXAMPLE",
"ReportArea™: {
"ld": 99999,
"Name": "Report Area Example",
"Description": "Report Area Example"
2
"ReportGroup": {
"ld": 99999,
"Name": "Report Group Example",
"Description": "Report Group Example"
2
"PublishFrequency": {
"ld": "QT",

"Name": "Quarterly"

2
"Provider": {
"Id": "999",
"Name": "Example Bank",

"NameTH": "S#1A1ImMasay s1na"

® Sample Code:

response = client.Get

Writeline(%$"Res us = Jresponse.StatusCode} )
.Writeline
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12. APl - DP Published Reports
APl S TUL Tl NI rI 389N 891392 Download SNAIRNUAITILINURI D TUNLNLNT

IUIU

® HTTP Method:

HTTP Method POST

® Request Body:

Data Data Require Description Example

Type Length

reportldList String 40 (0] Array TRRTE RPT_000001,
Array RPT_000002
measurementPeriodFrom | DateTime M Tufisuduuas 2022-01-31T00:00:00
L%
measurementPeriodTo DateTime (0] fuﬁéqu 23 null
L%
publishFrom DateTime 0 Suiisuduwms 2022-01-
LNELLNITIE% 30T08:56:05.779Z
publishTo DateTime (0] fuﬁ éuq@ ng 2022-04-
LNELLNITIEI% 30T08:56:05.779Z
{
"reportldList": [
"RPT_000001",
"RPT_000002"

I
"measurementPeriodFrom": "2022-01-01T00:00:00",

"measurementPeriodTo": null,
"publishFrom": "2022-01-01T00:00:00",
"publishTo": null
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® Response HTTP Status Code:

Code ‘ Description

200 OK (Success)

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests
500 Internal Server Error

® Response Body:

Data Type Data Description Example
Length

RefNo Long L8 Reference 11111

Number
MeasurementPeriod DateTime fuﬁomﬁaga 2022-01-31700:00:00
Report.Id String 20 TRRTILI% RPT_000001
Report.Name String 500 %a‘swmu Report Example
Report.Description String 500 NUALLDIATIHIN Report Example
Report.Abbreviation String 100 %asiaiwd’m RPT_EXAMPLE
Report.ReportArea.ld Integer TRE Report Area 99999
Report.ReportArea.Name String 500 %a Report Area Report Area Example
Report.ReportArea.Description String 500 PRHEHGIL Report Report Area Example

Area
Report.ReportGroup.ld Integer TAE Report Group 99999
Report.ReportGroup.Name String 500 %a Report Group Report Group Example
Report.ReportGroup.Description String 500 NoazLdea Report Report Group Example

Group
Report.PublishFrequency.ld String 20 3ﬁ'am'mﬁ°uaa MT

MUY
Report.PublishFrequency.Name String 500 %ammﬁm a3 Monthly

MUY
Provider.ld String 40 ITARBIANT 999
Provider.Name String 500 %aaaﬁﬂs Example Bank
Provider.NameTH String 500 %aaaﬁmmmvlmy SUWIANINAFAL TN
FileName String 200 Ho'lWg MCRD999 20220131_CA

CD.csv.bot
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FileSize Long 29 WA Bk 494693
S1]} Bytes

Response Body JSON Example

[

"RefNo": 99999,
"MeasurementPeriod": "2023-03-24T10:03:18.3382",
"Report": {
"ld": "RPT_000001",
"Name": "Report Example",
"Description": "Report Example",
"Abbreviation": "RPT_EXAMPLE",
"ReportArea™: {
"ld": 99999,
"Name": "Report Area Example",
"Description™: "Report Area Example"
2
"ReportGroup": {
"ld": 99999,
"Name": "Report Group Example",
"Description™: "Report Group Example"
2
"PublishFrequency": {
"ld": "QT",

"Name": "Quarterly"

2
"Provider": {

"ld": "999",

"Name": "Example Bank",

"NameTH": "5#1A13Nagal $1na"
2
"PublishDate": "2023-03-24T10:03:18.338Z",
"FileName": "999_20230324_RPT_EXAMPLE.csv",
"FileSize": 99999
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® Sample Code:

reportIdlList
measurementPeriodFrom

publishFrom

.UTF8,

Jrespo .StatusCode} )"

response . Content . ReadAs
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13. APl - DP Report File
API &% 3ull1n13 Download 318197% I@]smmmﬁaz"tﬁ%’m:ag’lugmmuﬁv‘ﬁﬁﬁm:ﬁaa

na@sﬁaﬁagaﬁw Appendix A: M3ILINIRF - DaaIWaTauan11 DAEncryptionLib.dll

® HTTP Method:

HTTP Method GET

® Request Query String:

Name Data Type ‘ Data Length Require Description Example

refNo Long M L8 Reference Number 12345

® Response HTTP Status Code:

Code Description

200 OK (Success)

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests

500 Internal Server Error

® Sample Code:

refio = 2;

using response = client.GetAsync(E"ht

Console.Writeline( %" {response.StatusCode}({( Jresponse.StatusCodel}) ") ;

Content.Headers .ContentDisposition.FileMame}"”, FileMode.Create);
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14. APl — DAP BOT Public Certificate

API &% 3ultln1y Download BOT Public Certificate ﬁlﬂﬂummamﬁa"tvxlﬁagaﬁvlﬁ‘%'u

® HTTP Method:

HTTP Method GET

® Response HTTP Status Code:

Code ‘ Description

200 OK (Success)

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests

500 Internal Server Error

® Sample Code:

response = client.GetAsync(%"h

e.WriteLine($" atus {response.StatusCode}({( Jresponse.StatusCode}) ") ;

ontent .Headers .ContentDisposition.FileMame}"™, File
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Appendix

1. Appendix A: NM31213%d - naA3IRaTa4akH1% DAENcryptionLib.dil

1.1. Download Library W1 BOT Website https://www.bot.or.th/th/our-services/data-acquisition-publication/da-

and-standard/data-submission-dmsda/registration-dap-juristic.html

1.2. Download BOT Public Certificate W14 APl — DAP BOT Public Certificate

1.3. MILIAF NS 111 Function EncryptionProcessWrapper

1.3.1. Parameters M3LNIHRE WS

Data Type DETF] Require Description Example
Length

InputFilePath String 250 M Full Path ﬁagﬂimaﬂﬂﬁﬁuﬁd C:\Temp\example.txt
Fo'lW&uaz Extension lWg

EncryptedPath String 250 M | Output Path flagmasld C:\Temp\
output (LivnTalng)

x509cerForSign X509Certificate2 M §11I Sign data (Required
private key)

x509cerForEncrypt | X509Certificate2 M fwIumaan Ty
(Required public key 183
5UN.)

IsSign Boolean M True — SIRILABINIIHN true

Digital Signature

False — li@iun3¥in

Digital Signature

1.3.2. Sample Code

signerCert =
otPublicCert

inputFile =

outputFolder =

Exists(outputFolder))
CreateDirectory(outputFolder};

outputFile = DAEncryption.EncryptionProcessWrapper(inputFile, outputFolder, signerCert, botPublicCert,

ole.WriteLine($"Output: {outputFile}");
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1.4. MI08ATV& WS W11 Function DecryptionProcessWrapper

1.4.1. Parameters NMI00ATAR b &

Data Type

Data

Require

Description

Example

EncryptedFilePath

String

Length

250

Full Path Nlagjuas wg
TwdiBa IWaua:

Extension W&

C:\Temp\example.txt.bot

OutputPath

String

250

Output Path ﬁ'aguim 23 ba
output (lisana'lng)

C:\Temp\

x509cerForVerify

X509Certificate2

§MTUATIIRAU Sign
data (Required public

key 2189 11n.)

x509cerForDecrypt

X509Certificate2

z%m%’ummj”ﬁﬁmj”a%m

(Required private key)

IsSign

Boolean

True — RITUABINITHN
Digital Signature
False — ha@inwni3vin

Digital Signature

true

1.4.2. Sample Code

decCert =

botPublicCer
inputFile =
outputFolde

Exists (outputFolder))
reateDirectory(outputFolder);

outputFile

sWrapper(inputFile, outputFolder, botPublicCert, decCert,

2. Appendix B: n3a3lW@n2835 HTTP Protocol

2.1. @319801 Meta Data UaIn1389 W28 APl — DA Submission Validate

2.2. v‘hmsﬁﬁa;&aﬁw API — DA Submission

23. Lﬁ@ﬂ’]iﬁﬂ‘l’]’a;&aﬁ%’]ﬁ%%ﬂﬁm} Reference Number Lﬁaslﬁilumsmnaauan’mzﬁa;&a@iavl,ﬂ
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3. Appendix C: ms5a9lnan2893 File Transfer Protocol

NMIFIAEATHAzeadtlla Port TCP 33001 waz UDP 33001

3.1. Download Aspera SDK @14 Platform AW https://developer.ibm.com/apis/catalog/aspera--

aspera-transfer-sdk/downloads/downloads.json

3.2, WAIWISULANAIDEN https://developer.ibm.com/apis/catalog/aspera--aspera-transfer-

sdk/Quick%20Start%20for%20Sample%20Code:%20C%20Sharp

WIaaNE 08191 UIUNTUN LATURAIANN Download tuda 3.1.

+ Downloads *» windows-amd64-3ef6582 » windows-amdbé4 * connectors »

-~

~

MName Date modified Type Size
cpp 2021-04-28 1:32 AM File falder
csharp 2021-05-11 3:20 PM File folder
go 2021-04-28 1:32 AM File falder
java 2021-04-28 1:32 AM File falder
is 2021-04-28 1: File folder
python 2021-04-28 1: File falder
ruby 2021-04-28 1: File folder
transfer.proto 2021-04-28 1:32 AM PROTO File 65 KB

o 1l ' AV v o [
ﬂ"IWGI’JaF_I"ld‘[ﬂil,mi&ll,ma:ﬂ’lﬂ’mIﬂ’iiJ‘Via\ﬁ)’lﬂﬂ’l’i Download El‘lfb“lla 3.1.
d'VL Yo 1 % 1 .
3.3. Start SDK nta3uannn1y Download Lw1a 3.1 W1 Command Line
Downloads * windows-amd64-3ef6582 » windows-amdé4 * bin v [$] Search b
- Name : Date modified Type Size
B asperatransferd.exe 2021-04-28 1:32 AM Application 17,074 KB
Administrator: Command Prompt - O x

windows—amd64\bin>start asperatransferd. exe

3.4. 98 FASP Ticket 370 APl — DA Submission FASP Ticket
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https://developer.ibm.com/apis/catalog/aspera--aspera-transfer-sdk/downloads/downloads.json
https://developer.ibm.com/apis/catalog/aspera--aspera-transfer-sdk/downloads/downloads.json
https://developer.ibm.com/apis/catalog/aspera--aspera-transfer-sdk/Quick%20Start%20for%20Sample%20Code:%20C%20Sharp
https://developer.ibm.com/apis/catalog/aspera--aspera-transfer-sdk/Quick%20Start%20for%20Sample%20Code:%20C%20Sharp

3.5. ¥ Ticket NlaTuszydunbsIWduazzalndndasnadsasgd (#murily information aus Tu

Ticket)

RegularFil
amples

RegularFileExample.cs

client =
filePath = Gene

transferSpec = JObject

startTransfe
transferld

" + transferld);

} {TransferId = transferId});

pleted)

3.7. Wa9n&d IWaLeSasuuTos lv @ inn1389 Meta Data maam‘sda*ﬁaga 189 5UN. WIW APl —

DA Submission FASP

3.7.1. 32y fileLocation @14 destination_root T4 Ticket
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3.7.2. 321 fileName AT INANGDINITIZEY

transferSpec = JObject.Par

“I.To5tring();

3.8. Lﬁanﬁéﬁagaﬁ’]ﬁwﬂ@ﬁam Reference Number Lﬁﬂlﬁunﬁmnaaauamuﬁaga@iavl,ﬂ

4. Appendix D: N3 Download 31897% (Published Report) 910 5in.

4.1. @31989OU Meta Data V89718914628 API — DP All Published Reports

4.2. AWATIBNIHA2E Meta Data WS IWNVEIT BN BAIBIBALHBUNTINEIUAE APl — DP

Published Reports

4.3. Y482 Reference Number 7116371048 4.2 31 Download 5189746738 APl — DP Report File

4.4. ﬂamﬁ'a”ﬁagaﬁvl,@i”%'mhu Appendix A: M3IINTRE - DATRETONAH1 DAENCryptionLib.dll
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