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1. m%ma%mi(?mﬁafﬂmnm

YIMW&IN130 Download 11/5unTa Version a'wqul,@i”ﬁ URL: https://www.bot.or.th/th/our-services/data-

acquisition-publication/da-and-standard/data-submission-dmsda.html (ﬁﬁ‘ﬁ’a IUSLLﬂiNLLat@;ﬁamﬂﬁ'

11u) lasiian Download ld3unsw 32 bits %38 64 bits auaUnIsinviwldinu

1.1. msdaasldsunsu
1.1.1. Mmidaaslysunsuuna3adtfuanuady (Production)

Extract Zip file.

[*1 DA.Tools.Encryption_m="a | x64_prod.msix

1 DA.Tools.Encryption_§-" #_x86_prod.msix

JULEA9 .msix 719 32 bits a2 64 bits

1.1.2. Mafaasldsunsuunaiosd JUauwass (WT)

Extract Zip file.

"1 DA.Tools.Encryption_L™7 ¥ x64_iwt.msix

1 DA.Tools.Encryption_ .l L. _x86_iwt.msix

JuEad msix 7149 32 bits LAz 64 bits

1.2, Run ldsunsuaada 1.1 15% DA.Tools.Encryption_<version> x64_prod.msix"

1.3. Click Install

DAP Encryption Application Installation and User Manual

! 9
*T1/s1n51 DAP Encryption titeg1naeanuazainung 1415 ms lumssudedoyany sin. mmi

o a ¥ g o a Y a
Iﬂﬂﬂ'ﬁﬂllaﬂ'J’]llﬂaﬂﬂﬂﬂ"’uﬂ\jixuﬂ@]ﬂu@]ﬂ(ﬂ\uﬂuﬂjjﬂﬁuwﬂ%ﬂumﬂqm%ﬂiﬂjilﬂq


https://www.bot.or.th/th/our-services/data-acquisition-publication/da-and-standard/data-submission-dmsda.html
https://www.bot.or.th/th/our-services/data-acquisition-publication/da-and-standard/data-submission-dmsda.html

Install DAP Encryption Application?
Publisher: Bank Of Thailand

Version: /&, g

Source: C:\_Temp\DA.Tools.Encryption_;" =% =._x64_prod.msix

Capabilities:
» Uses all system resources

Launch when ready Install

®

A a A &
gﬂ LRAILNAISUNNTAAAI LU TUnTH

14. vadaasldsunsy

15. 1lafaadlaSasuuTaanaIng Launch tWalgSaaunsaaadiazltanuwldsunya
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DAP Encryption Application is ready!
Publisher: Bank Of Thailand

Version: "1k &t

Source: C:\_Temp\DA.Tools.Encryption_i = ™= _x64_prod.msix

Capabilities:
« Uses all system resources

31 LRAINANIIAAAIR L TAILazwTad 1IN
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. Twaawn1InIRallanag Certificate

Encrypt & Sign — [N a W& BOT Certificate wazinsadundiannsafindlasld Certificate

DAP Encryption Application ?

Subject: CN=snATWINEENAING, G Tk, SN= Tllele’, T=tnTlansszunan W, OID.2.5. 4.97=0994000162243, C=TH
Issuer: C=TH, O=Thai Digital ID Company Limited, CN=Thai Digital ID CA G3

Subject: CA
Issuer: CN IDC

. est). O=Thai D
From 1582667 11:33:22 To 102569 11:33:20

File(s) to Encrypt & Sign  Please select file(s) to process. N

s - B

Output: C:\Users\MathasV\Documents

gﬂl,l,amsmazlﬁﬂm% Encrypt & Sign

[1] Tab BOT Public Certificate
L o = A U s LR-N
I8 mIuLaas BOT Public Certificate ©911/3un7022 Download 8431 Raa luuaLAZLEA

e A o v { v 1 [
MNuazLBuaUad Certificate ANAIN ‘ﬁdﬁ]ZﬁLLﬁ@]d’)%ﬂ&l(ﬂE’J"Iigvl’lﬁ@’l%a’]ﬂuﬂiﬂﬂ“ﬁﬂd From(

Sudtdlions uss To(uimamany)

o “ o A A BOT Public Certificate
I@mq@aamma LADINUEAI “LATDIANILYNRITEY”

\Wougasin Certificate 18 ulaidulng
[2] Tab Signer Certificate [&wIULRaN Certificate VI TN
[3] Valid filter - l5iNansas Certificate ﬁﬂ'ﬂ&im@mqﬁnﬂ Certificate 119Wu
[4] Token filter — 1\ Nansaud Certificate Lawwz‘ﬁ'agjuu Token Device
[5] Tab Files to Encrypt & Sign 1#gnsuidanlnsfiazdnsia

[6] ) Folder M utelt@nsuiien Folder %3071 Output file %&4 Encryption

~
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[7] 13 Browse l#dmninifan ndnaziwndnsia
[8] 1Ju Clear fFNSLUNLAN IWEN Browse LNINLEINIANA

[9] )4 Process RRERTUISUNTTLIWM TN IR S NS

ARADUNIIDITAE

2.1.
2.2.
2.3.
24,
2.5.

2.6.

i lF9uLay Encrypt & Sign

ATAFAUFDU: BOT Public certificate [1]

\fon Certificate fazlTiE9Wa [2]

\8an Folder &%3U Output file [6]

\WanlWddauilu Browse [7] saninifenldidumaslng

nay Process [9] W8I9NNA Process axintiens1ilea Password 1iald Certificate nalu

Token uaznaawsf laazidulwWduinana .bot amnw (wunoing IWsnndraesd

WINENA .bot)

';%' Token Logon x
SafeNet Authentication Client THALES
|

Enterthe Token Password

Token Name: Data Token

Token Password: ||

Current Language: EMN

QK Cancel

gﬂLLa@mﬁﬂmﬂz&sﬁ'ﬁﬁm{u Token

|j wilsfamsaszy (7).pdf.bot 11/9/2567 15:56 BOT File 574 KB

31 LLamé";asmmwaqa"Lw&ﬁa WIS
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3. anaawni1snsiainalaalaly Certificate

Encrypt — 1IN & LWaa28 BOT Certificate LWE98ENILA 8L

DAP Encryption Application ﬂ.‘.

@ BoTPublic Certificate  [F v

File(s) to Encrypt Without Sign  Please select file(s) to process.

Output: C:\Users\MathasViDocuments

sUuRaITIEazIBaLIY Encrypt

[1] Tab BOT Public Certificate
L o = & U LR~
I8 mIuLaas BOT Public Certificate 4911/3un70292 Download 8431 Raa luaLAZLEA

A . = A [ oA o . ) o Aa
YLD UAUDN Certificate sﬁﬁ"ﬂzuLLa(ﬂﬂ'}u‘ﬁw(ﬂa’]qqaﬂ@quﬂqﬂluﬂjﬂﬂ"ﬁﬂﬂ From(Yuniiy

L) s To(Fiitmunany) y—

© A o 4 o BOT Public Certificate [
RINAAD ITABINUFAI “LATDINAUYNRLTELD” LW

W&A41 Certificate 11w laidulné
[2] Tab Files to Encrypt Without Sign
g wiuidanlWanazdnsva
[3] 13 Folder nsdugnolfdmILiAen Folder §1%3L19 Output file %83 Encryption
[4] 1)3 Browse g wsuiaannafiazsutnva
[5] 1Ju Clear gmsuanan W7 Browse 19U IRNA

[6] Ju Process RANERILSUNTTUIUA TN IR LS
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ARADUNIIDVTWE

3.1.
3.2.
3.3.
3.4.
3.5.
3.6.

\ihlF9uLay Encrypt
AIIRDURNIWE BOT Public certificate [1]
\8an Folder &%3U Output file [3]
\WanlWdduilu Browse [4] aninifenldidumaislng
nalu Process [6]
BRIINNNA Process waa‘i’wfﬁ"[ﬁauﬂuvlwa’mmqa .bot MINMW (WULLAE IWRIINNNS
vinsRzdiwIuana bot)
|_1 silsfomsiaday (7).pdf.bot 11/9/2567 15:56 BOT File 574 KB

31 LL&@@@"’QE}&]N%’]@J&@M%&'@ WA E
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4. TwaawnIInanIRa e

Decrypt — §1%ILNaaIRa INSUWINATA .bot 6t PassKey

/;5; ‘ humn»uviull?:mrﬂm: DAP Encryption Application w

Q’j Encrypt & Sign PassKey ¥ "=®g=. .l 1Y8KG62bzI0stzba5QdAagP9SaNNoJo= A

n Encrypt 7
=8 e § " 8K G62bzI0stzba5QdAagPISaNNogo= E ’ Commuﬂ

Mt
& oecet

File(s) to Decrypt  Please select file(s) to process. 4

Output: C:\Users\MathasV\Documents

=
El] LRGIINEURNCLD U@LSJ‘I;JL Decrypt

[1] Tab PassKey §1w3unsan PassKey 7ile3uan sun,

[2] Tasle PassKey

[3] tJu Continue fNTUEUIU PassKey

[4] Tab Files to Decrypt fwsuiaen ndnidasminansi

[5] t)u Folder Msdudnolddwiniian Folder 1131719 Output file %83 Decryption
[6] L]u Browse g wsuiaanindfiaztannon g

[7] tJu Clear gmsuanan W7 Browse 19 NUEIRNA

[8] 1Ju Process hdnibBunIzLIuNInanIia W
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IHADWNNTNDATIE

4.1. vhlFnuiay Decrpyt

42. nyon PassKey 7ile3uansun. luTab PassKey [2] uazidan Continue [3]
4.3. \fan Folder &%3U Output file [5]

4.4. \FanlWadqnilu Browse [6] wninidan ldfidnmnaislng

4.5. natly Process [8] #8991N Process waéi'wfﬁVL@Tﬁ]:Lﬂuvl,wﬁmmqaﬂﬂamumw

[ wiisfomsizany (7).pdf 11,/9/2567 10:40 Microsoft Edge PDF ...

31 LRAI INANAINDATHR

A v @ o ) A & . A A .
BANYKA PassKey 7 basunnsuUn. sansalsnulameluivuazazsidalnainninesdn uazld
—_— q

a0l PassKey 2a9faulunsnaasnandld nadivih Passkey winaunIna Reset lalna

mu@;ﬁam{l‘*ﬁmu DAP Web Submission

Home Submission v View Log v Download Report Requirement e dmsda iwt Vv
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5. 295113 Manual Update BOT Public Certificate

fNIUNTALATDIVBIVINU LN N1ID update BOT Public Certificate WULIB® 1 4ai@ bar

5.1. Download BOT Public Certificate lagiliantadnid Network Uada4an3 Laztian Download
lﬁgﬂ Environment (Production LLag IWT)
51.1. °1§@] IWT

Internet: https://iservice2-iwt.bot.or.th/da-web-ext-internet/Certificate/BotPublicCertificate

Extranet: https://eservice2-iwt.x-bot.or.th/da-web-ext-extranet/Certificate/BotPublicCertificate

5.1.2. °g61 Production

Internet: https://iservice2.bot.or.th/da-web-ext-internet/Certificate/BotPublicCertificate

Extranet: https://eservice2.x-bot.or.th/da-web-ext-extranet/Certificate/BotPublicCertificate

52. ' lW&h Download 119157 Folder unuiilWgda BOTDACertificate.cer aissialalil

5.2.1. 79 IWT

C:\Users\<Username>\Documents\Bank of Thailand\DAP Encryption Application (IWT)

5.2.2. 79 Production
C:\Users\<Username>\Documents\Bank of Thailand\DAP Encryption Application

5.3. Hauazidalusunsy DAP Encryption Application 8039

DAP Encryption Application Installation and User Manual
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https://iservice2-iwt.bot.or.th/da-web-ext-internet/Certificate/BotPublicCertificate
https://eservice2-iwt.x-bot.or.th/da-web-ext-extranet/Certificate/BotPublicCertificate
https://iservice2.bot.or.th/da-web-ext-internet/Certificate/BotPublicCertificate
https://eservice2.x-bot.or.th/da-web-ext-extranet/Certificate/BotPublicCertificate

6. FAQ - A1nNNNULiay

6.1.

6.2.

1Jy111 Could not download latest BOT Public Certificate.

| &
mmqﬁﬂﬂﬂ‘lﬁ HAZUWINIIUN L

6.1.1. qﬂﬂsm“l,ajvlﬁl,%amia Network
5unly L%amia Network Internet/Extranet 28484603

6.1.2. qﬂﬂﬁfﬁL%au@ia Internet/Extranet LL@iﬁ@]ﬁmu%’l Proxy maoaﬁmmmm@"lﬁﬁnﬂ Logs ‘ﬁl
C:\Users\<Username>\Documents\Bank of Thailand\DAP Encryption Application\logs
WU Error Message "Fail to Download Bot Certificate From Internet
System.AggregateException: One or more errors occurred. (The proxy tunnel request
to proxy 'http://example.com/' failed with status code '407'.")"
Saunly Gadardmiinf IT the Bypass Proxy aansaiiouds Network o

DAP Encryption Application “

IO Rl T il Could not download latest BOT Public Certificate. A

Subject: CN=botda botorth, O=Bank of Thaitand, L=Phra Nakhon, S=Bangkok, C=TH
Issuer: CN=DigiCert Global G2 TLS RSA SHA256 2020 CA1, O=DigiCert Inc, C=US

From 2024-03-04 7:00:00 AM To 2025-03-28 6:5%:59 AM

© Signer Certificate e
@ File(s) to Encrypt & Sign ”

EﬂLLam@T’JaEhd Message “Could not download latest BOT Public Certificate.”

WNIYLARA DILNNRIN09LRAITAAINN "Could not download latest BOT Public Certificate.”
—_—

usl BOT Public Certificate £3lainuaant vivufianunsnldau Application ldaund

ldaunTanaatrna e le “Invalid PassKey” #3anIdhansvia PassKey
Aaa d‘ v tdl ] R 1 v ] v
5unly asanls PassKey wvl,&lvlmumqm:maa Renew PassKey WY%#AW138 Web

Submission WAz Download TWalniuaznaasialndlnaidan PassKey d1ga

16
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Home Submission v View Log v Download Report Requirement e dmsda iwt Vv

JUuFaIA28E19 Renew PassKey
6.3. nydtlisunsadiaaslusunsy .msix diflesa7n Default Program 1w Program ALt PDF,
Zip
35unly Windows Start > Settings > In the Settings app, go to “Apps” > “Default apps.”
Scroll down and click on “Reset” under the “Reset to the Microsoft recommended defaults”

section.

|~ DA.Tools.Encryption . :~Him x64_iwt

v
o

yousasmatni INdAanifiuaaIna Default Program Liu PDF

6.4. NIBLIEINNINAAAIIUTLNTY .msix t@tilasann Windows can't open this type of file (.msix)

?J%'LL{])I‘I.I 1% Download WebView2 210 https://developer.microsoft.com/en-us/microsoft-

edge/webview2?form=MA13LH#download

Windows can't open this type of file
(.msix)

Try an app on this PC
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https://developer.microsoft.com/en-us/microsoft-edge/webview2?form=MA13LH#download
https://developer.microsoft.com/en-us/microsoft-edge/webview2?form=MA13LH#download

6.5.

gﬂ@v’sasi’m Error Message “Windows can’t open this type of file (.msix)”

Access is denied. (0x80070005)”
AUl
6.5.1. Open command prompt with administrator.

6.5.2. Type "gpedit.msc".

AsdlaINTnfaadlusunsy Error Message “App installation failed with error message:

6.5.3. Go to Local Computer Policy > Computer Configuration > Administrative Templates >

Windows Components > App Package Deployment.

6.5.4. Edit state "Prevent non-admin users from installing packaged Windows apps" to Not

configured.
=] Local Computer Policy B (e Tt
~ (& Computer Configuration : :
“| Software Scttings Select an item to view its description.  Setting State
> =] Windows Settings i£] Archive infrequently used apps Mot cenfigured
~ [ Administrative Templates i£] Allow deployment operations in special profiles Not configured
> [ Control Panel i2] Allows development of Windows Store apps and installing them from an integrated development environment (IDE) Not configured
| Desktop [i2] Allow  Windows app to share application data between users Not cenfigured
> [ Network 2] Allow all trusted apps to install Mot cenfigured
| Printers || Prevent non-admin users from installing packaged Windows apps Mot configured |
7 Server 2] Not allow sideloaded apps te auto-update in the background Mot cenfigured
> [ StartMenu and Taskbar iz] Disable installing Windows apps on non-system volumes Mot cenfigured
» [1] System iz| Not allow sideloaded apps to auto-update in the background on a metered network Not configured
~ [ Windows Compenents i£] Prevent users' app data from being stored on non-system volumes Not configured
I ActiveX Installer Service
“ Add features to Windows 10
“ App Package Deployment
I App Privacy
“ App runtime

31uUF99028E19N1309A1 Prevent no-admin users from installing packaged Windows apps to Not

configured
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DAP Encryption Application (IWT)

installation failed

Publisher: Bank Of Thailand

Version: %= |

Source: C:\Users\nminy0S1\AppData\Local\Temp
\wzf980\DA.Tools.Encryption_ « i ==§_x64_iwt.msix

Capabilities:
+ Uses all system resources

Reason:

App installation failed with error message: Access is denied. (0x80070005)

EﬂLLa@dﬁﬁaﬂ’m Error Message “App installation failed with error message: Access is denied.

(0x80070005)"
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