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API Specification

Provider API BOT API
+ Em 443, 33001 =
2 B8 e .
1 ) et A7 o :

2 Micro Services
= £ 5 9
o API Key Certificate Externet ‘ Storage

3

Encrypted Data Response

Extranet API
Gateway

;;ﬂu,ufu APl 2295w 1a1350slsznelng

m”umaumsﬁwmuiumm%amiaim'maaﬁﬂiﬁﬁﬁa%mﬁ'u sasuIdssinelng (5Un.) Hw

32U Data Acquisition and Publication (DAP) API A TaNAaf Y Certificate NTUTaIlaY Trusted

=

1 v Q & L= Q
Third-party Certificate Authority (CA) NiH%N@Ig UeBANNLAEANAY (1S027001) T91]991130971
Certificate fioanlas USEn Inuddvia lad 9@ (Thai Digital ID Co.,Ltd. — TDID) wag INET (Internet

Il
A

Thailand) 194 Certificate Authority 1 valr@ade sUn. a29nin

v & @ (% ° o o % % . { o X A
lasmsdedayanu gasazdasrimudisialndtoyadqs Library 1n19 sn. wawdu dadu
M3 IWRTaYALUL RSA URz AES256 lasau150ailvaa Library Bnunnaniin BOT Website

(URL : https://www.bot.or.th/th/our-services/data-acquisition-publication/da-and-standard/data-

submission-dmsdal/registration-dap-juristic.html)
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Environment ‘ Channel

URL

Production Internet https://apigw2.bot.or.th/bot/
Extranet https://apixgw2.bot.or.th/bot/
IWT Internet https://apigw2.bot.or.th/bot-iwt/
Extranet https://apixgw2.bot.or.th/bot-iwt/
API Endpoint Internet

API — DA Submission Requirement

/partner/da-submission-requirements

Extranet

API — DA Submission Validate

/partner/da-submission-validate

AP| — DA Submission

/partner/da-submission

AP| — DA Submission FASP Ticket

/partner/da-submission-fasp-ticket

AP| — DA Submission FASP

/partner/da-submission-fasp

AP| — DA Submission Logs

/partner/da-submission-logs

AP| — DA Submission Error Log

/partner/da-submission-error-log

AP| — DA Cross Validation Groups

/partner/da-cross-validation-groups

AP| — DA Cross Validation Logs

/partner/da-cross-validation-logs

AP| — DA Cross Validation Error Log

/partner/da-cross-validation-error-log

API — DP All Published Reports

/partner/dp-all-published-reports

API — DP Published Reports

/partner/dp-published-reports

API — DP Report File

/partner/dp-report-file
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Il.  Authentication (N13NFIUAIAW)

Tumsisonld APl asdnsdasdiiumIasnzidawlinuszuy BOT API

® Production : https://apiportal.bot.or.th/bot/partner/

® |WT : https://apiportal.bot.or.th/bot-iwt/partner/

1. Certificate: lususasdiinnsafing iafusudaninduassnsinasouasldasmafouiy
J¢UU BOT API
2. HTTP Header: HTTP Header 71 leisuanmyasnziiion BOT API wial#luns Request API
® X-IBM-Client-Id

® X-IBM-Client-Secret

entHandler handler = Ht
ClientCertificates.Add(
handler.5s1Protocols = S5s1Protocols.

ent client =
client.DefaultRequestHeade
client.DefaultRequestHeaders .Add(
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lll. System Requirement
1. Operating System
® \Windows Server 2012 — 64 bits

® | inux Version “71' Support .NET Core 3.1 (Iuenld

2. Hardware
e RAM lidnnin 16 GB

iy . < XX > a A A @
e cPU lsidni1 Dual Core 1.8 GHz (etidinogny USunmauusn Server T9asanTRNTINIA

IANNZRY)

3. Software

® |ibrary “DAEncryptionLib.dll”’ ‘ﬁ‘ﬁﬂ“n. INOLWILUW BOT Website https://www.bot.or.th/th/our-

services/data-acquisition-publication/da-and-standard/data-submission-dmsda/registration-dap-

. T ° e ¥ a [P 2
juristic.html (mmumilmmavl,waﬂaummayja)

4. Network
® Internet
O Port 443

o 14 URL: apigw2.bot.or.th §9&13130 Resolve DNS Name 'léfa1n Public DNS Domain
O wnA3as Server am‘i&aag@iwﬂizmwﬁauuﬁ’a IP e l¥nne sUn. dudiunavih White
List
® Extranet
O Port 443
o 4 URL: apixgw2.bot.or.th %0“71' Client Machine aLTJud83 fix host Va3

apixgw2.bot.or.th 4¢3 IP Address 192.168.197.142
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5. Bandwidth

® FONUBNTLIUAITHIUILLAUVWIA Bandwidth maom?mhmwn;ﬁﬁu’%mﬂﬁﬁmwaﬁ'uﬂ'%mm

fayafisa 1y sUn. uazATauAgNALIRULNUIUY YaIFnTUNTIU

BUR
U

® gaatvilszu1os Bandwidth LLR:L’JR’]l%ﬂ’]ideﬂH@ 1 "I:NﬁI(ﬂﬂmiﬂolﬂumidﬁagan’m%‘f

A o X
30 At

O File Size 1 GB

L@ . : o & . .
‘V\&J’]UL‘VWJ : mtﬁmsawagammaamo Internet LIRNAIAILNNYUATNAMNURWILBWUBY Traffic

Tuwmiziu
Bandwidth Estimated File Transfer Time (Minutes)
FASP Normal (TCP)

1 Mbps 144 144.8
2 Mbps 7.7 72.5
10 Mbps 14.3 15
15 Mbps 9.6 10.2
20 Mbps 7.2 7.8
100 Mbps N/A 1.6
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Iv.

1.

Sequence Diagram

DA Normal Submission

API Normal Submission

% Encryption BOT API
Provider Library Internet/Extranet
| | I
I | I
| Prepare Data | |
| |
— | |
I I I
| Processed Data |
>

| | I
| Encrypted Data | :
I | I
I Validate Meta Data ”IL API Submission Validate
| |
| ! I
I 5% = - = - - 400Bad Request _ _ ___ 1
I I I
I 200 OK |
(i " TT oo 1
| _ | |
I Submit Data (Encrypted) H APl Submission
[ | g
: : | Processing
| | «
| | I
I 400 Bad Request |
I XK =mmmmmm s el 1
I I |

_____ Reference Number |
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2. DA FASP Submission

API FASP Submission

.J- APl Submission FASP

|
| Processing

% Aspera Encryption BOT API Aspera
SDK Library Internet Only Server
Provider

| I T | I
| I | | I
| Prepare Data I | | I
: I | | I
I | | I
| | | | I
I Processed Data b| i [
| I | | I
I Encrypted Data I I |
[ ol L Sl r===-=---=- 9 | I
| I | | I
| Start Aspera SDK I'-l | | |
| I | | I
| ' : | | I
l Get FASP Ticket | pH APl Submission FASP Ticket ||
| I | | I
| 400 Bad Request | I |
| Xommmmmm - - it |====----- 1 |
| | | | I
. FASP Ticket _ |_ _______. ] |
| I | | I
Start Transfer | | | |
g | | I
l I Ti If fil l

| I ransfer file
I | | ’JI

| 1

Submit FASP Meta da I I
I
I
I
I
I
I
I
I
I
I
I
1
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3. DA View Submission Logs

Provider

API| Submissio

n Logs

% BOT API

|
|
]
»

Get Submission Logs
with Criteria

APl Submission Logs

4. DP Download Published Report

Provider

API Published

Reports

BOT API

Get Published Report
with Criteria

AFI Fublished Reports

¥ __

Published Reports

APl Report File

Data Acquisition & Publication

API Specification
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V. API - Information

Meazidsanildnu BOT API wiellunsdsdayaantdsszuy Data Acquisition

Require Field Description

® M: Mandatory field.
® (C: Mandatary field with condition.

® (O: Optional.

1. API - DA Submission Requirement

API ﬁm%'umiﬁyﬂ@s’]slaxlﬁﬂ@sl,umsdwaal,wiazqmqfam ﬁauﬁazdaiagamﬂ'& 5UN. 9e

® HTTP Method:

HTTP Method GET

® Response HTTP Status Code:

Code ‘ Description

200 OK (Success)

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests

500 Internal Server Error

® Response Body

Data Data Description Example

Type Length

Dataset.ld String 20 TaTaTaya DS_000006
Dataset.Name String 500 %a"q@ﬁaga Data Entity Account
Detail
Dataset.Description String 500 | Muazlduaradays Toyanuaziduasy
Dataset.Abbreviation String 20 %a ] mgml"aga DER_CACD
Dataset.SubjectArea.ld Integer TRRRIT DD aun 99999

13
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Dataset.SubjectArea.Name String 500 %aﬁa‘ﬁa‘ﬁaga RDT Credit
Dataset.SubjectArea.Description | String 500 iwa:lﬁﬂﬂﬁﬁ‘ﬁa‘ﬁaga fagaﬁm%a
Dataset.EntityGroup.Id String 20 TAR Entity Group EN_000001
Dataset.EntityGroup.Name String 500 %a Entity Group Account
Dataset.EntityGroup.Description | String 500 PRHEHRHE Entity Account

Group
Dataset.Granularity.ld String 20 iﬁam’mﬁ“n adLi{a“ﬁaga MT
Dataset.Granularity.Name String 500 %amwﬁmauﬁa%ga Monthly
Dataset.Frequency.ld String 20 iﬁam’mﬁmiddiaya MT
Dataset.Frequency.Name String 500 %amwﬁ'msda*’ﬁaga Monthly
Dataset.Security.ld Integer swanulaaanuvaya | 9
Dataset.Security.Name String 500 %am’mﬂaa@ﬁlﬂﬂlaga Certificate
Provider.ld String 40 TARBIANT 999
Provider.Name String 500 %aadﬁﬂi Example Bank
Provider.NameTH String 500 %aadﬁmmmvlﬂﬂ TWINNINARIY $1N0
EffectiveDate DateTime TufiiGuedu 2022-01-01T00:00:00
EndDate DateTime ’J”uﬁawuqﬂ null

Response Body JSON Example

[

"Dataset": {

"ld": "DS_000006",

"Name": "Data Entity Account Detail",

"Description™: "?Tagai’lslazlﬁ&l@é‘mumu’l",
"Abbreviation": "DER_CACD",
"SubjectArea": {

"ld": 999,

"Name": "RDT Credit",

@ a

"Description™: "magaam%a"
2
"Granularity": {
"Id": "MT",
"Name": "Monthly"
2
"Frequency": {
"ld": "MT",
"Name": "Monthly"

Data Acquisition & Publication API Specification
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|3
"Security": {
"ld": 9,

"Name": "Certificate"

2
"Provider": {
"ld": "999",
"Name": "Example Bank",
"NameTH": "SU1A1INagay 31Na"
2
"EffectiveDate": "2022-01-01T00:00:00",
"EndDate": null,

1l

® Sample Code:

client.GetAsync("hittps:// rfpartner/da

15
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2. API -DA Submission Validate

API §%30151141130373 Meta Data daufiazdatayanin APl — Submission

® HTTP Method:

HTTP Method POST

® Request Body:

Data Require Description Example
Length
datasetld String 40 M EUEROVRER DS_000006
measurementPeriod | DateTime M fuﬁmmm@ﬁas&a 2021-06-30T00:00:00
submissionType String 1 M Uszianmsasioys A

® A — Adjustment

® N - Normal

adjustReasonld Integer C anmqwam 23N13 null

Adjustment
® 1 — Incorrect
data reporting
® 2 _ System
error

® 3 — Customer

request
® 4 — Auditor
request
® 5_-BOT
request
adjustSubject String 500 C Witaw89nNs wi b Country to Invest
Adjustment
adjustContent String 4000 C Lﬁpamﬂnmmi Wi b Country to Invest
Adjustment e 12345678

911 GR 1w GB

16
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® Response HTTP Status Code:

Code ‘ Description

200 OK (Success)

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests

500 Internal Server Error

® Sample Code:

o bj =
datasetId =

measurementPeriod Jat 821, 6, 38),
submissionType =

rt.serializeObject( }» Encoding.UTF8, “ap

response = client.PostAs

StatusCodel}( Jres .StatusCode
string

17
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3. API - DA Submission

APl dnniulFlunisssdayadas HTTP Protocol (multipart/form-data)

® HTTP Method:

HTTP Method POST

® Request Form Data:

Data

Length

Require

Description

Example

file File M "valﬁiaaaﬁﬁadmsm
datasetld String 40 M EUEROVRER DS_000006
measurementPeriod | DateTime M fuﬁmmm@ﬁas&a 2021-06-30T00:00:00
submissionType String 1 M Uszianmsasioys A
® A — Adjustment
® N - Normal
adjustReasonld Integer C anmqwamadm‘i 1
Adjustment
® 1 — Incorrect
data reporting
® 2 _ System
error
® 3 — Customer
request
® 4 — Auditor
request
® 5_-_BOT
request
adjustSubject String 500 w118289035 Adjust Wil Country to Invest
adjustContent String 4000 Lﬁﬂ%’]‘ﬂa\‘mﬁi Adjust Wi b Country to Invest
e 12345678
971 GR 1 GB

Data Acquisition & Publication APl Specification
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® Response HTTP Status Code:

Code ‘ Description

200 OK (Success)

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests

500 Internal Server Error

® Response Data:

Data Type Data Length Description Example

Reference Number long L8 Reference Iuﬂﬂiddﬁaga 12345

Body JSON Example

12345

Sample Code:

JAdd(sc,
.Add(
.Add({
LAdd(

response = client.PostAs 7 ", mC);

MriteLine {response.5tatusC
MriteLine( se.Content.ReadAs5t

19
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4. API - DA Submission FASP Ticket
API #w3ulglunnsva Ticket LNasITayaN14N13 Aspera (Protocol FASP- File Transfer

Aspera) (* L1312 BBINY Internet L1IN1H)

® HTTP Method:

HTTP Method POST

® Request Body:

Data Require Description Example
Length
datasetld String 40 M aTavaya DS_000006
measurementPeriod | DateTime M fuﬁd’mﬁaga 2022-01-31T00:00:00
submissionType DateTime M Uszianmsasioys A

® A — Adjustment

® N - Normal

adjustReasonld Integer C sﬁ’amqwam NI 1

Adjustment
® 1 — Incorrect
data reporting
® 2 — System
error

® 3 — Customer

request
® 4 — Auditor
request
® 5_BOT
request
adjustSubject String 500 C Witav89nNs wi b Country to Invest
Adjustment
adjustContent String 4000 C Lﬁpamﬂnmmi Wi b Country to Invest
Adjustment Frynuanii 12345678
971 GR il GB
fileName String 200 0 Fo'lns null
fileLocation String 500 (0] ﬁagﬂuaavlw&u Aspera | null

20
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Request Body JSON Example
{

"datasetld": "DS_000006",

"measurementPeriod": "2022-01-31T00:00:00",

"submissionType": "A",

"adjustReasonld": 1,

"adjustSubject™: i b Country to Invest "

"adjustContent": "urila Country to Invest é'tylzy’lmmﬁ 12345678 911 GR iu GB",
"fileName": null,

"fileLocation": null

® Response HTTP Status Code:

Code ‘ Description
200 OK (Success)
204 No Content
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
429 Too Many Requests
500 Internal Server Error

® Response Body:

Description Example

transfer_specs Object An array of transfer specifications
Array that are allowed by the specified
tokens.
transfer_spec Object The transfer specification.
paths Object Array of JSON objects containing
Array source and, if specified, destination
paths.
source String The path for the source file or
directory, relative to the source root.

21
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destination String Destination path for the file or
directory that is being transferred,
relative to the destination root. If no
destination is specified, the content
is transferred to the destination root.
source_root String The source root directory of the files.
destination_root String 500 The destination root directory. /DataFileAP1/249549
token String The token string. ATM3_AEAO2fsgmQJjW3E
KWaNw7EcSaE_9RtWYYIP
kL_leHuPmrAAHzdOdwBR
6iAKODh2116It0_3MTA
direction String For uploads, the value is send.
cipher String The weakest cipher that is allowed aes-256
for the transfer.
Tags Object Tags. null
rate_policy _allowed | String The most aggressive rate policy that | fixed
is allowed for the transfer.
rate_policy String The congestion control behavior. fair
target_rate_kbps Integer The desired speed of the transfer, in | 100000
Kbps.
min_rate_kbps Integer The minimum transfer rate, in Kbps. 0
remote_host String IP or fully qualified domain name of apift-iwt.bot.or.th
the remote server.
remote_user String The system user that authenticates johndoe
the SSH connection for the transfer,
derived from the request
authentication method.
sshfp String The node's SSH fingerprint, if it is null
configured in the node's aspera.conf.
ssh_port Integer The server's TCP port that is 33001
listening for SSH connections.
FASP® initiates transfers through
SSH.
fasp_port Integer The UDP port for FASP to use. The 33001

default value works for most
situations; however, it can be
changed to satisfy firewall

requirements.

Data Acquisition & Publication API Specification
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http_fallback

Boolean If set to true, the transfer attempts
an HTTP or HTTPS transfer if FASP

transfer errors.

false

https_fallback_port

Integer The port that is used for HTTPS

transfers.

Response Body JSON Example

{

{

"transfer_specs": [

"transfer_spec": {

"paths": [],
"source_root": ",
"destination_root": "/DataFileAP1/249549",

"token":

"direction": "send",

"cipher": "aes-256",

"tags": null,
"rate_policy_allowed": "fixed",
"rate_policy": "fair",
"target_rate_kbps": 100000,
"min_rate_kbps": 0,
"remote_host": "apift-iwt.bot.or.th",
"remote_user": "johndoe",
"sshfp": null,

"ssh_port": 33001,
"fasp_port": 33001,
"http_fallback": false,

"https_fallback_port": 0

"ATM3_AEAO2fsqmQJjW3EKWaNw7EcSaE_9RtWYYIPkL_leHuPmrAAHzdOdwBRG6iAKODh21161t0_3MTA",

Data Acquisition & Publication API Specification
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® Sample Code:

c:bj =

datasetld = "D5_
measurementPeriod =

issionType =

response

Writeline
ritelLine(

Data Acquisition & Publication APl Specification
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5. API - DA Submission FASP
API é1nisultlunsas Meta Data %’sﬁﬁ]’]ﬂﬁdﬁaﬂamu Aspera (Protocol FASP- File Transfer

Aspera) §1L39 (** laN1BBINT Internet LML)

® HTTP Method:

HTTP Method POST

® Request Body:

Example

datasetld String 40 M | sagedays DS_000006

measurementPeriod | DateTime M fuﬁd’mﬁaga 2021-06-
30T00:00:00

submissionType DateTime 1 M | dezianmsdstaya N

® A — Adjustment

® N - Normal

adjustReasonld Integer C anmqwamadm‘i Adjustment | null

® 1 — Incorrect data
reporting

® 2 — System error

® 3 — Customer request

® 4 — Auditor request

® 5 - BOT request

adjustSubject String 500 C WatawadIns Adjustment null
adjustContent String 8000 C Lf:awm 23N173 Adjustment null
fileName String 200 M | Folws lndnasau.xml.bot
fileLocation String 500 M ﬁagjm 29 AU Aspera /dev/fs-api/999999

25
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Request Body JSON Example

{

"datasetld": "DS_000006",
"measurementPeriod": "2021-06-30T00:00:00",
"submissionType": "N",

"adjustReasonld": null,

"adjustSubject": null,

"adjustContent": null,

"fileName": "lWanasay.xml.bot
"fileLocation": "/dev/fs-api/999999"

® Response HTTP Status Code:

Code Description

200 OK (Success)

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests
500 Internal Server Error

® Response Data:

Data Type Data Length Description Example

Reference Number long L8 Reference ﬂ’]’iém’ﬂ/aga 12345

Response Body JSON Example

12345

26
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® Sample Code:

surementPeriod =
submissionType = "N",

fileName =
fileLocation

WriteLine
riteline(

27
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6. API - DA Submission Logs

API ﬁﬁ%%ﬂlﬁuﬂﬁi@ﬁ?ﬁ]E‘Taﬂﬁﬂ’luzﬂ’liﬁ\‘l"ﬂlﬂﬁa LLﬂzﬁﬂ’]%zﬂ’liﬂizﬂJ’JaNﬂﬁlﬂﬂﬂ

® HTTP Method:

HTTP Method POST

® Request Body:

Data Data Require Description Example

Type Length

datasetldList String 40 o) Array SHETATBYN DS_000008,
Array DS_000086
measurementPeriodFrom | DateTime M a”uﬁmam’miagaﬁuﬁu 2022-01-
31T00:00:00
measurementPeriodTo DateTime O ’J”uﬁma\‘ldmiagaéuﬁ;m null
submitFrom DateTime 0 | Tuissayaisudu 2022-01-
30T08:56:05.779Z
submitTo DateTime 0 | iuisedoyatiuge 2022-04-
30T08:56:05.779Z
submissionType String 1 0 Array U321ann13&9 AN
Array 2 4N

® A — Adjustment

® N — Normal

status Integer 0 Array TRRRDUWENIES | 1,2,3,5,6,9

Array ?j"aga

® 1 — Received

® 2 - Passed
Basic Validation

® 3 - Failed
Basic Validation

® 5 - Passed
Complex
Processing

® 6 - Failed
Complex

Processing

® 9 — Cancelled
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refNo Long (@) Array LU Reference null

Array Number

Request Body JSON Example

{

"datasetldList": [

"DS_000006",

"DS_000086"
1,
"measurementPeriodFrom": "2022-01-31T00:00:00",
"measurementPeriodTo": null,
"submitFrom": "2022-01-30T08:56:05.779Z",
"submitTo": "2022-04-30T08:56:05.7792”,
"submitType": [

"

NG
1,
"status": [

1,

© o a0 w N

"refNo": null

® Response HTTP Status Code:

Code ‘ Description

200 OK (Success)

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests
500 Internal Server Error
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Response Body:

Data Type Data Description Example
Length
RefNo Long L8V Reference 11111
Number
MeasurementPeriod DateTime a”uﬁmml”aga 2022-01-31T00:00:00
Dataset.Id String 20 TRETATEYA DS_000006
Dataset.Name String 500 %a"gﬂﬁaga Data Entity Account Detail
Dataset.Description String 500 Nuaziduaratays | Toyanuazlduasyn
Dataset.Abbreviation String 20 %aﬂa‘qmﬁa;ﬂa DER_CACD
Dataset.SubjectArea.ld Integer anTeateys 99999
Dataset.SubjectArea.Name String 500 %aﬁ"ﬁaﬁaga RDT Credit
Dataset.SubjectArea.Description String 500 THURDUARITD ﬁagaﬁm‘ﬁa
TOUR
U
Dataset.EntityGroup.ld String 20 THE Entity Group EN_000001
Dataset.EntityGroup.Name String 500 %a Entity Group Account
Dataset.EntityGroup.Description String 500 NUFLAYA Entity Account
Group
Dataset.Granularity.ld String 20 W”ammﬁmaal,ﬁa MT
TOUR
U
Dataset.Granularity.Name String 500 TaaudvadLite Monthly
SRER
U
Dataset.Frequency.ld String 20 TAFAMUDNTE MT
S RER
U
Dataset.Frequency.Name String 500 FaauinIad Monthly
S RER
U
Dataset.Security.ld Integer waaulaaany 9
S RER
i U
Dataset.Security.Name String 500 Taanulaaans Certificate
TNA
U
Provider.ld String 40 IARBIANT 999
Provider.Name String 500 %aam{ﬂ‘i Example Bank
Provider.NameTH String 500 Foasdnsmmlng | swimnmasey $ia
Status.Id Integer TRARFDUSNTA 5
TNA
U
Status.Description String 500 NUFLAYA Passed Complex
§DUZNIEITBYN | Processing
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Status.Timestamp DateTime LIRLIIRD W 2022-02-02T22:10:17

SFAVAINIE

Taya
Submission.Type String 1 Uszinnmssdays | N
Submission.TypeName String 50 %aﬂizmﬂmsdo Normal

Taya
Submission.TimeStamp DateTime nmﬂ’liﬁi\‘l“ﬁaga 2022-02-13T14:33:43
Submission.By String 100 %arﬁ’d@%ga John Doe
Submission.Uid String 100 Username Qﬁd johndoe

Taya
Submission.Channel String 20 ﬁadﬂﬁdﬂ’l’iddﬁaya internet

(Internet %30

Extranet)
Submission.FileName String 200 %EJVLWE»T MCRD999 20220131_CA

CD.csv.bot

Submission.FileSize Long YU WS A 494693

S1j1) Bytes
Submission.Adjustment.Subject | String 500 wWatany Null

Adjustment
Submission.Adjustment.Content String 8000 Lf:ami’mazlﬁm Null

N7 Adjustment
Submission.Adjustment.Reason.l | Integer iﬁamﬁlwam‘s Null
d Adjustment
Submission.Adjustment.Reason. String 500 %am@qmami Null
Name Adjustment
EmptyDataset Boolean ﬂ'aga:hm%a‘hj false

Response Body JSON Example

[

"RefNo": 11111,

"Dataset™: {

"SubjectArea": {

"ld": "DS_000006",

"MeasurementPeriod": "2022-01-31T00:00:00",

"Name": "Data Entity Account Detail",
"Description": "ﬁagmmazlﬁmé@nﬂn",
"Abbreviation": "DER_CACD",
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"ld": 99999,
"Name": "RDT Credit",
"Description": "ﬁaga §m°‘fﬁia",
2
"EntityGroup": {
"ld": "EN_000001",
"Name": "Account”,
"Description": "Account",
2
"Granularity": {
"ld": "MT",
"Name": "Monthly"
2
"Frequency": {
"ld": "MT",
"Name": "Monthly"
2
"Security": {
"ld": 9,

"Name": "Certificate"

2
"Provider": {
"ld": "999",
"Name": "Example Bank",
"NameTH": "SU1A1INagay 31Na"
2
"Status": {
"ld": 5,
"Description™: "Passed Complex Processing",
"Timestamp": "2022-02-02T722:10:17"
|3
"Submission": {
"Type": "N",
"TypeName": "Normal®,
"TimeStamp": "2022-02-13T14:33:43",
"By": "John Doe ",
"Uid": "johndoe",

"Channel": "Internet",
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"FileName": "MCRD999_20220131_CACD.csv.bot",
"FileSize": 494693,
"Adjustment": null

2

"EmptyDataset": false

® Sample Code:

obj =

datasetIdlist = Li

tas
ieasurementPeriodFrom

submit
status
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7. APl - DA Submission Error Log

API §3ulFl4n13 Download Error Log 789miastiaya

® HTTP Method:

HTTP Method GET

® Request Query String:

Name ‘ Data Type ‘ Data Length Require Description Example

refNo Long M L8 Reference Number 12345

® Response HTTP Status Code:

Code ‘ Description

200 OK (Success)

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests

500 Internal Server Error

® Sample Code:

reflo = 188

response = client.GetAsy
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8. API - DA Cross Validation Groups
API ﬁm%’un’mﬁmﬂgmﬂamﬁm ﬂ@jwuaaﬂﬁmfmaam:%dfmqwﬁaga (Cross Validation)
& A ) A Aa a a Y o & @ a < ' aA
‘YN‘M%J@]‘H‘Y]’Naﬂ’]U%ﬂ’]iL\‘]uﬂJﬁﬂﬁﬁ’m’liﬂLiﬂﬂ@v[,(ﬂ I@SJvllJﬁ]’]Lﬂ%@]adL‘iﬂﬂVJﬂﬂNﬂa%ad (LAWIENITUN

ARINIAUM IVANFUVDINIATIIFOUTZRINTATDYA)

® HTTP Method:

HTTP Method GET

® Response HTTP Status Code:

Code Description

200 OK (Success)

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests
500 Internal Server Error

® Response Body

Name Data Type Data Description Example
Length
Id String 10 w”amjumimnaau 6
Name String 100 %amjumi@mﬁmau DMS BLS vs RDT OTDM
Description | String 255 iwauﬁﬁﬂﬂ&jumim’aﬁ]aau Balance sheet (Credit) with RDT Credit

Response Body JSON Example

[

|I|dll: ll6ll’
"Name": " DMS BLS vs RDT OTDM ",
"Description™: " Balance sheet (Credit) with RDT Credit "
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® Sample Code:

client.GetAsyn

WritelLine(
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9. API- DA Cross Validation Logs

API ﬁ%ﬁ%%’ﬂﬁumimnaauamu:msm’maau Cross Validation

® HTTP Method:

HTTP Method POST

® Request Body:

maﬁ]aamzmnm

@

maga‘qﬂ Version

Data Data Description Example
Type Length
validationGroupld String 10 Array ﬂ@lmjadmi 1,6,7
Array AIIFOUITAINTA
Toua
measurementPeriodFrom | DateTime fuﬁd’m“ﬁagaﬁwﬁu 2022-01-31T00:00:00
measurementPeriodTo DateTime fuﬁmm]’aga??uq@ 2022-03-31T00:00:00
processFrom DateTime fuﬁ@li’;ﬁm@ufﬂga 2022-01-31T00:00:00
Sudu
processTo DateTime fuﬁ@li’;ﬁm@ufﬂga 2022-04-01T00:00:00
g%q@
status Integer Array IARIDIUSANT 23, 25, 26
Array AIIFIVILNINTA
RPN
® 23 - Waiting
for Related
Sets
® 25 - Passed
Cross
Validation
® 26 — Failed
Cross
Validation
refNo String Array L8 Cross XR202201310001,
Array Reference Number XR202201310002,
XR202201310003
isAllVersion Boolean True — Lﬁiagwam‘s true

Data Acquisition & Publication APl Specification

37




Fmse—Lﬁa@NanWi

maaaaumqmaaam
oy
{
"validationGroupld": [
.
"G
wy
1,
"measurementPeriodFrom": "2022-01-31T00:00:00",
"measurementPeriodTo": "2022-03-31T00:00:00",
"processFrom": "2022-01-31T00:00:00",
"processTo": "2022-04-01T00:00:00",
"status": [
23,
25,
26
1,
"refNo": [
"XR202201310001",
"XR202201310002",
"XR202101310003"
1,
"isAllVersion": true
}
® Response HTTP Status Code:
Code ‘ Description
200 OK (Success)
400 Bad Request
401 Unauthorized
403 Forbidden
404 Not Found
429 Too Many Requests
500 Internal Server Error
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Response Body

Description

Example

RefNo String 20 Cross Reference XR202201310001
Number

MeasurementPeriod DateTime fuﬁam%ga 2022-01-31T00:00:00

VersionNo Integer LwuAnIUIaME 1

Provider.ld String 40 IAFDIANT 999

Provider.Name String 500 %aadﬁﬂi Example Bank

Provider.NameTH String 500 Foasdnsmming IWIANINARAY (311@)

ValidationGroup.Id String 10 sﬁ’anémmmnaaau 6

ValidationGroup.Name String 100 %aﬂ@:wmsm’aﬁlaau DMS BLS vs RDT OTDM

ValidationGroup.Description | String 255 N Ua:L'ﬁmﬂﬁéuﬂ’ﬁ Balance sheet (Credit) with
AIIIRDY RDT Credit

Status.Id Integer TRREDUSNNT 23
AIIIRDY

Status.Description String 50 MUK DUARIIUENNT Waiting for Related Sets
AIIIRDY

Status.Timestamp DateTime LIRIRDIUENT 2022-02-23T14:07:42.637
§INIRDY

Frequency.ld String 20 sﬁ’am’mﬁms MT
fINIRDY

Frequency.Name String 500 %ammﬁmimmaau Monthly

Response Body JSON Example

[

"VersionNo": 1,
"Provider": {

llldll: |I999ll,

2

uldn: “6",

"RefNo": " XR202201310001",
"MeasurementPeriod": "2022-01-31T00:00:00",

"Name": "Example Bank.",

"ValidationGroup": {

"NameTH": "SWIANINagay 1na"
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"Name": "DMS BLS vs RDT OTDM ",
"Description™: "Balance sheet (Credit) with RDT Credit"
2
"Status": {
"ld": 23,
"Description": "Waiting for Related Sets",
"Timestamp": "2022-02-23T14:07:42.637"
2
"Frequency": {
"ld": "MT",
"Name": "Monthly"
}
}
]

® Sample Code:

validationGroupId =
urementPeriodFrom
ntPeriodTo

rt.SerializeObject{obj), Encoding.UTF8,

client.PostAsync(

(response.StatusCode}({(
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10. API - DA Cross Validation Error Log

API é%13ul5l1un1T Download Cross Validation Error Log 183n13 Cross Validation

® HTTP Method:

HTTP Method GET

® Request Query String:

Name Data Type Data Require Description Example

Length
refNo String 20 M Cross Reference Number XR202201310001

® Response HTTP Status Code:

Code ‘ Description

200 OK (Success)

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests

500 Internal Server Error

® Sample Code:

refio =
response = client.GetAsync($"h

sponse Status {response.StatusCode}({( Jresponse.StatusCode}) ") ;

tent .Headers.ContentDisposition.FileName}”, FileMod
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11. API - DP All Published Reports

) '
[ a

API ﬁ?%{ﬂﬂﬁiL%ﬂﬂﬂiﬁﬂﬂngﬂ@m ITHINUNINNANBIANT 1ATL AawNzTUTIERIIN

sun. dpsianeay laglidududesionyna (Sonnsdindasmadumamiansny)

® HTTP Method:

HTTP Method GET

® Response HTTP Status Code:

Code ‘ Description

200 OK (Success)

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests

500 Internal Server Error

® Response Body

Data Type  Data Description Example
Length

Report.Id String 20 TRETILU RPT_000001
Report.Name String 500 %aswmu Report Example
Report.Description String 500 NUFLLDIATILI Report Example
Report.Abbreviation String 20 %iaaias']m'm RPT_EXAMPLE
Report.ReportArea.ld Integer TRE Report Area 99999
Report.ReportArea.Name String 500 %ia Report Area Report Area Example
Report.ReportArea.Description String 500 NEaLLAL Report Area Report Area Example
Report.ReportGroup.ld Integer TR Report Group 99999
Report.ReportGroup.Name String 500 %a Report Group Report Group Example
Report.ReportGroup.Description | String 500 TNuazidua Report Group | Report Group Example
Report.PublishFrequency.ld String 20 sﬁ'am’mﬁmaasmmu MT
Report.PublishFrequency.Name | String 500 %am’mﬁ“’uaaswmu Monthly
Provider.ld String 40 IARBIANT 999
Provider.Name String 500 %aaaﬁﬂs Example Bank
Provider.NameTH String 500 %aadﬁﬂiﬁlﬂﬂﬂﬂ IWIANINARAL I1NA
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Response Body JSON Example

[

"Report": {
"Id": "RPT_000001",
"Name": "Report Example",
"Description": "Report Example",
"Abbreviation": "RPT_EXAMPLE",
"ReportArea": {
"ld": 99999,
"Name": "Report Area Example",
"Description": "Report Area Example"
2
"ReportGroup": {
"Id": 99999,
"Name": "Report Group Example",
"Description": "Report Group Example"
2
"PublishFrequency": {
"ld": "QT",

"Name": "Quarterly"

|3
"Provider": {
"Id": "999",
"Name": "Example Bank",

"NameTH": "S%WIAINagay 31na"

® Sample Code:

response = client.Get

Writeline(%$"Res us = Jresponse.StatusCode} )
.Writeline
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12. APl - DP Published Reports
APl &% 3uU 1T I NN IA R I 891WN 6 89711392 Download AN BAYAITILINURIATWNLNEILNS

INUIU

® HTTP Method:

HTTP Method POST

® Request Body:

Data Data Require Description Example

Type Length

reportldList String 40 O Array TRETIBY RPT_000001,
Array RPT_000002
measurementPeriodFrom | DateTime M FuiliSudue 2022-01-31T00:00:00
PRlINalTt
measurementPeriodTo DateTime (0] fu‘ﬁlﬁyuag@maa null
PRlINalt
publishFrom DateTime 0 Sumsuduns 2022-01-
LN T 30T08:56:05.779Z
publishTo DateTime (0] 'S'u'ﬁlﬁvuq@ms 2022-04-
LN T 30T08:56:05.779Z
{
"reportldList": [
"RPT_000001",
"RPT_000002"

1,

"measurementPeriodFrom": "2022-01-01T00:00:00",
"measurementPeriodTo": null,

"publishFrom": "2022-01-01T00:00:00",

"publishTo": null
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® Response HTTP Status Code:

Code ‘ Description

200 OK (Success)

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests
500 Internal Server Error

® Response Body:

Data Type Data Description Example
Length

RefNo Long L8 Reference 11111

Number
MeasurementPeriod DateTime ’J”u‘ﬁld’mﬂlaga 2022-01-31T00:00:00
Report.ld String 20 TAETIE RPT_000001
Report.Name String 500 %6‘3’1 NN Report Example
Report.Description String 500 NUALLDIATILI Report Example
Report.Abbreviation String 20 %aﬂ'aﬁ 891%h RPT_EXAMPLE
Report.ReportArea.ld Integer TR Report Area 99999
Report.ReportArea.Name String 500 "fiia Report Area Report Area Example
Report.ReportArea.Description String 500 NuALAYA Report Report Area Example

Area
Report.ReportGroup.Id Integer TR Report Group 99999
Report.ReportGroup.Name String 500 "fiia Report Group Report Group Example
Report.ReportGroup.Description String 500 NuALAYA Report Report Group Example

Group
Report.PublishFrequency.ld String 20 sﬁam’mﬁﬂuaa MT

YW
Report.PublishFrequency.Name String 500 %ammﬁﬂlad Monthly

YW
Provider.ld String 40 JARBIANT 999
Provider.Name String 500 %aam{ﬂ‘i Example Bank
Provider.NameTH String 500 Foasdnsmmlng | swimnImasey $1ia
FileName String 200 Fo'lns MCRD999 20220131_CA

CD.csv.bot
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FileSize Long YU WK A 494693

S11) Bytes

Response Body JSON Example

[

"RefNo": 99999,
"MeasurementPeriod": "2023-03-24T710:03:18.338Z",
"Report": {
"Id": "RPT_000001",
"Name": "Report Example",
"Description": "Report Example",
"Abbreviation": "RPT_EXAMPLE",
"ReportArea": {
"Id": 99999,
"Name": "Report Area Example",
"Description": "Report Area Example"
2
"ReportGroup™: {
"ld": 99999,
"Name": "Report Group Example",
"Description": "Report Group Example”
2
"PublishFrequency": {
"ld": "QT",

"Name": "Quarterly"

2
"Provider": {

"Id": "999",

"Name": "Example Bank",

"NameTH": "su1AIagay 4 0a"
2
"PublishDate": "2023-03-24T710:03:18.338Z2",
"FileName": "999 20230324_RPT_EXAMPLE.csv",
"FileSize": 99999
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® Sample Code:

reportIdlList
measurementPeriodFrom

publishFrom

.UTF8,

Jrespo .StatusCode} )"

response . Content . ReadAs
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13. APl — DP Report File

API §w3ulTl1n13 Download T1847%

® HTTP Method:

HTTP Method GET

® Request Query String:

Name ‘ Data Type ‘ Data Length Require Description Example

refNo Long M L8 Reference Number 12345

® Response HTTP Status Code:

Code Description

200 OK (Success)

400 Bad Request

401 Unauthorized

403 Forbidden

404 Not Found

429 Too Many Requests

500 Internal Server Error

® Sample Code:

refo = 2;

using response client.GetAsync(E"htt fi i ne

Console.Writeline(%"Respons s {response.StatusCode}({( Jresponse. StatusCodel} ) ") s

.Content.Headers .ContentDisposition.FileMame}"”, FileMode.Create);
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Appendix

1. Appendix A: msm%ﬂuvlﬂfci‘fiaums&ioﬁaga

1.1. L@l‘%&l&lvl,waf“ﬁa%m

=

1.2. W Watananasonliwasslh sUn. éhe Library “DAEncryptionLib.dil” A5UN. LHaWNS

U

Ut BOT Website https://www.bot.or.th/th/our-services/data-acquisition-publication/da-and-

standard/data-submission-dmsda/registration-dap-juristic.html

1.3. Parameters ®1%IUNNINITAE

Data Type Data | Require Description Example

Length

InputFilePath String 250 M Full Path flaguasliduiede | CaTemplexample.tt

1Wduaz Extension g

EncryptedPath String 250 M Output Path ﬁagmaa‘lw& Output | C:\Temp\
(laisana'lng)

x509cerForSign X509Certificate? M #1%3U Sign data (Required
private key)

x509cerForEncrypt | X509Certificate2 M ﬁﬂ%%’umilff’ﬁﬁ’ﬁﬁaga
(Required public key 2184 51n.)

IsSign Boolean M True — §%IUGBINTIYN Digital | true
Signature

False — laddufiunsvi Digital

Signature
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1.4. Download Public Key 284 5U7. iWaltlumsnswa Wa (inniinsidasuuias Public Key

M9 U, azudsaransinlinnudnass)

1.4.1. 171 URL

1.4.1.1. Production : https://www.bot.or.th/content/dam/bot/documents/en/statistics/dap-

prod.cer.txt

1.4.1.2. IWT : https://www.bot.or.th/content/dam/bot/documents/en/statistics/dap-iwt.cer.txt

14.2. Copy Tennunanualu URL (1-2) a9l1u (3) Note Pad uaz (4) Save As dalud

“BOTDACertificate.cer”

TIGUDCCEDigAwIBAgITZAAA ujj2eNFdIPDbgAAAACOEDANBgkqhkiGIWBBAQSF
ADBcMQswCQYDVQQGEwWIUSDEdMB sGATUEChMUVGh 1TEJhbmsgb2YgVGE ...o.0 L0
L jASBgNVBAMT JVRoZSBCYWS I GOmIFRoYWL SYWS kTEludGVybmFsIF. v
HhcNMT cxMDIBMDE zM T 1WhcNMj IxMDIzMDgzMjI 14 BIMQswCQYDVQL G 0 copy 2
BsGATUEChMUVGh1TIE Jhbmsgh2YgVGhhakxhbmQxcHz AdBgNVBASTFk1
EWOUTFR1YZhubZxvZ 3kl jASEgNVEAMT JURhAGE gQWNxdWlzaXRpb24g
1CegRGV2ZWxvcG11bnQwggEiMABGCSqGSIbIDQEBAQUAAATBDWAWEEEK
aihCaV/ThRaCCOpUilDEFBhPPNRYbcPb1vENDHc 4ab]jvWHEVKD /99vT
bpsB129gHBtq7VrGSvveBzolXvatYhd4+po97xVt4uNYa/ akly 2RCWFWNR 1A
bxqQZwXDk ] bXWAUNQAZTNGGaBX2PEYNML2x529e usm+ 684+ EZvBh+hBP2
KGhOhBuVkdFizKXdFZYtzvpI0EEIi9Pfx1lrarso FvEGxnReHEUHEQMNU
kkATVRTD13f1i2/tCLE7UhxRFmaéu40RIul6i8U7 barob+3GDEYHD@Y ZE

Copy link to highlight
Q, Search the web for "-----BEGIN CERTIFICATE--—--..."
[ Print

A} Read aloud selection

BAGCN:UHBDAWL g¥mKwYBBAGCNxUIg7n 4T t8BqBqZakggWAMYTcj3hU
GgCAWQCAQCWHQYDVROOBBYEF 19<8hdw0iQ6L Eqqu/ pgUgHROTHVMBSG
BaAFDgbIZnXzo/hOfFuXLej3 Jveo3KAMDBGALUdHWO2ZMDOWMgAWoC6G
Ly9ieWdklmlvdC5vcis@aC9jZHAvaWs@cmNhLWF hLXAuZ zEuY31sMIHkK
BOcBAQSE1z(B1DCEEQYIKwYBBQUHMAKGECRSZGF wOidvLONOPVRoZSUY|
FBVZ IUyMFROYW1SYWSkITIwSWS0ZXIuYhwlMjBSh298] TIwQeESQad
PVBLYmxpYyUyMELtleSUyMFN1cnZpY2VzLENOPVN1cnZpY2VzL ENOPUNY|
pb24sREMIYmO8LERDPWIy L ERDPXRoP2NBQ2VydG1makWNhdGL/ YmF z
3RObGFzcz1jZX18akZpY2FeaWdulXVeaadyaXR SMBMGAIUDIQOMMACG
BwMBMBsGCS SGAQQBE ] cVCEQOMAWWCE YT KwYBBQUHAWEWDQY IKoZ ThveN
ggIBACHemWa+q+I7@TMRE+Z687e0724aYahhbAnr417iesuIlfZzhdls/
qRaldYFO7innBu@BwS rpyiPcF5oHFX2qgqMiipUvemWkeRUFWKNYI joun
PSadRwxnyRXE65MUmpWEBWIHMAHZVoBEeNeWedL j1bpLOBGFske@l+11TT3p
/DBOwiT/aDhglIQKaVaqvaSDZD22ZtaBl+ TyoDe+9eX5CNpLKO3gnAMy|
/oULVFMhge EO6@814mligeyd] jwYI TKgT77 1UrpXac0KOXtVKavAcD5q1D 0 Inspect
Z5pi@jtrBdX31GelakFI15RBC+]1COYDMNUFnX6xmIqQwOFKTxMBbRAVY, P

[0 Open selection in Immersive Reader

a# Translate selection to English

Add to Collections

& Share

(3 Web select

[ Web capture

Ctrl+C

Ctrl+P

Ctrl+Shift+X

Ctrl+Shift+5

/E9ab%hSKOQwuX1QXhemRFnm/wZAZximj6EY1UC/ dbsKbSHNyaTzHx UAHg kX
dBEeeAmo6/ wC7B57eStywl sQEV14tuv4YvERIME s EQyWASEpKBRvdoMoMTCse3m
qspaUclVwG3TaVl1DuPbSeakX 2WBINmcHsAUdidnS/ rBOISBFQuDMY 1 Twl6FMG/w
5ajaQa8pMaSGNVHF /phelylfXRQYaqMqRIAVEzXx1c TgewirIcdgA2VPLENLM2z2C
BRVExdFfU9 sdUGGWATOFefgel9]jCmsHmPLNS0J xrnPEQAT §
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https://www.bot.or.th/content/dam/bot/documents/en/statistics/dap-prod.cer.txt
https://www.bot.or.th/content/dam/bot/documents/en/statistics/dap-prod.cer.txt
https://www.bot.or.th/content/dam/bot/documents/en/statistics/dap-iwt.cer.txt

mj *Untitled - Motepad

File Edit Format View Help
ADBEMQswCQYDVQQGEWIUSDEIMBsGALIUEChMUVGhITEJhbmsgb2YgWGhhawxhbmQx
LjAsBgNWVBAMTIVRoZSBCYWSrIGImIFReYWIsYWSKIEludGYybmFsIFIvb3QgqQ0Ew
HhcHMT cxMDI0MDgzMjILWheNMiBMDIzMDgzMiTIWiBIMQswCQYDVQQGEWIUSDEd
MBsGALUEChMUVGhIIEJhbmsgb2YgVGhhaWxhbmQxHzAdBgNVBAST FluZm9ybWr0
aWIuIFRIY2Zhub2xvZ3kxLjAsBgNVBAMTIURhdGEgQWiNxdWIizaXRpb24gkEMvemUp
ICOgRGV2ZWhHveG1lbnQwggEIMADGCSqGSIb3DOEBAQUAA4IBDWAWIIEKACTBAQCZ
aihCaV/ThRaCCOpUIlDEFBhPPNRYbcPbIvENDHc4abljvWHEV KD/ 99T Eoqy4S7G
bpsB19gHBtq7VrGovveBzclXvatYhd +po7xVtdulya/aWy2 RCwPFWHhIAaBZEUIOW
bxqQZwXDKIDXWAUNQAZTNEGaBX2PEYNML2x529eusm+60+EZv0h+hBPIUiowiXGz
KGhOh8uVkdFizk{dFZtzvp90EELIPRIrIrSoFVEGxNReHBUHEQMNUA3/tUBYX
kkATVRFD13fi2/tCLB7UhxRFmMatu40RIu16i0U7b0rob+3GDEYHDOYZEQCKe4MM]
KWI+UB37t6jZrPG3INxAgMBAAGjggHOMIIBSDALBgNVHQBEBAMCBaAWPQYIKwWYB
BAGCMxUHBDAWLIYmKwYBBAGCHxUIg7nj4ftBBqBZ8WgqWAMYT cj3hUgYKycYTI
tGgCAWQCAQowHQYDVROOBBYEF)9s8hdwOiQ6LEqqw/ pgUqHRITHVMBEGALUdIWQY
MBaHFDqb]Zanothf?u)(LejBJveuBKAMDDGAlUdHWQEMDQWMqurdJCﬁGLGhDdHAG
Ly9ieWakLmIvdCSvciS0aCoiZHAvaWSDcmMhLWFhL{AuZzEuY3]sMIHKBggrBgEF
BQcBAQSB1zCB1DCEOQYIKwWYBBQUHMAKGgcRsZGRwOiBvLONOPVRoZSUyMEIhbmsl
MiBVZiUyMFROYWIsYWSKIT I SWS0ZuyWwIMiBSb290ITIwQDESQ 049 QUIBLEND
PVB1YmxpYyUyMEtleSUyMFNIcnZpY 2VzLENOPYNIcnZpY2VzLENOPUNvbmZpZ3Vy
YXRpb24sREMOYmMIOLERDPWIYLERDPXRoPZNBQ2VydGImaWwNhdGU/YmFzZT 9vYmpl
Y¥3RDbGFzezljZI0aWZpY2F0awWauQxViaGyaXRISMBMGALIUAIQQMMAOGCCsGAQUF
BwMBMBsGCSsGAQQBicVCgQOMAWWCYIKwYBBQUHAWEWDQYIKeZIhveNAQELBQAD
ggIBACHemWa+q+I70TMRI+Z687e072+aYahhbAnr41JieSuDfZhd|8/ppHQ2VpF
qQaldYFOZinn8ul8warpyiPcFaoHFX2qgMiipUvemWkeRUFWENVIjOUnGE3I6RZS
PSadRwonyRX65MUmMpWbEWIHMOHZVoBONOWedLjlbpLQ8GFskOIHITT 3pylBiviwes
/DBQwIT faDhglIQKaV8qvasDZD227taBW+TyoDe+9eX5CHplIKO9gnAMyraS20Mfa
w/oUIVFMhgeEOB014mWaeydjjwYITKGT 771Urpxx9K0XtVKavAcD5gIDUZ{C2hag
Z5pi0jtrBdX31GelaKfIl SROcHICOYDMNUfNXExmIqQwORKTxMObR4V+ATZ+ANT
YX/ERabghSKOQwuXIQXhemRFnm/WZAZximjsEY1UC/dbsKbS+HiyaTzHxUWAHgkOx
dBEeeAmob6/ wC7B57eStywfsQEVI4tuvdYVERImMBrsEQyW49EpKSRvdoMoMT Cse3m
qsp4UcVwG3IaVIIDuPbSeal2WBINmcHsAUdidn S/ rBIISBFQVDMYITwWISFMG fwr
SajaQ08pMasGNVHF/ phiIylfXRQYagMqRI4VEzXxIcTgewirlcdgA2VPLEMLMZ22C
BW\ExdFfU9sdUGGwWAFOFOfgeWaljCmsHmPLNsOJxrnPEQAT]

----- END CERTIFICATE-----

Ln 17, Col 53 100%

Windows (CRLF) UTF-8

j Save As
M |:Z'| » This PC » Documents »

Organize * Mew folder

Y | ~

MName Date modified

Search Documents

File name: | BOTDACertificate.cer 4

Save as type: | All Files (%)

# Hide Folders Encoding: |UTF-8

Cancel

~ Save
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1.4.3. 1 Public Key 3nda 1.4.2 luldaudrae19 Sample Code 18 1.5

1.5. Sample Code

EncryptedPath =
inputFilePath =

ublicCertificateStream, publicCerPassword);

rivateCertificateStream, privateCerPassword);

nputFilePath, EncryptedPath, x589cerForSign, cerforEncrypt, isSign};
" + putputFile);

2. Appendix B: n15a9 e @2898 HTTP Protocol

2.1. 937388 U Meta Data maamidavlmlﬁﬁw API| — DA Submission Validate

2.2. ﬁﬂmimﬁa;&aﬁw API — DA Submission

2.3. Lﬁ@ﬂﬂiddiﬁ];&ﬂﬁ’n%ﬁ]%ﬂﬁmﬂl Reference Number Lﬁalﬂumsmnaammuzﬁaga@ia"l,ﬂ

3. Appendix C: n15a9 IWam2893 File Transfer Protocol

NIsIa83shazdaaila Port TCP 33001 W&z UDP 33001

3.1. Download Aspera SDK @14 Platform ANAIU https://developer.ibm.com/apis/catalog/aspera--

aspera-transfer-sdk/downloads/downloads.json

3.2. NAWIIZULANAIDENS https://developer.ibm.com/apis/catalog/aspera--aspera-transfer-

sdk/Quick%20Start%20for%20Sample%20Code:%20C%20Sharp

WI0UA208191LTUNINNA LTURA 9N Download 1uta 3.1,
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https://developer.ibm.com/apis/catalog/aspera--aspera-transfer-sdk/downloads/downloads.json
https://developer.ibm.com/apis/catalog/aspera--aspera-transfer-sdk/downloads/downloads.json
https://developer.ibm.com/apis/catalog/aspera--aspera-transfer-sdk/Quick%20Start%20for%20Sample%20Code:%20C%20Sharp
https://developer.ibm.com/apis/catalog/aspera--aspera-transfer-sdk/Quick%20Start%20for%20Sample%20Code:%20C%20Sharp

+ Downloads *» windows-amd6ed-3efo382 » windows-amdbé4 * connectors

“ MName Date modified Type Size
cpp 2021-04-28 File falder
csharp 2021-05-11 File folder
go 2021-04-28 1:32 AM File folder
java 2021-04-28 1:32 AM File falder
Js 2021-04-28 1:32 AM File folder
python 2021-04-28 1:32 AM File folder
ruby 2021-04-28 1:32 AM File falder
transfer.proto 2021-04-28 1:32 AM PROTO File 65 KB
o ' ' AV vo o [y
ﬂ'WW]'JE]EJ’]\‘.ITiJiLLﬂi&ILLG]&&I]']H’WI‘IﬂiﬂﬁaG%']ﬂﬂ'ﬁ Download Elwua 3.1.
cA'VL v v ' .
3.3. Start SDK 711#3U31nN"13 Download 1w 3.1 W1 Command Line
Downloads * windows-amd64-3ef6582 » windows-amdé4 * bin v (] Search b
-~ Name : Date modified Type Size
B asperatransferd.exe 2021-04-28 1:32 AM Application 17,074 KB
Administrator: Command Prompt - O x

3.4. 98 FASP Ticket 97n APl — DA Submission FASP Ticket
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3.5. 1 Ticket 1 la3uszydunia IWsuazTa lWandainsasasgy (uurily Information 8w

Ticket)

RegularFil
amples

RegularFileExample.cs

client =
filePath = Gene

transferSpec = JObject

startTransfe
transferld

" + transferld);

} {TransferId = transferId});

pleted)

3.7. nadanad InaLaTasuusaslvdiun1Ias Meta Data maamiﬁiaifaga 189 5UN. 1w APl —

DA Submission FASP

3.7.1. 321 fileLocation 4 destination_root 1 Ticket
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3.7.2. 3z fileName ¢ %0 INANAaINITIZE

transferSpec = JObject.Par

“I.To5tring();

3.8. Lﬁaﬂ’]iaaia;&aﬁ%%a:"l@ﬁam Reference Number Lﬁasl%‘lumsmmaauamuzifaga@ia"l,ﬂ

4. Appendix D: N3 Download 31891% (Published Report) 10 51ln.

4.1. @57980U Meta Data V89318914028 API — DP All Published Reports

4.2. AURIIILINWAE Meta Data WRZIWNVBITILINWATAIUNLNELNTINLINUA2E APl — DP

Published Reports

4.3. Y1187 Reference Number 7116271048 4.2 41 Download 318914628 API — DP Report File
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