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From Wallet to Financial Superapp
The Growth of Digital Financial m & Beyond
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| truemoney  MAKE EVERY MOVE COUNT

Simplify Your Finance Empower Your Business

Enrich your life

( Pay )( Transfer )( Pay Next ) Loan . Save [ Invest Protect TrueMoney for Business
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' TrueMoney Platform

TRUEMONEY PLATFORM PAYMENT AND
FINANCIAL SERVICES
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Superapp ecosystems

Investment &

Insurance companies
Credit card companies

Banks

Regulators
Exchanges

Technology developers

Security

Cloud services

‘ Media
Human resources . Education

Investors Data analytics

Device manufacturers

End users



Cash to Cashless & Financial Inclusion

Wuluaiia
Jannlus
CTr e

5500

B42478

¢ O 0o

16U By nud / Juifio. Sousoulad
ila Swoa

Q0 & a -

wdu/ Bsoudo $uTue  BopUoosu  Wrioudw
(L5 Point & Pay 1 aa106 findo

Tnuit doehindaluda
U MY SAVING (KKP) ’

\

&

Toutdu

Srwazaon
unuiduan

@MN-L SHOGP:.G)

doullo
soulau

@

1A Easy Pass

Samssiwdwus:

SOUMSIOMSSIVDY
yovArIIEY 3NT

1Rugonsoutta:luwaionn
MsHedoas:uuSvIGoudaE

Wneng: sswoslinacosooonsiemsdodwsaluda

Tuweaswohwus:

Tmswududevthey

L= N

wagudukanwulAduA!

Suriou Tnndh Auw ur

USMSMOYMSIBU

wé 1ing

Tomalkiiq momsidu

&




Google 27,







Wmsouldudoove

-l |

wasuwukanwulikiduanu!

usSMsSMLYMSIBU

4 wé ng

Wndu

Tomalikug momsidu

e

5 lode

~

~ A

i) “ll"'iz




In collaboration
with Sea

ASEAN Digital
Generation Report:
Digital Financial Inclusion

INSIGHT REPORT
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EASE VALUE & ACCESS TRUST
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PRODUCT CUSTOMER SECURITY
INNOVATION VALUE & EXPERIENCE TECHNOLOGY
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' Industry Fraud Trend
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Mobile Application Security
Technology

v

Device Profiling/Detection

Jailbreak/Rooted Device
- Emulator/Cloner
- Device ID/Fingerprint
- IP/Location Spoofing

Biometric Technolog

- Facial recognition
- Facial comparison
- Liveness detection

Application Obfuscation

- Risk based Authentication
- Certificate Pinning

- Out of Band Authentication

SUPER APP
E

— - Key Cryptography - Multi-factor Authentication
- Runtime malicious/behavior
detection g

- Big data management and analytics
- Machine Learning/Artificial Intelligence for
Fraud Detection



Evolution of Fraud Methods
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Traditional Fraud, Social scamming,
Gang call center Romance scamming,
Online platform

2023 NOw!l!

Phishing for personal
info/credentials,

malicious link

Reasons for Being a Target

1. Easy to access and easy to embed
malware/APK/fake apps

2. Motivation of mobile phone users

3. Able to apply same fraud pattern, time,
and place to all over the world

Type of Fraud Pattern

{ A~ - |
Accessibility Bypassing

Services/ detection
Remote Control



' Crime Triangle Theory
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' TARGET : msUaUavlitiiruroaniOukds
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DEVELOPMENT OF AUTHENTICATION METHOD

Username Cloud Multifactor Authentication
& Password Password Authentication App



' Crime Triangle Theory
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Safeguarding the device fraud by
TMN Al-risk engine prevention
(3x protection)

Why TrueMoney AI-Risk engine ?
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&} How’s it different from any fraud system ?
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~— How does it work to stop fraud and the result ?




' Moving Forward to Become Device Expertise

1. Deviceis not equal to Card/Account in many ways
2. Fraud system, Detection method & Investigation practice develop itself for each financial services

e Global IA and Malicious apps information
e Risk Detection for Fake app, Malware, Network,
Malicious apps

- Spoofing location, App cloner, Emulator,
Device masking, Jailbroken/Rooted, App
hooking/tampering, Screen sharing,
Remote control, Untrusted accessibility
services

e Trusted Score




Avanced Al Risk Platform
Ty s :Secure Login

Highly secure to protect
your identity

Device profiling & 24h Real-
Time Detection

JU : Secure Device

Malware & Malicious apps
detection, even when you
are not aware

L\.| HYQ:Secure ' <o
i #3 Authentication with Face Chall
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24 hrs,Real-time detection | e
and stop suspicious o on.?
transaction immediately

by Al




Global Data: to spot
and prevent fraud

Reduce false positive and
improve more accuracy to
detect & prevent fraud

Better to identify User VS.
Device

Faster action, leads to
better decision
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‘ TrueMoney Security Development Roadmap

Customer-Centric
Mobile fintech Security
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